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1. Ilesu ocBOEHUN TMCUMILIAHBI.

K ocHoBHBIM meJsaM OCBOCHHUA OUCHHUIIIINHBI ((I/IHCTp}IMCHTaJ'IBHBIe CpeacTBa aHajlu3a
3aIUIIEHHOCTH U YIIPABJICHUS YI3BUMOCTSIMWY CI€AYET OTHECTH:
L4 (bODMI/IDOBaHI/Ie HaBBIKOB aHaJIM3a 3alllMIICHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTCEM H
HCIIOJB30BaHUA NMHCTPYMCHTAJIBHBIX CPCACTB aHaJIn3a 3alllMIIICHHOCTH.

K ocHOBHBIM 3a1a4aM OCBOCHHS TUCHUILTUHBI «IHCTpyMEHTaIbHBIE CPEICTBA aHAIN3a
3aIUIIEHHOCTH U YIIPABICHHS YSI3BUMOCTSIMID) CIIEAYET OTHECTH:
® 3HAHWE NMPUHIIUIIOB IIOCTPOCHUS, (PYHKIIMOHUPOBAHHS U TIPUMEPHI PEATH3AINN CHCTEM
aHaJM3a 3aIUIIEHHOCTH U 00HAPYKEHUS! BTOPKEHHIA;
e pa3pabaThIBaTh METOIUKY MTOMCKA U OOHAPYKEHUS ySI3BUMOCTEIH;
® [POBOAMTH AHAJH3 3AIIUIIEHHOCTH KOMIIOHEHTOB aBTOMAaTH3UPOBAHHOM CUCTEMBI.

2. MecTo nucHumIMHbI B cTpykType OOIL.

ILI/ICHI/IHJ'H/IHa «I/IHCTPYMGHTHJ'IBHI)IC Cpe€acTBa aHalin3a SaHII/IHIéHHOCTI/I U YIpaBJICHUA
YSI3BUMOCTSIMH» OTHOCHTCS K YMCITy 0a30BbIX MpodeccHoHanbHbIX yueOHbIX nucuuiuind (b.1)
OCHOBHOU 00pa3oBaTenbHOit mporpammbl (b.1.34).

M3yyeHne OUCLUIUIMHBI ONMUPAETCs HAa 3HAHUS, YMEHHS W HaBBIKM, NPUOOPETCHHBIC B
MPEAMIECTBYIOMMUX JUCIMIUIMHAX: «AyIuT HMHPOPMAIMOHHON Oe3omacHocTH»,  «OCHOBBI
yIpaBieHus: HHYOPMALMOHHON 0€30MaCHOCTHION.

3. IlepeyeHb NJIaHUPYEeMBbIX Pe3y/JIbTATOB 00y4YeHHUSs MO AUCHUILINHE (MOIYJIIO0),
COOTHECEHHbIE ¢ MVIAHUPYEMBIMHU pe3y/ibTaTaAMH OCBOEHHSI 00Pa30BaTe/ILHOI NMPOrpaMMBbl.

B pesynbraTe OCBOGHMSI ITUCHUIUIMHBI (Monynsd) Yy oOydaromuxcs (HopMHpYyHOTCS
CJIEYIOIINE KOMIETEHIINH U JIOJKHBI OBITh TIOCTUTHYTHI CIICAYIOLINE PEe3YIbTaThl 00yUeHHs KaK
3Tan GOPMUPOBAHUS COOTBETCTBYIOIINX KOMIIETEHIIUH:

B pe3yabTaTe 0cBOCHUS
Kon o0pa3oBaTe/IbHOM Iepeyens MIAHUPYEMBIX Pe3yJILTATOB 00y4eHUs MO

KOMIEeTeHIIUH NMPOrpaMmbI 00y4arouuics AUCLHMILIUHE

J0JI2KeH 00J1a1aTh

3HATB:

e  TIPUHIMIIEI U CPEACTBA IPOrPAMMHOIO
obecrieueHns 3alUIeHHBIX
aBTOMAaTU3UPOBAHHBIX CUCTEM

®  [IPUHIMIIBI IOCTPOCHUS, HYHKIIMOHUPOBAHHUS
OTIEPAI[MOHHBIX CHCTEM, (YHKIIMOHUPOBAHUS

CriocobeH oCymecTBIATD JIOKaNbHBIX U T00ansHbIX ceteir, CYB/], web-
KOHTPOIb 00eCIIeUeHUs MPUIIOKCHUH;
WHPOPMAITMOHHON yMeThb:
OIIK-5.3 0€30MacHOCTH U MTPOBOIUTH ®  BBIABIATH YA3BUMOCTH 3aIUTHI POTPAMMHBIX
BepHU(HUKALIMIO TaHHBIX B CPEJCTB 3alIUIIEHHBIX aBTOMATH3HPOBAHHBIX
OTKPBITHIX HH)OPMAITHOHHBIX CHCTEM M HaXOAWUTH IyTH UX yCTPAHEHUS;
crucTeMax ® IIPOCKTHPOBATH M PCATN30BBIBATH 3AITUTY

MIPOTPaMMHBIX CPEACTB aBTOMATH3UPOBAHHBIX
CHCTEM, HCXO/s U3 ITOCTABIICHHBIX IeTIel
3aLINTHI;

BJIa/IeTh.

e  HaBBIKAMH aHAJIM3a 3AIIUIIEHHOCTH
ABTOMAaTH3UPOBAHHBIX CHCTEM




4. CTpyKTYypa U coJepKaHue TUCUMIIIMHbI.

OO6mast TPyIOEMKOCTh JUCIUIUIMHBI COCTAaBIsET 4 3a4eTHBIX CAWHMIBL, T.e. 144
aKaJeMUYecKnX 4acoB (Jieknuu - 18 dac., mabopaTopHble 3aHATUS — /2 9ac, CaMOCTOSTeNbHas
pabora - 54 yacoB, opMa KOHTPOJIS — IK3aMeH) B 6 cemecTpe.

Ctpyktypa ® coaepkaHue AUCHUILTNHBI «HCTpyMEHTanpHBIC CpEACTBA aHAIU3a
3aUMEHHOCTH W YMPABJICHHS YSA3BUMOCTSAMU» IO CPOKaM W BHUJAM palbOThl OTPaXKEHBHI B
MIPHUIIOKEHUH.

5. Ob6pa3oBaTesibHbIE TEXHOJIOTHH.

MGTOI[I/IKa npenoaaBaHusa  JUCHUIIIIMHBI ((I/IHCTp}IMeHTaJILHbIe cpeacTBa aHajinM3a
3alIMIIEHHOCTH W YIPABJICHUS YSI3BUMOCTSMU» M pealiu3alisl KOMIIETECHTHOCTHOTO TOAX0Ja B
H3JIOKCHUH U BOCIIPUATHUUN MaTCpUajia NpCAyCMaTprUBACT UCIIOJIB30BAHUC CICAYIOINX aKTHBHBIX
U MHTEPAKTUBHBIX (DOpPM TPOBENICHHs TPYNIIOBBIX, WHAWBUIYAIBHBIX, ayIUTOPHBIX 3aHSATHHA B
COUYCTAaHUH C BHEAYJIUTOPHON PabOTOM C 1eNbI0 (OPMUPOBAHUS U PA3BUTHUS IPO(HECCHOHATBLHBIX
HaBBIKOB 00YYarOIIUXCS:

®  BBINIOJHECHHUE JIAOOPATOPHBIX PaboT B 1a0OpaTOPUSX BY3a;
® WHIUBHUIyaJbHBIC U IPYIIOBbIC KOHCYJIBTAIIMH CTYACHTOB MIPEIOIaBaTeIeM, B TOM YHCIIE

B BUJIC 3aIIUTHI BHIITOJIHEHHBIX 3aJJaHUI B paMKaxX CaMOCTOSTEILHONU PaboThI;

e TocenieHUe MPO(UIBHBIX KOH(DepeHIMii M paboTa Ha MacTep-KiaccaxX JKCIEPTOB H

CHEIUAIMCTOB UHLyCTPHUH;

CamocrosTenbHas BHeayAUTOpHas pabora CTyIeHTOB cocrtaBiser 50% ot obmero
o0bemMa TUCUUTUTMHBI U COCTOUT U3:
® IOJIrOTOBKH K BBITIOJHEHHIO U MOATOTOBKH K 3aIIUTe J1a00paTOpHBIX padoT;
® UYTEHHUs JIUTEPATypbl U OCBOCHHUS JONOJHUTEIBHOTO MaTepuaja B paMKax TEeMaTHKU
JUCLUIINHBL,
® TIOJrOTOBKHU K TEKYIIEH aTTECTALIUN;
® TIOJrOTOBKHU K IPOMEXYTOUYHOH aTTeCTaI1H.

6. OneHo4YHbBIE CPEACTBA /I TEKYLIero KOHTPOJIS YCIIeBAEMOCTH, IPOMEKYTOYHOI
aTTeCTallMy 110 UTOTaM OCBOEHUS JMCUMILIMHBI U Y4eOHO-MeToAuYecKoe obecrevyeHne
CaMOCTOSITeILHON PadoThl CTY/ICHTOB.

B nponiecce 00y4eHust HCIONB3YIOTCS CIIEAYIONINE OLIEHOYHbIE (POPMBI CAMOCTOSITEIbHON
paboThl  CTYJIEHTOB, OIICHOYHBIE CpEACTBA TEKYLIEro KOHTPOJS  YCIIEBAEMOCTH M
IIPOMEXYTOUHBIX aTTECTALIUN!

® DK3aMEH.

OO0pa3s1pl BONIPOCOB K 9K3aMEHY MPHUBEICHBI B IPUIIOKEHUH.

6.1. @oHI OLIEHOYHBIX CPEACTB J1JIsl MPOBEIEHUS MPOMEKYTOUHOM aTTeCcTAlMU
00y4YaKIIMXCHA M0 TUCHHUILINHE (MOLYJIIO).

6.1.1. [lepeueHp KOMIETEHINH C yKa3aHUEM 3TaroB MX (POPMUPOBAHUS B MPOIECCE OCBOCHHUS
00pa30BaTeNIbHOI MPOrpamMMBbl.
B pe3ynbrate 0CBOCHHMS TUCIUTUINHBI (MOIYIIsT) GOPMHUPYIOTCS CICAYIONINE KOMICTCHIINH:



Kon B pe3yabTare ocBOeHHsI 00Pa30BATEILHON MPOrPaMMBbI 00YYAKOIIUCS T0KEH
KOMIIeTEeH MU odaaaaThb
OITK-5.3 Crioco6eH ocymecTBIATh KOHTPOJIb obecieueHus HH(HOPMAIIMOHHON 6e301MacHOCTH U
' MPOBOUTH BEPUBHUKALIUIO JAHHBIX B OTKPHITHIX HHPOPMAIMOHHBIX CHCTEMaX

B mpouecce ocBoeHuss oOpa3zoBaTeiabHON HpOrpaMMbl JaHHbIE KOMIETEHIUH, B TOM
YUCJIC€ UX OTACIBbHBIC KOMIIOHCHTHI, (i)OpMI/Ip}IIOTCSI IIODTAIIHO B XO0€ OCBOCHUA O6yanOHII/IMI/IC$I
JUCLUUIUIMH (MOJyJel), MpakTUK B COOTBETCTBUM C YYE€OHBIM IUIAHOM U KaJeHJApHBIM
rpadukom yueGHOro npoiecca.

6.1.2. Onucanue nokasarese ¥ KpUTepUeB OLICHUBAHUS KOMIIETeHU M, GOpMHUpPYyeMBbIX 110
HTOr'aM OCBOCHHS JMCHMILIMHBI (MOAYJIfA), ONIUCAHME IIKAJI OLCHUBAHUSA

IlokazaTenem OLICHUBAaHWA KOMHCTCHI_II/Iﬁ Ha Pa3JIMYHbIX 3TallaX HX (bOpMHpOBaHI/IH
ABIACTCA NOCTHIXKCHHUC 06y‘-IaI-OHII/IMI/IC$I IIAaHUPYEMBIX PE3YJIbTATOB 06yqu1/151 IO JUCHUIIIINHE

(Momymio):

OIIK-5.3

BepUPUKALNIO JAHHBIX B OTKPBITHIX HH(POPMALMOHHBIX CHCTEMaX

Cnoco0eH ocylmecTBISTh KOHTPOJIL o0ecnedeHus MH(pOpMANMOHHON 0e30IACHOCTH M NPOBOAMTHL

Kpurtepnu ouennpanus

IHoka3zarennb
2 3 4 5
3HATH: OO0yuaronuiics OO0yuatomuiics OO6yuaromnuiics OO0yuatromuiics
. MPUHIMIBL U | J€MOHCTPHPYET JEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
CpeacTBa MOJIHOE  OTCYTCTBHE | HEMOJHOE COOTBETCTBUE | YACTUYHOE MIOJTHOE COOTBETCTBUE
IPOrpaMMHOTO WIH HEJOCTaTOYHOE | CIEAYOLINX 3HAHMI: COOTBETCTBUE CIEYIOLINX 3HAHH:
obecrieueHus COOTBETCTBUE . TIPUHIHIIBL 1 CIIEAYIONIINX 3HAHUMA: | * MIPUHINTBL A
3aIIMIIEHHBIX CIIEAYIONINX 3HAaHUW: | CPEICTBA MPOTPaMMHOTO | © NPUHIMIBL ¥ | CPEICTBA
aBTOMAaTHU3UPOBAHHBIX obecrieueHus cpencTaa MPOTrPaMMHOTO
CHCTEM .o TIPUHLAIGI ¥ | 3aMIUIIECHHBIX MPOrPaMMHOTO obecrieueHns
. TIPUHIINIIBI cpencTea ABTOMAaTHU3MPOBaHHBIX obecrnieueHus 3aMIUIIEHHBIX
IOCTPOCHUA, IIporpaMMHOI0 CHUCTEM 3alIUIIICHHBIX ABTOMATU3UPOBAHHBIX
q)yHKIlI/IOHI/IpOBaHHH oOecnieyeHust * TIPUHIMAIIBI ABTOMATU3UPOBAHHBIX CHUCTEM
OIepantoHHbIX 3aIUIIEHHBIX MOCTPOEHMS, cucTeM . TPUHIATIBI
CHUCTEM, aBTOMAaTHU3UPOBAHHBIX | (PYHKIHOHUPOBAHHMS . TPUHIHITBI MOCTPOCHHUS,
(hyHKIMOHUPOBAHHUS cucTeM OTIEPAIIMOHHBIX CHCTEM, MOCTPOEHHH, (YHKIMOHUPOBaHUS
JIOKAJIBHBIX - TIPUHITAITBI (YHKIMOHHPOBAHUS (YHKIMOHUPOBAHUS OTIEPAIIIOHHBIX
rI00aNBHBIX  CEeTeH, | MOCTPOEHHS, JIOKaJIbHBIX U OTIeparMOHHBIX CHCTEM,
CVYB/, web- | QyHKIHOHMpOBaHHS rII00AIBHBIX CEeTeH, CHUCTEM, (YHKIIMOHMPOBaHNUS
MIPHIOKEHU; onepanroHHbIX CYBJ, web- (YHKITHOHHPOBAHUS JIOKaJIbHBIX U
CHCTEM, TIPUJIOKEHUI; JIOKaJIBHBIX ¥ | T100aIBHBIX CETEH,
(YHKITMOHHPOBAHHUS JHormyckarorest rnobaneHbix  ceredt, | CYBJI, web-
JIOKAJIbHBIX U | 3HAYUTEIbHBIE OIIMOKH, CVYB/], web- | mpuoxeHuii;
IT00aNBbHBIX  CEeTeH, | MPOSBISIETCS HIPUIIOKEHUH;
CVYB/], web- | HeI0CTaTOYHOCTh , HO JOITycKamTcA | , CcBOOOIHO
HIPUIIOKECHUN; 3HAHU, 110 pALY HE3HAYMUTEIbHEIE OIepupyer
noKasartesnen, omnoKy, NpUOOPETEHHBIMU
oOyuJaromumics HETOYHOCTH, 3HAHUSAMU.
HCTIBITHIBAET 3aTpyTHEHUS pu
3HA4YNTEIIbHbIE AHAJTMTUYECKUX
3aTpyIHEHUs MpU oTepanysx.




OIEepUPOBAHUH
3HAHUSAMH [IPU UX
NepeHoce Ha HOBBIE
CHUTYaIH.

yMeThb: OO0yuaromuiics He OO6yuatomtuiics OO0yuaronuiics OO6yuatommuiics
. BBISBIITH YMEET WIH B JEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPUPYET
YSI3BUMOCTH  3aIUTHI | HEJOCTATOYHON HETIOJIHOE COOTBETCTBHE | YaCTHYHOE MIOJTHOE COOTBETCTBHE
MIPOrPaMMHBIX CTETIeHU yMeeT CIIETYIOUTNX YMEHHMN: COOTBETCTBUE CIIETYIOLINX YMEHHH *
CPEJCTB 3alUIIEHHBIX | BBISIBIIATh . BBISIBIIATH CIEIYIOUINX YMEHHIH: BBISIBIISITh
ABTOMATH3UPOBAHHBIX | YS3BUMOCTH 3aLIUTHl | YSA3BUMOCTH 3aIUTHI . BBISIBIIATh YSI3BUMOCTH 3aIUTHI
CUCTEM M HAXOJUTh | MPOTPaMMHBIX MIPOrpaMMHBIX CPEACTB YSA3BUMOCTH 3allUTHl | IPOrPaMMHBIX
MyTU UX YCTPAHEHHUS; | CPEICTB 3alUIEHHBIX MIPOrpaMMHBIX CPEICTB 3alIUIEHHBIX
. 3aIUIIEHHBIX ABTOMAaTU3HPOBAHHBIX CpEaCTB ABTOMAaTH3UPOBAHHBIX
MIPOEKTUPOBA | ABTOMATHU3UPOBAHHBI | CHCTEM M HAXOAWTH ITyTH | 3aIIHIIEHHBIX CHCTEM M HaXOJUTh
Th W PEaATM30BBIBATh | X CHCTEM M HAaXOJWTh | WX yCTPaHEHUS, AaBTOMAaTHU3UPOBAHHBI | IIyTH MX YCTpPAaHCHNS;
3aIIuTy MyTH UX YCTPaHEHUS; | ° MIPOEKTUPOBATH | X CUCTEM M HaXOIUTH | *
MIPOTrPaMMHBIX . 1 pean30BbIBATH IIyTH UX YCTPaHEHMUS; IIPOEKTHUPOBA
CpencTB MIPOEKTUPOB | 3aIIUTY MPOTPAMMHBIX . Th U PEAIN30BBIBATH
aBTOMAaTU3UPOBAHHBIX | aTh M PEAIN30BBIBATh | CPEICTB MPOEKTUPOB | 3AILUTY
CHUCTEM, UCXOIi U3 | 3aIIUTy ABTOMATH3MPOBAHHBIX aTh U PEaJM30BBIBATh | MPOrPAMMHBIX
MIOCTABJICHHBIX IeJel | MpOrpaMMHBIX CHUCTEM, UCXOAA U3 3aIUTy CpPEeICTB
3aIUTHI; CpEeICTB MOCTaBJICHHBIX Lienei MIPOrpaMMHBIX ABTOMAaTH3HUPOBAHHBIX
ABTOMATU3UPOBAHHBl | 3aIUTHI; CpEaCTB CHUCTEM, HCXOAS U3
X cuUCTeM, ucxoas u3 | . [lomyckarores ABTOMATU3UPOBAHHBI | MOCTABJIECHHBIX Lienel
TIOCTABJICHHBIX 1€l | 3HaYMTENbHBIC OIMOKH, | X CHCTEM, ICXOAS M3 | 3allUTBHI;
3aIINTHI; MIPOSIBISIETCS MOCTaBIEeHHBIX 1enel | . CBoOogHO
HEJO0CTATOYHOCTh 3aIUTHI; ornepupyer
YMEHUI. . YMeHus OCBOEHHI, pHOOPETEHHBIMHU
HO JIOITyCKAaIOTCS YMEHUSIMH,
HE3HAYUTEIIBHBIE MPUMEHSET UX B
OIINOKH, CUTYaLUsAX
HETOYHOCTH. MOBBIIIEHHOMN
CII0’KHOCTH.
BJIAJCTh: OO6yuatomuiicst He OOyuaronuiicst Bnageer | OOywaromuiics OOyuaromuiics B
HaBBIKAMHU BJIAJCET U B . HaBBIKAMHA JaCTUYHO BIaJEET * MOJTHOM 00BeMe
aHaTH3a HEI0CTaTOYHOM aHaIM3a 3aIUIICHHOCTH HaBbIKAMU BIIaziceT
CTETICHHU BIIA/ICET aBTOMATHU3MPOBAHHBIX aHaIM3a HaBBIKAMHA
3alUIIEHHOCTHU
. HaBBIKAMU CUCTEM 3aLTUICHHOCTH aHanm3a
ABTOMATU3HUPOBAH | ayamm3a , HO JIOITyCKAaIOTCS aBTOMAaTH3UPOBAHHbL! | 3ALIUIIEHHOCTU
HBIX CUCTEM 3alIUIIIEHHOCTHU 3HAYUTEIbHBIC 0um61<1/1, X CUCTEM ABTOMATHU3MPOBAHHBIX
ABTOMATU3UPOBAHHBI | MPOSBISIETCS , HABBIKH OCBOEHBI, CUCTEM
X CUCTEM HEI0CTaTOYHOCTb HO JIOMYCKAIOTCS , CBOOOIHO
BJIaJICHUS HE3HA4YUTEJIbHBIE MpPUMEHSET
omnoKy, MIOJTy4EHHBIE HaBBIKH
HETOYHOCTH, B CUTYaIHIX
3aTpyTHECHUS. MOBBILIIEHHOH
CJIO’KHOCTH.

IIIxane! olleHUBAHMS PE3yJIbTaTOB HpOMC)I(YTOQHOﬁ aTTCCTAallMH U UX OIIMCAaHHC!




(Dopma npomeafcymounoﬁ ammecmauuu: IK3aMEH.

[IpomexxyTounast arrectanus oOydarommxcss B (opMe -5K3aMeHa TIPOBOAUTCS TI0
pe3ylibTaTaM BBINOJHEHUS BCEX BUAOB y4eOHON pabOThl, MPEIyCMOTPEHHBIX y4eOHBIM IJIAHOM
[0 JAHHOM JUCLUIUIMHE (MOAYJIO), MPU 3TOM YUUTBHIBAIOTCS PE3YJIbTAaThl TEKYIIErOo KOHTPOJIS
yCIeBaeMOCTH B TeueHue cemecTpa. OIlEHKa CTeNeHU JOCTHKEHHS O00ydaroluMuUcs
IUTAHUPYEMBIX Pe3yJIbTATOB O0YUYECHHUS M0 TUCIMILIHMHE (MOJYJII0) IPOBOANUTCS MpENojaBaTeseM,
BEIYIIUM 3aHATUS MO AUCHUUIUIMHE (MOAYJII0) METOAOM »JKcrepTHOM oneHku. [lo uroram
IIPOMEXYTOUYHOM aTTecTalluy 10 AMCLUUILIMHE (MOIYJIIO) BBICTABISAETCS OLEHKA «OTIMYHOM,
«XOPOLIOY, «YIOBIETBOPUTEIBHO» UIIN «HEYIOBIETBOPUTEIBLHO.

Ml kajna oneHNBaHUA Onucanue

OTnuaaOo 3HAaHUAMH, YMCHHSAMHU, HABBIKAMHU, MPHUMCHACT HUX B CUTyalUAX MTOBBIIICHHOK

BeirmonHeHs! Bce BUIBI yUeOHOH pabOTHI, MPEIyCMOTPEHHBIE YYEOHBIM IIJIAHOM.
CTyneHT  JE€MOHCTPHUpPYET  COOTBETCTBHE  3HAHUH, yMEHMH, HaBBIKOB
NPUBEIEHHBIM B Ta0nWIax I[OKaszaTeleH, OIephupyeT NPHOOPETCHHBIMHU

cioxkHoctd. Ilpm 3TOM MOryT OBITH MAOMYNICHB HE3HAYNUTEIbHBIE OIINOKH,
HETOYHOCTH, 3aTPYAHCHUS NPU aHAINTHYECKUX ONEPAIX, IEPeHOCEe 3HAHUN U
YMEHHUH Ha HOBBIE, HECTAHJAPTHBIE CUTYaILHH.

BeimonHeHs! Bce BUABI y4eOHON paboThI, MPELyCMOTPEHHBIE yUEOHBIM IIIIAHOM.
CTyIeHT AeMOHCTPUPYET HETIOIHOE, IIPAaBIIIBHOE COOTBETCTBHE 3HAHUH, YMEHUH,
HABBIKOB TPHUBEIACHHBIM B TAONHMIIaX IOKazaTesled, TUO0 eci MpH 3TOM OBLIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OITUOKH.

Xopo1o

VY 10BIETBOPUTETHHO

BrimonneHs! Bce BHUbI yqe6H0ﬁ pa6OTI>I, npeayCMOTPECHHBIC y‘le6HBIM IIJIaHOM.
CTy)IeHT JACMOHCTPUPYECT COOTBECTCTBUC 3HaHHﬁ, B KOTOPOM OCBCIII€HAa OCHOBHas,
HanboJiee BaskHAas 4acTh MaTtepurajia, HO Py 3TOM AOMYIICHA O/JHA 3HAYUTCIbHAA
OIIHMOKA UK HETOYHOCTD.

HeynosnerBoputenbHo

He BbImomuen oawH wiau Oojee BHAOB y4eOHOH pabOTHI, MPEILyCMOTPEHHBIX
yueOHbIM M1aHOM. CTYZEHT AEMOHCTPHPYET HEIMOJIHOE COOTBETCTBHE 3HAHUM,
YMCHUH, HaBBIKOB TPHBEACHHBIM B Ta0MUIax MOKa3aTeleH, JOIMyCKalTCs
3HAYUTEIbHBIC OMINOKH, MPOSIBIISICTCS OTCYTCTBHE 3HAHWI, YMEHNH, HABBIKOB IO
psAay ToKas3aTened, CTYACHT HCHBITHIBACT 3HAYUTEIbHBIC 3aTPyIHEHUS IIPH
OTIEPHPOBAHNY 3HAHUSAMH M YMEHUSIMH IIPU UX IIepEeHOCEe HAa HOBBIE CUTYaIlHH.

DoHAbI OLIEHOYHBIX CPEACTBIPECTABJIEHbI B IPUJIOKEHNH K padoueii mporpamme.

7. YueOHO-MeTOoAuYeCcKOe U MH(OPMAIIHOHHOE o0ecneyeHue TUCIUTIIUHBI.

1. OcHoBHas JuTepaTypa:

MacnennukoBa, JI.JI. Ouenka ypoBHS 3allMIIEHHOCTH BEO-PECYpCOB : BBITYyCKHAs
kBanudukanuonHas pabora / JI.JI.  MacnennukoBa ;  CBIKTBIBKapCKHIA
rocyaapcTBeHHbIN yHUBepcuteT uMenu [lutupuma Copoxuna, Konsemnx s5KOHOMUKH,
npaBa ¥ nHpopmatuku. — CeIKTBIBKaAp : , 2018. — 46 c. : ni., Tadin., cxeM. — Pexum
JIOCTYTIA: 1o MIOITHCKE. - URL:
http://biblioclub.ru/index.php?page=book&id=490853 (mata oOparteHus:
19.08.2019). — TeKcT : 3IEeKTPOHHBIHA.

Tummna, H.A. Ilpuxmagaeie  3agaum O6e30macHOCTH  WMH(OpPMaAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX cUCTeM : yuyeObHoe mocobue / H.A. Tummna, E.
YepuomnpynoBa ; MuHuctepctBo oOpa3zoBanusi M Hayku Poccuiickoit Denepanuw,
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@denepanabHOE TOCYAAPCTBEHHOE  OIO/DKETHOE  00pa30BaTENIbHOE — YUPEKICHHE
BhICIIETO 0OpazoBaHus «OpeHOYyprckuili TocyaapCcTBEeHHBIM YHUBEpcUTeT», Kadeapa
MPOrPaMMHOTO OOECIICUeHUSI BBIYMCIUTEIHPHON TEXHUKA M aBTOMATH3UPOBAHHBIX
cucreM. — OpenOypr : OI'Y, 2017. — 122 c. : wi1. — PexuM ocTyna: 1o MmonucKe. —
URL: http://biblioclub.ru/index.php?page=book&id=485761 (mara oOpamieHus:
19.08.2019). — bubmmorp.: c¢. 116-119. — ISBN 978-5-7410-1892-7. — Tekcr

AIEKTPOHHBIN.

2. JlomostHMTeJILHASI JJUTEpPATYypa:

e Tomukor, A.M. 3amuTa nHGOpMAITUU B UHHOKOMMYHHUKAIIMOHHBIX CHCTEMaX M CEeTSIX
yuebHoe mnocobue / A.M. TonmkoB ; MHHHCTEpCTBO 00pa3oBaHHsS M HAyKH
Poccuiickoit ®enepaumu, Tomckuit ['ocymapctBeHHbld YHuBepcuter Cucrem
VYupasnenus u Paguoanexrponuku (TYCVYP). — Tomck : Tomckuil rocy1apcTBEHHbIN
YHHUBEPCUTET CHUCTEM YMPABJICHUA U PaguodieKTpoHuku, 2015. — 284 c. : cxem.,
TaoIL., WJL - Pexum JIOCTyIa: o MOJIITHUCKE. - URL:
http://biblioclub.ru/index.php?page=book&id=480637 (mara oOpareHus:
19.08.2019). — bubauorp. B kH. — TeKCT : 2JICKTPOHHBIH.

e Cepuiok, B.A. Opranuzanus U TEXHOJOTHH 3aIIUTHl HHPOpPMALUU: OOHAPYKEHUE H
MpeloTBpallieHue WHGOPMALMOHHBIX aTaKk B aBTOMAaTHU3MPOBAHHBIX CHCTEMax
npennpusTii ;. ydeOHoe mocobme / B.A. Cepmok ; HammonanbHBII
UCCIIeIOBATEeNIbCKUI yHUBEpCUTET — Bpicmias mikoia 3KOHOMUKUA. — MockBa
Wznmarensckuii oM Bricmieit mkomnsl sxkoHomuku, 2015, — 574 ¢. : un. — Pexum
JOCTYTIA: 1o IIOIITHCKE. - URL:
http://biblioclub.ru/index.php?page=book&id=440285 (mara oOparteHus:
19.08.2019). — buGmmorp. B kH. — ISBN 978-5-7598-0698-1. — TeKCT : 3JIeKTPOHHBII.

8. MaTepI/IaJIBHO'TeXHI/I‘{eCKOC o0ecneuyeHue AUCHHUITINHBI

Jns mpoBeneHHsT BCEX BHJIOB 3aHATUN HEOOXOAMMO TMPE3CHTAIMOHHOE O000pYI0BaHUE
(MyJIbTUMEIUWHBINA TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jns  mpoBeneHus 1a0OpaTOPHBIX 3aHATUN HEOOXOIUMO HATMUYKME KOMIBIOTEPHBIX KJIACCOB
000pyI0BaHHBIX COBPEMEHHON BBIYMCIUTEIBHON TEXHUKOM U3 pacdyeTa 0JHO pabouee MEeCTO Ha
OJIHOTO 00y4aeMoro.

OGopynoBaHue U anmapaTtypa:

1. Oducueie npunoxenus, MicrosoftOffice.
2. OmneparonHas cuctema Windows.

9. MeroanuyecKue peKOMeHIAIUM IJIsi CAMOCTOSITEJIbHOI PaGoThI CTY1€eHTOB

N3yueHne MAMCUMIUIMHBI OCYIIECTBISIETCSS B CTPOTOM COOTBETCTBUHM C LEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M Y4eOHBIM IiaHOM. OCHOBOW TEOPETHYECKOW MOJITOTOBKH
CTYJIEHTOB SBJISIFOTCS JIEKLIUH.

B mporecce camoctosTensHOM pabOThl CTYIEHTHI 3aKpEIUIIOT W YriayOJstoT 3HaHUS,
MOJIyYEHHBIE BO BPEMS ayJIUTOPHBIX 3aHSATUN, TOTOBATCSA K SK3aMEHY, a TAaKKE€ CaMOCTOSITEIIbHO
W3Yy4aloT OT/CJIbHBIC TEMbI Y4EeOHOM MPOTPaMMBI.



10. MeToauyeckue peKoMeHIAIUHU A5 PenoaaBaTess
IIporpaMmma coctaBieHa B COOTBETCTBUM ¢ DenepanbHbIM  TIOCYAApCTBEHHBIM
0o0pa3oBaTeNbHBIM CTaHJAPTOM BBICHIETO OOpa3oBaHMsI 1O HAMpPaBICHUIO MOJATOTOBKU

OakamaBpoB 10.05.03 «AHpopmanuonHas 6€30NaCHOCTh ABTOMATH3HPOBAHHBIX CHCTEM.

IIporpammy cocrasui: npo¢. @exopos H.B.

IIporpamma yTBep:kaeHa Ha 3aceqanuu kapeaps! “Undopmannonnas
0esonacHocTh” «28» mas 2020 r., npotokon Ne 1

3aBeayrommii kadeapoit
«MudpopmarorHas 6€30MacHOCTb

K.T.H., TOLUEHT H.B. ®enopos



[Ipunoxenue.

CTpyKTypa U cojep:kaHue AUCHHIUINHBI « AHCTpYyMeHTAIbHbIE CPEICTBA AHAJIN3A 3aAIIUIIEHHOCTH M YIIPABJIEHHUS YSI3BUMOCTAMI
10 HATIPABJIEHUIO TMOATOTOBKH
10.05.03 «MupopmanmoHHasi 6€30MACHOCTL ABTOMATH3HPOBAHHBIX CHCTEM

(cmenmasmcT)
Buasbl yueOHoit padorsl, Dopm
- = g BKJIIOYasi CAMOCTOATEIbHYIO Buabl camocTosTe/IbHOM padoThl bl
Paznen § S g padoTy CTYIeHTOB, CTY1eHTOB aTTrecT
an 8 ﬁ § U TPYAOEMKOCTh B Yacax anuu
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
6 cemecTp

VSI3BUMOCTH  CETEBBIX  MPOTOKOJIOB,
XK BucoB. K ApUKAASL

1 |cay 0, cepBHCO naccudukag 1-3 3 12 9

CPeICTB  aHalW3a  3allUIICHHOCTH

CETEBBIX CEPBHCOB.

CeprudunupoBaHHbie cpeicTBa
o | @HANM3a  3ANMIICHHOCTH: XSpider, 4-6 3 12 9
MaxPatrol, PeBuzop Cetu, Cxanep-BC.
@DyHKIMY, METOAMKA UCIOIb30BAHUS

CpenctBa aHanuza  3allUIIEHHOCTH
CYBA. Anamus yszsumocteit CYB/I.
3 | Knaccudukanus  CHCTEM  aHauM3a 7-9 3 12 9
samumenaocty - CYBJI.  Cucrema
Database Scanner. Cpeactso SQLMap

4 Anammz u KJIacCU(pUKAIUS 10-12 | 3 9
YSI3BUMOCTEHN web-TIpHIIoKeHH.




bubnunoreka mokymentoB Open Web
Application Security Project (OWASP),
npoekt Web  Application  Security
Consortium (WASC).

KomruiekcHast oneHka 3aIMIeHHOCTH
web-npunoxenus. [lpuHumn «yepHOro

13-15 | 3 12 9
Ampykay [IpuHIUI «ceporo  SImKay.
[TpuHIMI «OETIOT0 ALMUKAY.
HNHcTpymeHTanbHbIE CPEACTBA aHAIN3A 16-18 | 3 12 9
3aIUIIEHHOCTH Web-TIPUIOKECHHSL.
Dopma ammecmayuu 19-21
Bcero yacoB o aucouruinge 18 79 54
BO ISITOM CEeMeCTpe
Bcero yacoB no aucuuniInHe 18 72 54
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[Ipunoxxenue
paboueii mporpamme
MMHUCTEPCTBO HAYKU U BRICIIEI'O OBPA30OBAHUS
POCCUMCKOU ®EJIEPALIUN
®EJIEPAJIBHOE I'OCYJIAPCTBEHHOE BIOJI)KETHOE OBPA30BATEJIbHOE
YYPEXX/IEHME BBICILIET'O OFPA3OBAHU S
«MOCKOBCKHUM MOJIUTEXHUYECKA YHUBEPCUTET>»

(MOCKOBCKHWH ITOJIUTEX)

Hamnpasnenue noarorosku: 10.05.03 «Mapopmanonnas 6€30MacHOCT, aBTOMATU3UPOBAHHBIX
cuctem» OII (mpoduip): «O6ecnieuenre HHGOPMAITMOHHOIN 0€30MACHOCTH pacIpeIeICHHBIX
MH(OPMALIMOHHBIX CUCTEM)
®opma 00yueHHs: ouHas

BI/II[ HpO(i)CCCI/IOHaﬂBHOfI ACATCIBHOCTH: OKCILUTyaTalMOHHAsA; IPOCKTHO-TEXHOJOTUYCCKAA;
SKCIICPUMCHTAJIbHO-HUCCIICAOBATCIIbCKAA; OPTraHU3alITMOHHO-YIIPABJIICHYCCKAA

Kadenpa: «MupopmanmronHas 6€30MacHOCTE)»
®OH/I OHEHOYHBIX CPEJICTB
Mo IMCHUIIJINHE

«I/IHCprMeHTaJ'IbeIe cpeacrea anajiu3ia 3alMIEHHOCTH U yYHnpaBJICHUSA YA3BUMOCTAMMN))

Cocras: 1. [TacnopT ¢oHIa OLIEHOYHBIX CPEICTB

2. Onucanue OIEHOYHBIX CPEJICTB:

Cocrasuresn: npod. Penopos H.B.

Mocksa, 2020 rox
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Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

I/IHCTp)’MeHTaJIbHLIe Cpeacrea aHajiu3a 3alMIIEHHOCTH 1 YiupaBJicHUA YA3BUMOCTAMU

®I'OC BO 10.05.03 «<MupopmanuoHHasi 6€30MaCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM»

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE
o0menpodeccuoHAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH

HNH-
JEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHos0or
usi
¢popmupos
aHus
KOMIIeTeH

Dopm
a
OLIEHO
q-
HOI'0

Crenenu ypoBHeil 0CBOEHUSI KOMIIETEHIH
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OIIK-5.3

Cnocoben
OCYILECTBIIATH
KOHTPOJITb
obecrieueHust
nH(pOpMaIMOHHOH
Oe3omacHOCTH U
TPOBOJIHUTh
BepupHUKALUIO
JAHHBIX B OTKPBITHIX
WH(POPMAITMOHHBIX
cucTeMax

3HATD:
MIPUHIIMIIBL M CPEJICTBA IPOrPAMMHOTO 00eCTIeYeHHs
3alIUIIEHHBIX aBTOMATU3UPOBAHHBIX CHCTEM
®  MPHHIMIIBI TOCTPOECHUS, PYHKIIHOHUPOBAHHMS
OIEPA[MOHHBIX CUCTEM, (PYHKIIMOHUPOBAHHSI
JIOKaNBHBIX M TI00ansHbIX cereir, CYB/], web-
MIPUIIOKEHUH;
yMeTh:
®  BBIIBIIAITH YSI3BUMOCTH 3aI[UThHI POTPAMMHBIX
CPE/ICTB 3alUIICHHBIX ABTOMATH3UPOBAHHBIX CHCTEM
U HaXOJUTh IMyTH UX YCTPAHCHUS;
®  MPOEKTHPOBAThH M PEATU3OBBIBATH 3AIIUTY
MPOTPaMMHBIX CPEACTB aBTOMATU3UPOBAHHBIX
CHCTEM, HCXOJIS M3 TIOCTABICHHBIX II€JICH 3aIHTHI;
BJIAJIETh:
e  HaBBLIKAMH aHAJIM3a 3aIIUIIEHHOCTU
ABTOMATHU3UPOBAHHBIX CHCTEM

CaMOCTOSITENIbH
as pabora,
nabopaTopHbIe
3aHATHUS

OK3aMCH

Ba3oBblii ypoBeHb:
3HAThb:

TIPHUHITUIIBL M CPEJICTBA IPOTPAMMHOTO 00SCIICUCHUS
3alUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM
YMeTh!

BBISBJIATH YS3BHMOCTH 3aIUTHI IPOTPAMMHBIX
CPEJICTB 3alIUIIEHHBIX aBTOMATH3HPOBAHHBIX
CUCTEM U HAXOJUTh IyTH UX yCTPAHCHUS,

BJIAJIETh:

L4 HaBbIKaMH aHaJIn3a

IToBbINIEHHBI YPOBEHD:

YMECT MPOCKTUPOBATH U PCAJIM30BbIBATH 3AIIUTY
MMPpOTrpaMMHBIX CPEACTB aBTOMATU3UPOBAHHBIX
CHCTEM, UCXOOs U3 IMTOCTAaBJICHHBIX ueneﬁ 3alInThI;
L4 BJIaACCT HABBIKaAMHM aHAJIM3a 3alllUIIICHHOCTH
ABTOMATU3UPOBAHHBIX CUCTCM
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[Ipunoxenue 2
K paboueii mporpamme

OneHoYHBIE CPeICTBA /ISl IPOMEKYTOUYHOM aTTecCTALMHI
Cnucok BONPOCOB [JIsl IK3aMEHA 110 AMCHHUIINHE

Knaccudukanus cpecTB aHaIM3a 3alIMIIICHHOCTH CETEBBIX CEPBUCOB

VY S3BUMOCTH CETEBBIX MPOTOKOJIOB, CIIYkK0, CEpBHUCOB.

Krnaccudukanus cpeicTB aHaIM3a 3aIIUIICHHOCTH CETEBBIX CEPBUCOB.
CepTudunupoBaHHbie CpECTBA aHATN3a 3amuineHHocTH: XSpider, MaxPatrol.
d)yHKuHH METOJIMKA UCIIOJIB30BaHUS.

5. CeprudurmpoBanHbie cpeacTBa aHanm3a 3amuiieHHocTH: Pesuzop Cern, CxkanepBC.
DYHKIIUN, METOIMKA UCTIOJIb30BAHUS.

6. Kiaccudukanus cucrem ananmza 3anuiieHHoctn CYB/]. Cucrema Database
7. Scanner. CpeactBo SQLMap. OyHKIINH, METOANKA UCIIOJIH30BAHUS.

8. Kuaccuduxkamnus cpecTB aHANIM3a 3aMUIIIECHHOCTH Web-TIpUIIOKEHUH.

9. AHanmu3 u K1accuduKamys ysI3BUMOCTEeH wWeb-TIpHIoKeHUH.

10. bubamnoreka moxkymenroB Open Web Application Security Project (OWASP), mpoekt
Web Application Security Consortium (WASC).

11. KomruiekcHasi olieHKa 3aluIIeHHOCTH Web-npuioxenus. [IpuHun «aepHoro
sukay. [IpuHImn «ceporo smuka». [IpuHIum «0enoro AmKay.
12. UucTpyMEHTANbHBIE CPEICTBA aHAIH3a 3AIIUIEHHOCTH Web-TIPHI0KEHNS.

Aww»—
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