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1. Iean ocBOeHMsI TUCUMUIJIMHBI.

K 0CHOBHBIM meJsIM OCBOCHHUsS AUCHUILTUHBI «[IpoTHBOAEHCTBHE KHOEPIIPECTYITHOCTIY
CJIeZlyeT OTHECTH:
® O3HAaKOMHUTb C  OCHOBHBIMM  HOHATUSMM U METOAAMU  MPOTHUBOJAEHCTBHS
KHOEpIpeCTYHOCTH;
e 00ecreynTh TEOPETUUECKYIO M MPAKTHYECKYIO MOJATOTOBKY CHEIHATUCTOB K JIESTEIbHO-
CTH, CBSI3aHHOM C NPOTHBOACWCTBUEM KHOEPIPECTYINHOCTH Ha  JIOKAIBHOM,
HAI[MOHAJILHOM U MEXIyHapOJAHOM YPOBHSIX.

K OCHOBHBIM 3agayam OCBOCHUA JHACUUATUTUHBI «ITpotuBonericrBue
KHOEPIPECTYIHOCTH CJIEyEeT OTHECTH:

e Hay4yuTh paboTarh C IOPUAUYCCKOH, HSKOHOMHUYECKOW U WHOW uHMOpMaIuen,
OTHOCSIIENCS K TPOTUBOACHCTBHIO KHOEPIIPECTYTHOCTH;

® T[PUBUTH HABBIKA HCIIOJB30BAHMS CTPATETUN, TEXHUK M METOJOB MPOTHUBOJACUCTBUS
KHOEPIPECTYIMHOCTH B MPO(ecCHOHANBHON 1eATeIbHOCTH;

® BOCIHTaTh y 00y4aeMbIX BBICOKYIO KYyIbTypy MBILIUICHHUS, T.€. CTPOTOCTb, MOCIEIOBA-
TEJIbHOCTh, HEMMPOTUBOPEUYMNBOCTh U OCHOBATEIBHOCTD B CY>KICHUSAX, B TOM YHUCJIE U B IO-
BCEIHEBHOM >KH3HU;

® HAy4YuTh MOHUMATh COLMAIBHYIO 3HAUMMOCTh CBOEH Oyaymiei mpodeccun, obianath
BBICOKOM MOTHBAIME€ K BBIINOJHEHUIO NMPO(PECCHOHANBHON AESITETbHOCTH B 00JACTH
obecrieueHnss WHGOPMAIMOHHON OE€30MacCHOCTH M 3allWTHl HMHTEPECOB JIMYHOCTH,
oOmiecTBa U rocyAapcTBa, CoO0JI01aTh HOPMBI TPO(HECCHOHATTBHOM ITUKU;

® [pPUBUTH HAaBBIKM pabOTbl B KOMaH/E/KOJJICKTUBE, TOJEPAHTHO BOCIpPUHUMAS
COIMAJIbHBIC, KYJIbTYPHbIC U UHBIC PA3INYUSL;

® Pa3BUTh CIIOCOOHOCTH K KOMMYHHKAIIMU B YCTHOM M MUCbMEHHOM (hopMax Ha PyCCKOM U
MHOCTPAHHOM S3bIKaX Il PEIIEHUs 3a]ad MEXJIMYHOCTHOIO M MEXKYJIbTYPHOI'O
B3aMMOJICHCTBYSI, B TOM 4uCIie B chepe mpodecCHoHATBHON IeITeTFHOCTH.

2. Mecto nucuuiminnabl B ctpykrype OOIL.

Jucunmuna  «[IpoTuBojelicTBue  KUOEPHPECTYHMHOCTH»  OTHOCUTCS K YHUCIY
npodeccHOHANBHBIX y4eOHBIX Oa3oBoi yactu mwkna (b.1) ocHOBHOW o00pa3oBaTenbHOMN
nporpammsl (B.1.48).

M3ydenne IUCHUIUIMHBI ONMUPAETCS HAa 3HAHHS, YMEHHUS M HaBBIKH, MPHUOOPETCHHBIE B
OpEeIeCTBYIOMMX AucHUIUIMHAX: «OCHOBBI KOMMYHUKaIMM», «OCHOBBI HMH(OpMaIMOHHON
OesomacHocTn»,  «Kpunrorpadpuyeckue  MeToAbl  3amUTHl  MHQOpMAIMM»,  «AyIHT
MHPOPMALIMOHHON Oe3omacHOCTH», «be3onmacHOCTh ceTeill 3MEeKTPOHHBIX BBIYUCIMTEIBHBIX
MamuHy, «be3omnacHocTs cucteM 0a3 JaHHBIX», «3alMTa KOHQUASHIHATFHOW WHPOpMAUU U
NEPCOHATIBHBIX JAHHBIX).

3. IlepeueHb IUIAHUPYEMBIX Pe3yJbTATOB 00YUYE€HHsI MO JUCIUILIMHE (MOIYJIIO),
COOTHECEHHbIE ¢ MVIAHUPYEMBIMHU pe3y/ibTaTaAMH OCBOCHHSI 00Pa30BaTe/ILHOI MPOrpaMMBbl.

B pesymbraTe OCBOCHHS AMCIUIUIMHBI (MOmyJisi) y oOydarommxcst (HOpMUPYIOTCS
CJIEYIOLIEe KOMIETEHIIUH U JIOJKHBI OBITh TOCTUTHYTHI CIIEAYIOLINE PE3YIbTaThl 00yUEeHUs KaK
sTarn (OPMHUPOBAHNUS COOTBETCTBYIONINX KOMITETEHITHHA:



B pe3yabTaTe 0CBOCHUS

Kon o0pa3oBaTeIbHOMH Ilepeyens MIAHUPYEMBIX Pe3yJILTATOB 00y4eHHUs MO
KOMIIeTeHIINH NMPOrpaMMbl 00yYaroIIHiicst AUCIUILINHE
J0JI2KeH 00J1a1aTh
Crioco6eH OIEeHUBATh POIb | 3HATh: OCHOBHBIC HOPMATHBHBIE IIPABOBBIE AKTHI B
uHpOpMaIInH, o0sactu HHGOPMAITMOHHOHN 0E30MacHOCTH,
UH(POPMAIMOHHBIX poQeCCHOHANBHYIO 3TUKY
TEXHOJIOTUH 1 YMETb: BBICTYIIATH C IPE3CHTAIUAMU 110 BOIIpOCaM
OINMK—1 MHPOPMAIIMOHHON podeCcCHOHANBEHOM JIESITeNEHOCTH
Oe3omacHOCTH B BJIa/IeTh: BEICOKOH MOTHBALIMEH K BHITIOIHEHUIO
COBPEMEHHOM o00mmiecTBe, | MPOQECCHOHAIBLHON ESTEIbHOCTH B 00IaCTH
X 3HAYCHHE JUIS obecrieueHnst HHOPMAIIOHHONW 0€301acHOCTH 1
obecrieueHNss OOBEKTHBHBIX | 3aIIUTHI HHTEPECOB JIMYHOCTH, OOIIECTBA M TOCYAApPCTBa,
MoTpeOHOCTEH JTIMIHOCTH, COOIFOIaTh HOPMBI IPO(PECCHOHATBHON ATHKH
001ecTBa 1 rocyapcraa
3HaTh:
- 3¢ (eKTUBHOCTD UCIIOIB30BAHUS CTPATETUH
COTPYIHHYECTBA JJIs1 JOCTHXEHUSI TOCTABICHHO LIeIH,
OTIpEIeIsIET CBOIO POJIb B KOMAH/IE;
- 0COOEHHOCTH MTOBEAEHUS BBIZICTICHHBIX TPYIIII JIIOJCH,
C KOTOPbIMHU pab0TaeT/B3auMOIEIICTBYET, yUUTHIBATH UX
CriocobeH oCyecTBIAT B CBOEI JIESTEIBHOCTH;
YK-3 COLMAIbHOE B3aMMOJEHCTBIE | YMeTh: MOJEIUPOBATh CHUTYallUH, IPOTHO3UPOBATH
U pean30BBIBATh CBOIO PONIb | PE3YJIBTAThl  (IIOCIENCTBHA) — JIMYHBIX  JCUCTBHH — H
B KOMAHIIE TUIAHUPOBATh MOCJIEI0BATEILHOCTD 1aroB JUIst
JOCTHIKEHUSI 33J]aHHOTO Pe3yJIbTaTa;
Baaners: HaBbIKaMu 3 GEKTUBHOTO B3aUMOAEHCTBUS C
JpYTUMH YWIEHaMH KOMaH/Ibl, B T.4. HABBIKAMH y4acTHs B
oOMeHe nHpopMalyeil, 3SHaHUSIMH U OIIBITOM, U
npueMamu 3QQEeKTUBHOI MPE3eHTAINN PE3YIbTaTOB
paboTHI KOMaH/IBI.
3HaTh: TOAXOABl K BBIOOPY HAa TOCYAAPCTBEHHOM U
WHOCTPaHHOM  (-bIX)  53bIKaX  KOMMYHHMKaTHBHO
MPUEMJIEMBIX CTUJICH /IENOBOTO OOIIEHHUs, BepOaTbHBIX
u  HeBepOAIBHBIX  CPEACTB  B3aUMOJCHCTBUS  C
apTHEpaMH;
Ymersn:
- HCTOJIB30BATh MH(OPMAIIIOHHO- KOMMYHHUKAIIMOHHBIC
TEXHOJIOTUH TIPH TOWCKE HEOOXOANMOW MHPOPMAIIUN B
MpOILIeCCE PEIICHMSI CTaHJAPTHBIX KOMMYHHUKAaTHBHBIX
3a1a4 Ha TOCYJAapCTBEHHOM W WHOCTPAaHHOM (- BIX)
CriocobeH ocymecTBIATH .
SI3bIKAX;
ACIOBYI0 KOMMYHHKALUIO B - BECTH JIENIOBYIO IEPENUCKY, YUUTHIBAs OCOOEHHOCTH
VK-4 YCTHOU U IUCEMEHHON CTHJIUCTHKHA O(QUIMATBHBIX M HEOPHUIIUATBHBIX IHCEM,
(opMax Ha TOCy/IapCTBEHHOM | COIMOKYJILTYPHBIE pasznuuuns B ¢dopmarte
s3pike Poccuiickoit KOPPECTIOHICHIINH Ha rOCYZapCTBEHHOM u
Denepatmi 1 WHOCTPAaHHOM (-bIX) SI3bIKaX;
- HCIOJB30BaTh  JUAIOTMYECKOE  OOIIeHHe  JUIs
WHOCTpaHHOM(BIX) SI3BIKE(axX) N
COTpYTHHYECTBA B aKa/IeMHYECKOH

KOMMYHHUKAITIH OOMICHUS:

* BHUMATEIbHO CIylias M TBITAsACh MOHITH CYTh
uaed JApyrux, Aaxe eclid OHHM IPOTHBOpEYAr
COOCTBEHHBIM BO33PEHUSM;

* yBaXkas BBICKa3blBaHMSI JPYrUX Kak B IUIaHE
COZIepIKaHus, TaK U B 1iiaHe Gpopmbl;

* KPUTUKYsS apryMEHTUPOBAHHO U KOHCTPYKTHBHO,
HE 3a7€Basl YyBCTB APYIUX;

¢ ajantupys pe€ib M A3bIK KECTOB K CHUTyallUusAM




B3aUMOJEHCTBUSI.
Baaners: HaBBIKaMH BBINOJHATH NepeBos
Mo ECCHOHATBHBIX TEKCTOB C WHOCTPAHHOTO (-BIX) Ha
rOCYIapCTBEHHBIH S3BIK U 0OPATHO.

4. CTpyKTYypa M co/iep:KaHue JMCIUIIIHHBI.

OOmass TPyIOEeMKOCTh JWCHUILIMHBI COCTaBIsIeT 4 3a4eTHBIX CAWHUIBI, T.e. 144
aKaJeMUYeCKHX 4acoB (Jiekuuu- 36 4acoB, 1abopaTopHble 3aHATUS — 36 yac, caMoCTOsITeNbHas
pabota - 72 yacoB, ¢popMa KOHTPOJIS — 3a4€T) B 8 ceMecTpe.

Crtpykrypa u conepxkanue aucuuminael «[IpoTtuBozeiicTBue KubeprnpecTymHOCTHY» MO
CpPOKaM U BUJaM pabOThI OTPaKEHBI B IPHIIOKESHUH.

Conep:xaHue pa3iei0B IMCUUILIUHBI

BBoanasi BujeoJiekuus

[Ipenmer, nenu u 3agauu Kypca «IIpotuBojeiicTBre KHOCTIPECTYTHOCTI.
— IIpenmer, nienu u 3agauu Kypcea.
— JlopokHasi KapTa U pe3yJbTaT Kypca.
— Konuenmus, stamsl, conepxanue yueOHONH padoThI.

Tema Ne 1. KuOepnpectynHocTs Kak 0c00asi KpHMHHAJIBHasI yIPo3a

Jlangmadgt yrpo3 kubGepOe3omacHOCTH (METOIBI U TEXHUKH aTaKYIOIIMX TMOCTOSHHO
COBEPLIEHCTBYIOTCS, 3JI0YMBIIUIEHHUKH HCIOJIb3YIOT HOBBIE MHCTPYMEHTBHI M BEKTOpPHI aTak,
KOTOpBIE HE IETEKTUPYIOTCS CTaHJAPTHBIMH CPEICTBAMHU 3aILUTHI).

CoBpeMeHHBII KOHTEKCT 6e30macHOCTH. CI0KHOCTh aTak.

Hi-Tech Crime Trends 2020/2021 kak HWCTOYHHMK CTpaTErHYeCKOd HHGOPMAIIUH
o rio0anbHOM JaHamagdTe KHOepyrpo3 U NporHo3ax UX pa3BUTHS.

Nudopmannonnas 0e30MacHOCTh M IMPECTYMHOCTb. [IOHATHS KUOEpHpEeCTYymHOCTH W
KubepnpecTyIuieHus. MexIyHapoHble MacIITaObl KHOEpIPeCTyTHOCTH.

MexnyHapogHOE COTPYAHHYECTBO B LEISAX IPOTUBOAECUCTBUS KHOEPIPECTYIHOCTH.
HesrensHocts MHTEpnona, EBponona B 60pbde ¢ KHOEpHpCTYTHOCTBIO.

KonBennus o kubepnpectynnoctu (bynanemr, 2001 r.) 1 10N0JHUTENBHBIN TPOTOKOT K
HEH 0 TUNax yroJoBHBIX MpaBOHAPYIIEHUH HH(OPMAIIMOHHON 0€30MacHOCTH.

Me:x1yHapo/HbIE CTaHapPTHI.

IIpectynnenus nOpoTHB  KOH(MUICHLUMAIBHOCTH, ILEJIOCTHOCTH M JOCTYNHOCTH
KOMIIBIOTEPHBIX JIAaHHBIX M CHCTEM (HE3aKOHHBIM JOCTYH, MOJIY4YEHHE JaHHBIX, HE3aKOHHBIN
nepexBaT HHPOPMALMOHHBIX PECYPCOB, HCKAKEHHE HHPOPMALINN).

[Ipectymenus, cBsI3aHHBIE ¢ KOHTEHTOM (JIeTCKasi IOPHOTpadusi, pacu3M, arpecCuBHBIC
BBICKA3bIBAaHUS U JP.).

[Ipectynenus, CBA3aHHbIE C HAPYLIEHUEM MUHTEIEKTYyaJIbHBIX IIPaB.

IIpectynienus, cBs3aHHblE C TPUMEHEHHEM KOMIIBIOTEPOB U  KOMIIBIOTEPHBIX
TEXHOJIOTMH (KOMIBIOTEPHOE MOIIEHHUYECTBO, MCIIOIb30BAHUE MEPCOHAIBHBIX JAHHBIX,
HOJYYEHHBIX HE3aKOHHBIM IIyTeM, KUOEpTEpPOPH3M, OTMBIBAHUE JEHET, Jp.).

[IpaBoBbIE BO3MOKHOCTH OOpBOBI € KHOEPIPECTYIMHOCTHIO: 0030p MEXAYHApOIHbIX,
PETHOHANBHBIX M HAIMOHAIBHBIX MOZENEH, uX B3auMocBs3b. ['ocnoacTBytomnue no3unuu. Crpoc
Ha yroyioBHoe mpaBo. Peanuu yromoBHoro mpasa. [IpoGnemsr peanuzauuu. CyOcuanapHbiid
XapakTep yrojJoBHOTO MPaBa.



Tema Ne 2. KuOepnpecTymieHuss W YroJIOBHOe 3aKOHOAaTeabcTBO Poccumiickoit
®enepanun (I'masa 28 YK P®)

VYTosI0BHasE OTBETCTBEHHOCTh 3a COBEpUICHHWE KHOEpIpecTyIsIeHui (IMpecTyIuleHuil B
chepe kommproTepHOU MHPOpManuu - ['maBa 28 YromoBHoro konekca Poccuiickoit denepanun).

[Ipectymnenuss B cdepe koMmmbioTepHOW wuH(popMmaimu. HempaBomepHbI nocTynm K
KOMIbIOTEpHON MH(popMmanuu. Co3aHue, UCIOJIBb30BaHUE U PaclpOCTpPaHEHHE BPEIOHOCHBIX
KOMITBIOTEPHBIX Mporpamm. Hapyiienue mpaBuil SKCIUTyaTallud CPEACTB XpaHEHHUs, 00pabOTKU
WIA Nepefayd KOMIIBIOTEpHOW HHpopManuu M HHGOPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIX
cereil. OmmcaHue B 3aKOHE KOMIIBIOTEPHOH HMH(MOpMAnMM Kak IMpeaMeTa JIaHHOM TpYIIbI
npectyiuieHni. OObeKTHBHAS U CyOBEKTUBHAsI CTOPOHA MPECTYIUIEHUH B cepe KOMIbIOTEpHON
uHpopmanuu. KBanupunupoBanHsie BUABI COCTABOB.

Wuble (00mme) mpecTyIuieHHs, COBEpLIaeMbIE C HCIOJIb30BaHMEM HH(POPMAIlMOHHBIX
TEXHOJIOTUI WJIM B OTHOLICHHM TEJIEKOMMYHUKAIIMOHHBIX CeTel, B chepe IKOHOMUKH, OXPAHBI
KOHCTUTYLIMOHHBIX IIpaB TIpaxkJaH, OOIIECTBEHHON O€30MacHOCTH U 3/10pOBbsl HACEJEHHS.
[Tpuembl  BBIIEIEHMSI  OTACIABHBIX  NPECTYIUIEHUH B  TEKCTE  YIOJOBHOIO  3aKOHA.
CamocrosiTenbHbIE COCTaBbl IMPECTYIUIEHUH: MOIIEHHUYECTBO B cdepe KOMIbIOTEpHOU
uHpopmanuu. Ero ocoGeHHOCTH.

KBanuduuupoBanHble cOCTaBbl MPECTyIUICHUH (110 MpU3HAKaM criocoba Win 00CTaHOBKU
COBEpILIEHUS): M3rOTOBJICHHE M OOOPOT MAaTEpUAIOB WM HPEAMETOB C MOPHOTpapUUECKUMH
N300paKEHUSIMM ~ HECOBEPLICHHOJIETHUX,  IyOJIMYHBIE  MPHU3BIBBI K  OCYIIECTBICHUIO
AKCTPEMHUCTCKON JEATEIBHOCTH, IyOJNYHBIE IPU3BIBBI K OCYIIECTBICHUIO TEPPOPUCTHUECKON
JEeSITeIbHOCTH WK IyOJIMYHOE ONpaBIaHue TEPPOpU3Ma U Jp.

AKTyanpHOCTh TpoOsieMbl oOecrieueHust kuOepycroitunBoctu LludpoBoit 3KOHOMUKH
Poccuu B ycioBusix pocta yrpo3 6€301acHOCTH.

HempepsiBHOCT, OW3HECAa Kak KIIIO4YeBass KOMIIOHEHTa ycrowuuBocTH Lludporoii
3KOHOMUKH Poccum.

VYTrosi0oBHasE OTBETCTBEHHOCTb 3a KHOEPHIPECTYIUICHHs MO 3apyOeKHOMY YTOJIOBHOMY
npaBy. ONBIT pa3HBIX CTPaH.

OneHka NPUTOJHOCTH 3apyOeKHOro OmbITa JUis oOecreyeHus KUOepyCcTOMYUBOCTH
[Mudposoit sxonomuku Poccun.

Tema Ne 3. O030p OCHOBHBIX BHAOB M  METOI0B  OCYHIeCTBJICHUS
KHOepnpecTynjeHuu

Buapl u MmeTonp1 KUOEpPIPECTYIIIEHUH.

Lenmn u meroabl paboOTHl COBPEMEHHBIX KHOEPHPECTYMHHKOB, 0030p MPAaKTUYECKHX
cuTyauui (keicos).

[TopTpeT NoTeHIMAIBHOTO 3JI0YMBIIIJIEHHUKA. MOZENb yrpo3 U MOJIEIb HAPYILIUTEIS.

Dkocuctema TeHeBOro cermeHTta cetu MHTepHeT. OCHOBHBIE MPUYMHBI POCTa 4YHCIIA
KHOepIpecTyIUIeHHU.

KpunToBantoTbl 1 aHOHUMHBIE CETH.

OcCHOBBI KpUNTOTpaduH.

Kpatkuit 0030p METOMOB COKpBITHSI aBTOPCTBA IMPECTYIUIEHHS U CHOCOOOB
O0OHAJIMYMBAHUS MOXUIIEHHBIX CPE/ICTB.

Tema 4. Kuéep0e30nacHOCTb HHAYCTPHAJIBHBIX CHCTEM

HoBble yrpo3sl 0€30macHOCTH Uil BHICOKOTEXHOJOTWYHBIX MPEINPUSTHA. JBOIIOLHUS
TEXHOJIOTUH MH(POPMALMOHHOM Oe30macHOCTH KHOEpPHU3MUECKUX CHUCTEM C TOYKH 3pPEHHS
TEOPHH yNpaBICHUS.

Obecneuenne KMOEPYCTOMMBOCTH HH(POPMAIIMOHHBIX CUCTEM IIM(PPOBOI MHIYCTPHUU.

KubepycToitunBocTh ceTel ¢ THOKOW THITOJIOTHEH.

OOHapy)keHne MHIUACHTOB 0€30MaCHOCTH B MAarHCTPAJIbHBIX CETAX Mepelayn JaHHBIX.

Texunonoruu SIEM 1151 TPOMBIIIZIEHHOTO UHTEPHETA BEIICH.



Co3nanue 1oBepeHHOM cpesibl 0OMeHa TaHHBIMU [T HU(PPOBOW UHTYCTPHH.
Merononorus ayreHTHGUKAIMK B CeTIX IM(POBON HHIYCTPHH.
TectupoBaHue 3aMIUIIICHHOCTH KUOSP(HU3HUECKUX CHCTEM.

Tema Ne 5. [lepcnekTUBHBIE TEXHOJIOTMH M HOBbIE BHI30BbI 0€30I1aCHOCTH

MarmnaHoe 00yueHNe U UCKYCCTBEHHBI MHTEIICKT.

ABTOMaTu3anusa 1 poOOTH3AIMS OM3HEC-TTPOIIECCOB.

[Ipumenenue Texnonoruu boabIux naHHBIX B o0ecnieueHnr KubepOe30nacHOCTH.

KBaHTOBBIE BBIUMCIICHUS.

HoBsie pucku nHpopMamoHHoil 0€30MaCHOCTH.

PazpaboTka HOBBIX TEXHOJOTHH sl obecrieueHus: kKubepyctonunBoctu Lludposoit
3KOHOMUKH Poccun.

Tema 6. CTpaTerusi ¥ TAKTHKA NPOTHBOACHCTBUA KHOEPNPECTYIMHOCTH.

Crpareruu npoTUBOACHCTBHS KHOEPIIPECTYITHOCTH.

HccnenoBanust KuOepyrpos, IeNeBbIX aTak U IPYIITHPOBOK.

Lentp obecneuenus 6e3onacuoctu (Security Operations Center (SOC)).

Lentp obecneuenus kudbepodezomacuoctu (Cybersecurity Operations Center (CSOC)).

['pynma 5SKCTPEHHOTO pearupoBaHUs Ha KoOMIbIoTepHble uHIMIEHTH (Computer
Emergency Response Team (CERT).

Kommepueckne neHTpbl MOHUTOPUHTA U pEarupoBaHHs Ha KOMITBIOTEPHBIC MHIIUACHTHI
(JSOC).

PearmpoBanue Ha wuHOHIEHTH uHOpManMOHHONW Oe3onmacHocTH. CBOEBpEeMEHHAS
UJICHTU(UKAIIHS, JIOKATA3ALUS ¥ JTUKBUIALNS HHIUIACHTOB 110 BCEMY MUY .

Hcnonp3oBanne nanubix Threat Intelligence & Attribution ayms BoccTaHOBICHHUS
XpOHOJIOTUW HWHIUAEHTa W npuBeaeHuss WT-uHGpacTpykTypy B CTaOMIBHOE COCTOSHUE
B KpaTyalIlIue CPOKH.

PaccrienoBanmsi BBICOKOTEXHOJOTHYHBIX TPECTYIUICHHA. boprda ¢ KOMITBIOTEPHBIMH,
(UHAHCOBBIMU, KOPMIOPATUBHBIMU MPECTYIUICHUSMH 10 BCEMY MUDY.

AHanm3 BpeTOHOCHOTO KOJIa TIPH paccieI0BaHUN KHOEPIPECTYIUICHUH.

KomnbroTepHast KpUMHHAIMCTUKA, TTOJIE3HbIE TPAKTUKH, HEOOX0AUMBIE JJIs1 0OecTiedeHus
BBICOKOI'O YPOBHS KHOepOE30IacHOCTH.

Kubepyuenust B ¢opmare Red Teaming. Mmwuramus meneBbIX aTak M perysspHoe
IIPOTUBOJICHCTBHE UM.

KommnekcHblif  aymur uHQOpManMoHHONW 0e30MacHOCTH  (COBPEMEHHBI KOHTEKCT
0e30macHOCTH. TpeOyeT NPUHIMIAAIGHO HOBOTO IOAXO0Ja K IMPOBEICHUIO ayIHTa; OICHKH
TOJIbKO TEXHHUUECKOM OCHAIIEHHOCTH Y€ HEeIOCTATOYHO Il TapaHTHHU TOTOBHOCTH K CIIO>KHBIM
atakam). [TomHBIH TUKI TPOBEPOK I BCECTOPOHHETO ayAuTa WHQPACTPYKTYPHI W OLEHKH
3aLUIEHHOCTH KOMIIAHUHU OT CJIOKHBIX KHOEpyTpo3.

Texnonorun
— OrcyTcTBHE  C€IOB  KOMIOpOMETAaluu  (PETPOCIEKTHUBHO) M KPUTHUYECKUX
YA3BUMOCTEHN
— Hanexusle cpeacTBa 3amiuThl UHQPACTPYKTYP
[Iponeccnl
— TloapoOHoe xypHaIHUpOBaHHUE COOBITHIHA
— [IlonHoTa,  aKTyanpbHOCTH W NIPAKTUYECKOE  INPUMEHEHHE  PEIVIAMEHTOB
pearupoBaHus
JIronqn

— KomnereHTHOCTB BceX 4JICHOB KOMaH/Ibl pearupOBaHHs
— OcCBeOMJIEHHOCTb COTPYJHHKOB O KHOEpyTpo3ax
AyIuT Ha IpeIMET BHEITHHUX YTPO3



— TIlpoBepka rotoBHOCTH KOMaHAel b Kk pearupoBaHuio sl OIEHKH pPaOOTHI
NEHCTBYIOIMX B KOMITAHUU PETJIAMEHTOB
— DBaxemnee TecTHpoBaHME Ha NPOHUMKHOBEHHE [UIsl TNPOBEPKHM 3allUIICHHOCTH
UHQPACTPYKTYpbl OT BHEIIHUX AaTaK | MPOHUKHOBEHUS 3JI0YMBIIUIEHHUKOB
BO BHYTPEHHIOIO CETh KOMIIaHUH
— CoUMOMH)KEHEPHOE TECTUPOBAHME JJI OLIEHKH OCBEJOMJIEHHOCTH COTPYIHHKOB
0 Kubepyrposzax
Aynut Ha peAMeT BHYTPEHHUX yIpo3
— JlmarHocTvka KOMIIpOMETanuuu UHQPACTPYKTYPBl JUIsl PACKPBITHSI TOTOBSILHXCS
aTax
— BayTpeHnHee TecTupoBaHNE Ha IPOHUKHOBEHUE I OLEHKU F'OTOBHOCTH K aTake
OT HapyLIMTENSA, UMEIOILEro JOCTYM K JIOKAIbHON CETH
Komiuiekc MeTonoB JUisl JOCKOHAJIBHOIO MCCIEIOBAHUS CETH Ha MPEAMET YSI3BUMOCTEH
Y KOMIIPOMETALMH, OLCHKM TOTOBHOCTUM K PEarMpOBAHMIO U BO3MOYKHOCTH  BO3JEHCTBUSA
Ha COTPYJHHKOB METOAAMHM COLIMAJIBHON MHKEHEPHUH.
[IpaBuiia nu¢ppoBoi TUrHEHBI B YCIOBUIX yAaJ€HHONU paOOTHI.
KitoueBble npaBuiia no 0€30MacHOMY BBIXOAY M3 peXHUMa yJalleHHON paboThl.
AHanu3 NpakTUYECKUX CUTYaLlUN.

5. Ob6pa3oBaTesibHbIE TEXHOJIOTHH.

Metonuka mnpenojgaBaHusi JucHUIUIMHbBL «[IpoTruBozAeiicTBHE KUOEPIPECTYHIHOCTUY H
peayn3anys KOMIIETEHTHOCTHOIO IOAXOJAa B M3JIOKEHUM W BOCIPUATUM MaTepuaa
IpelycCMaTpUBaeT UCIOJIb30BaHNE CIEAYIOIUX aKTUBHBIX U MHTEPAKTUBHBIX ()OPM MPOBEICHUS
IPYNIIOBBIX, UHIUBHUYaJIbHbBIX, ay TUTOPHBIX 3aHATUI B COYETAaHUU C BHEAYAUTOPHON paboTOi ¢
1eabpo GopMUpOBaHUS U Pa3BUTHS MPOHECCHUOHATBLHBIX HABBIKOB 00YUYaIOIINXCS:

- MOJITOTOBKA K BBHIMIOJHEHUIO JIAOOPATOPHBIX padoT;

VYaenbHbI Bec 3aHATUM, MPOBOJUMBIX B HHTEPAKTHBHBIX (opmMax MO AMCHHUILIMHE,
coctasisieT 70 % ayaUTOPHBIX 3aHATHH.

6. OeHoOYHBIE CPEACTBA /ISl TEKYIIero KOHTPOJIS yCIIeBAeMOCTH, IPOMEKYTOYHOM
aTTecTALMHU M0 UTOTaM OCBOCHHS JMCUHUILJIMHBI M Yy4eOHO-MeToAnYecKoe odecnevyeHue
CaMOCTOSITEIbHON PadoThI CTYICHTOB.

B nporecce 00yueHHs HCTIOAB3YIOTCS CIIEAYIOUINE OLIEHOUHBIE (POPMBI CAMOCTOSTETLHON
paboOThl  CTYJIEHTOB, OIICHOYHBIE CpPEJICTBAa TEKYyIIEro KOHTPOJSl  YCHEBAaeMOCTH U
IIPOMEXYTOUHBIX aTTECTALIUN:

- KOMITBIOTEPHOE TECTUPOBAHUE;

- 3a4erT.

O6pa3um TCCTOBBIX 3a,[[aHI/II71, 9K3aMCHAIITMOHHBIX 6I/IJ'ICTOB, NPUBCACHBI B IPUJIOKCHUU.

6.1. ®oHI OLIEHOYHBIX CPEACTB JJIsl MPOBeAeHUS MPOMEKYTOUHON aTTeCTALNH
00y4aomMXCcs Mo JUCUMILIHHE (MOXYJII0).

6.1.1. IlepedyeHb KOMIIETCHIIMI C yKa3aHWEM JTaroB WX (POPMUPOBAHUS B MPOIECCE OCBOCHUS
00pa3oBaTeNbHON POTrPaMMBI.
B pe3ynbraTe 0CBOCHUS NUCHUIUIMHBI (MOAYs) (GOPMHUPYIOTCS CIEAYIOIINE KOMIIETEHIIUU:



Kon B pe3yabTare ocBOeHHsI 00Pa30BaATEILHONH MPOrPaMMbl 00YYAKIIUIACS T0JKEH
KOMIIETEHIMH 00J1a1aTh

OMK—1 Crioco0eH OLeHHBATD POJIb HHPOPMAITUH, HHPOPMAIIMOHHBIX TEXHOJIOTHH 1
WHPOPMAIMOHHOW OE30MacCHOCTH B COBPEMEHHOM 0OmecTBe, WX 3HAYEHHUE IS
obecrieueHns: 00bEKTHBHBIX MOTPEOHOCTEN IMYHOCTH, OOIIECTBA ¥ TOCYAapPCTBA

VK-3 Crocoben OCYIIECTBJIATH COLIUAJILHOC B3aPIMO,HeﬁCTBPIe " p€ajin30BbIBATL CBOIO POJIb B
KOMaH/I€

VK- Crioco6eH oCymEeCTBIATh JEIOBYI0 KOMMYHHKAIIHIO B
YCTHOM M TMCBbMEHHO# (hopMax Ha rocyAapcTBeHHOM si3bike Poccuiickoit denepanun u

HMHOCTpaHHOM(BIX) sI3bIKe(ax)

B mpouecce ocBoeHUs 00pa3oBaTeNbHOW HPOrpaMMbl JAHHBIE KOMIICTCHIMH, B TOM
YHCIIe UX OT/AEIbHbIE KOMIIOHEHTHI, (POPMUPYIOTCS MMOITAITHO B X0/1€ OCBOCHUS 00YYaIOLIMMHUCS
JHMCUMIUIMH (MOJyJieil), MPakTHK B COOTBETCTBUM C Y4YeOHBIM IUIAHOM M KaJeHIapHBIM
rpauKoM y4eOHOTO mporecca.

6.1.2. Onucanue nokasareJieil 1 KpUTepHeB OLCHUBAHUS KOMIIETeHI M, (POPMHUPYeMBbIX 110
UTOraM OCBOEHMS JMCHHUILIMHBI (MOAYJIf), ONIMCAHHE IIKAJ OLleHUBAHUSA

[lokazarenem OLEHUBAaHUS KOMIETEHLMH Ha pa3JIMYHBIX 3Tanax HUX (OPMUPOBAHUS
SBIISIETCSL TOCTHKEHHE OO0YUYaONUMUCS TUTAHUPYEMBIX Pe3ylIbTaTOB OOYYEHHS MO TUCIUILINHE
(Momyr0):

[IIkanel orleHUBaHUS PE3yIbTATOB MPOMEKYTOUHON aTTECTAIIMH U UX OTIHCAHUE:
Dopma npomexcymouHon ammecmayuu: IK3ameH.

[IpomexyTounas arrectanus oOydaromuxcs B ¢GopMe -HK3aMeHa IPOBOJUTCS IO
pe3yJbTaTaM BBIIIOJHEHUSI BCEX BUIOB yueOHOM pabOoThl, MPEeayCMOTPEHHBIX Y4eOHBIM IUIAHOM
M0 JAHHOW TUCIUIUIMHE (MOJYIIO), MPU 3TOM YUHUTBHIBAIOTCS PE3yJIbTAaThl TEKYIIEro KOHTPOJIS
ycreBaeMocTd B TeueHHe ceMecTpa. OIlleHKa CTEeNeHHW JOCTIDKEHHsS O00yJaroluMHCs
IUTAHUPYEMBIX Pe3yJIbTaTOB 00yUeHHUs M0 AUCHUILIIMHE (MOAYIII0) MPOBOAUTCS MpernogaBaTeieM,
BEAYIIUM 3aHATHS IO JAUCHUIUIMHE (MOIYJII0) METOJOM OJKCHepTHOW oueHkd. [lo uroram
MIPOMEXKYTOUHOM aTTecTalluy MO AMCUUIUIMHE (MOIYJII0) BBICTABISETCS OLEHKA «OTIMYHOM,
«XOPOILIOY», «YJOBIETBOPUTEIBHO» WIIU «HEYI0BIETBOPUTEIBHON.

MIkana oneHNBaHUA Onucanmne

BeImonHeHbl BCe BHIBI YIEOHOW paOOThHI, MPEAYCMOTPEHHBIC YUCOHBIM ILIAHOM.
CTyJeHT  JeMOHCTpUPYeT  COOTBETCTBHE  3HAHMM, YMEHHUH, HaBBIKOB
MPUBEACHHBIM B Ta0nWIax ToKazaTeled, Oomepupyer MpHOOPEeTEHHBIMU
OTan4HO 3HAHUSMH, YMEHUSIMH, HaBBIKAMH, MPUMEHSET MX B CHUTYyalMsIX MOBBIIICHHON
cnoxHocTd. [Ipu 3TOM MOryT OBITH JOMYIICHB HE3HAYMUTCIbHBIC OIIMOKH,
HETOYHOCTH, 3aTPyJAHEHUS MPU AHAIUTUYECKUX OINEpalusX, NEPeHOCe 3HAHUUA U
YMEHUH Ha HOBbIE, HECTaHIAPTHBIE CUTYALUH.




BrimonHeHs! Bce BUABI y4eOHON pabOoThHI, MPeayCMOTPEHHBIE YUEOHBIM IIJIAHOM.
CTyneHT IeMOHCTPUPYET HETIOTHOE, IPAaBUIIBHOE COOTBETCTBHE 3HAHHUM, YMECHUH,
HaBBIKOB TMPHUBEACHHBIM B TaOIWIAX TOKa3aTeled, MO0 eclid MpH 3TOM ObUIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OITUOKH.

Xopotio

BrimonneHs! Bce BUbI y‘-Ie6HOﬁ pa6OTI>I, npeayCMOTPECHHBIC y‘leGHBIM IIJIaHOM.
CTy,HeHT JACMOHCTPUPYET COOTBECTCTBUEC 3HaHPII>i, B KOTOPOM OCBCIII€HAa OCHOBHAas,
HanboJiee BaskHas 4acTh MaTtepuajia, HO IIpyu 3TOM JONYIIEHA O/JHA 3HAYUTCIIbHAA
OIIHMOKA UJIH HETOYHOCTb.

y[[OBJ'IeTBOpI/ITeJ'H)HO

He BbImomHeH oauwH wian Oojee BHAOB y4eOHOM pabOTHI, HPEILyCMOTPEHHBIX
yueOHpIM I1aHOM. CTYZEHT AEMOHCTPHPYET HENOJHOE COOTBETCTBHE 3HAHUM,
YMEHHUH, HaBBIKOB IPHUBEACHHBIM B Ta0mUIax IMOKa3zaTeleH, JOIMyCKaroTcs
3HAYUTEJbHBIC OIINOKH, NMPOSIBIISETCSA OTCYTCTBHE 3HAHUI, YMEHUH, HABBIKOB II0
psiLy TOKa3aTened, CTyISHT HCHBITHIBACT 3HAYMTEIbHBIC 3aTPYOHEHHS MpHU
ONEPHPOBAHNY 3HAHUAMHU U YMEHUSAMH IIPU UX IIepeHOCEe Ha HOBBIE CUTYallHU.

HeynosnerBoputenbHo

@oHabI OLCHOYHBIX CPEACTB NMPEACTABJICHBI B IPHJIOKeHNH K padoyeil mporpamme.

7. Y4eOHO-MeTOAMYECKOEe M HH(POPMALMOHHOE 0O0ecneyeHue TUCIHILINHBI.

a) OCHOBHasI JIUTEpPaTypa:

1.

KubGepOe3zonacHocts nudpoBoii wuHaycTpuu. Teopuss M NpakTHKa YCTONYMBOCTH K
kubepatakam / Ilox pemakumeidr mpodeccopa PAH, nokropa texnuueckux Hayk JI.IL
3erxabl. — M.: ['opsuast muaus — Tenekom, 2020. — 560 c.: mi.

Huorenec 0., O3kaits D. Kubepbe3onacHOCTb: CTpaTeruu aTak U OOOPOHBI /Iep. ¢ aHIIIL
H.A.—M.: IMK Ilpecc, 2020. — 326 c.: un.

[Tetpenko C. KubepycroitunBocts 11udppoBoii s3koHoMuku. Kak obecrieunts 06€30macHOCTh U
HenpepbrIBHOCTH OusHeca. — CI16: [Turtep, 2021. — 384 c.: ui.

Ca¢ponos E.B. A3l KHOEpIHUTHEHBI: METO/I0JIOTHYECKUE U TPABOBBIE acleKThl. — MOCKBa,
[Mpocmekt, 2021. — 48 c.

Bcectoponnee UCclieIoBaHKe npoOIeMbl KHOEepIpecTyHOCTH
https://www.unodc.org/documents/organized-
crime/cybercrime/Cybercrime_Study_Russian.pdf.

[enynanoB A.A., Cmonuna A.P. ®opensuka. Teopuss M mnpakTuka pacclieJOBaHUs
kubepnpectymienuid. — M.: [N'opstuas muaus — Tenekom. 2020. — 104 c.: m.

Ilepeyenb 0CHOBHBIX HOPMATHBHBIX JOKYMEHTOB

1. VYronogusiit konekc Poccuiickoit denepanuu ot 13 utons 1996 r. N 63-03 (YK PD) (c
M3MEHEHUsMH W aonosHeHusmu). ['maBa 28. IlpectyrmieHuss B cdepe KOMITbIOTEPHOM
uHpOpMaLUH.

2. ®enepanbablii  3akoH OoT 27 wrwona 2006 r. N 149-03 «O6 wuHpopmanuu,
MHPOPMAIIMOHHBIX TEXHOJOTHSIX M O 3ammre WHPopMauuum» (C H3MEHEHUSIMH H
JTOTIOJTHEHUSIMH ).

3. ®enepanbubnii 3akoH oT 27 urons 2006 r. N 152-@3 «O nepcoHanbHBIX AAHHBIX» (C
W3MEHEHUSMU U TOTIOTHEHUSIMHU).

4. ®enepanbublii 3ak0H oT 26 uions 2006 r. N 135-03 «O 3amure KOHKypeHIUN» (C
W3MEHEHUSMU U TOTIOTHEHUSIMHU).

5. ®enepanbuenii 3akoH oT 26 utons 2017 r. N 187-03 «O 6e30macHOCTH KPUTHIECKOM
uHpopmanoHHoH wuHppacTpykTypel Poccuiickoit ®enepanuu» (¢ U3MEHEHHSIMH U
JIOTIOJTHEHUSIMU )


https://www.unodc.org/documents/organized-crime/cybercrime/Cybercrime_Study_Russian.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Cybercrime_Study_Russian.pdf

6. ®enepanbubiii 3akoH orT 29.07.2004 N 98-®3 «O xomMmepueckoil TaifHe» (c
M3MEHEHUSMU U IONIOJTHEHUSIMHU).

7. Yxa3 Ilpesumenra P® or 05.12.2016 N 646 «OO6 yrBepxkaeHun JIOKTpHHBI
nHpopmanmonHoi 6e3omacHocTu Poccutickoit deneparumy.

MeskayHapoaHble CTAHIAPTHI

1. Kousennus npotus kudepnpecrynsoct (CACE 185-2001).

2. bypanemtckasi KOHBEHITHSI.

3. JomomHuTenpHBIM TpoTOKON K JlomomHuTenpbHOMY mpoTokony K KoHBeHIuum o
kubepnpectymaocT (CICE 189) (nanee - KonBennus).

4. 1SO 22301:2019 Security and resilience — Business continuity management systems —
Requirements.

5. ISO/IEC 27001, Information technology — Security techniques — Information security
management systems — Requirements.

0) 10MOJIHUTEJIbHAS JIUTEepaTypa:

1.

2.

11.

Global Cybersecurity Index. - URL: https://www.itu.int/en/ITU-
D/Cybersecurity/Pages/global-cybersecurity-index.aspx

HoBble TexHONOTHMM TNPOTUBOACHCTBUS KHUOEPHIPECTYMHOCTU: IO MaTepuajaM KpYIJIbIX
CTOJIOB «MeEXIyHapOIHBIH OMBIT HCIOJIB30BaHUS IUPPOBBIX TEXHOJIOTMHA B OOpbde C
KHOEPIPECTYIMHOCTbIO» U «BIOKYEeHH TeXHOJIOTUU U MPOTHUBOJCHCTBUE KUOEPTEPPOU3MAY):
[OnexTponnslii pecypc]: / Tekct. gan. u rpad. — M.: U3xa. «Hayunsiii koncynsTanT», 2019.
AntonssH  E.A., AmmaoB WM.  bnokueWH-TeXHOIOTMH B  TNPOTUBOACHCTBHUU
KkubepTeppopusmy // AkTyanbHble IpoOieMbl poccuiickoro mpasa, Ne6 (103), 2019. — 167 —
177.

Konuena A. PeanbHble ONAacHOCTH BHUPTYaJIbHOTO MHpa: €CTh JH 3allUra oT
kubepnpectyruienuii? [Dnaektponnsiii pecypc]. URL: https://rb.ru/opinion/virtual-world/.
NBan Menexun «KubepnpecTymHOCTh  BBIXOAUT  Ha MPO(ECCHOHANBHBIA  YPOBEHBY.
[DneKTpOHHBIH pecypc]. URL:
https://plus.rbc.ru/news/5fe9d57a7a8aad473122f54b?utm_source=rbc&utm_medium=main&
utm_campaign=830949-5fe9d57a7a8aad473122f54b

06 utorax ronocoBanus B ['enaccambiee OOH mo poccuiickoMy MPOEKTY PE30JIIOIHUU TI0
MIPOTUBOICHCTBUIO KHOEpIpecTyINHOCTH [DneKTpOHHBIH pecypc]. URL:
https://www.mid.ru/ru/organs/-/asset_publisher/AfvTBPbEYay2/content/id/3988579
Kopa6enpankos, C. M. Ilpectymienus B chepe nHPOpMAIIMOHHON 0€301MacHOCTH : yueOHOe
noco6wue ans By3oB / C.M. KopabensaukoB. — Mocksa : M3garensctBo FOpaiit, 2020. — 111
c. — (Bricmiee oOpa3zoBanue).

YepuoBa E.B. MHdopmarnmonHas 6e30macHOCTh yesoBeKa. YueOHOe MocoOHue sl BY30B.
N3patensctBO FOpaiit. Mocksa, 2020. — 243 c.

Kali Linux. TectupoBanue Ha MPOHUKHOBEHUE U Oe30macHoCTh. — [Tutep, 2020.

.Coéep wu BILZONE npunanum ydacTue B €XKEroJHOM CaMMHUTE IO BOIpoOcaM

kubepb6e3onacHocT BeceMupHoro skoHoMuueckoro gopyma [DnektpoHHsiit pecype]. URL:
https://www.sberbank.com/ru/news-and-media/press-releases/article?newsID=c99781b9-
edf7-43e5-a5e0-5c8f6f1086ef&blockID=7&regionID=77&lang=ru&type=NEWS

Group-IB  uw JSOC 3amyckalOT COBMECTHBIM CEpBHC 1O  NPEIOTBPAIICHHUIO
kubeprpectyruieHnid [DnekTponnsiii pecype]. URL: https://www.group-ib.ru/media/jsoc-
solar/
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https://plus.rbc.ru/news/5fe9d57a7a8aa9473122f54b?utm_source=rbc&utm_medium=main&utm_campaign=830949-5fe9d57a7a8aa9473122f54b
https://plus.rbc.ru/news/5fe9d57a7a8aa9473122f54b?utm_source=rbc&utm_medium=main&utm_campaign=830949-5fe9d57a7a8aa9473122f54b
https://www.mid.ru/ru/organs/-/asset_publisher/AfvTBPbEYay2/content/id/3988579
https://www.sberbank.com/ru/news-and-media/press-releases/article?newsID=c99781b9-edf7-43e5-a5e0-5c8f6f1086ef&blockID=7&regionID=77&lang=ru&type=NEWS
https://www.sberbank.com/ru/news-and-media/press-releases/article?newsID=c99781b9-edf7-43e5-a5e0-5c8f6f1086ef&blockID=7&regionID=77&lang=ru&type=NEWS

12. Pozenupaiir A.M., Yeptunua B.C. ®opmbl NpoTUBONEHCTBHS KHUOEPHPECTYIMHOCTH//
Bectauk sxoHomuku, mpaBa u commoioruu, 2019, Ne 4. [Onextponnsiii pecypc]. URL:
http://www.vestnykeps.ru/0419/30.pdf

13. AUTOMATED COMPLIANCE & CYBER SECURITY SOLUTIONS 3nekTpoHHBIH
pecypc]. URL: https://varpath.com/

14. T'epke M. I[lonumaHnue KHOEpIPECTYIMHOCTU: SBJIICHHE, 3a7a4d U 3aKOHOJATEIbHBIA OTBET/
http://www.itn.int/ITUD/cyb/cybersecurity/legislation.html

15. Suzanne Widup. Computer Forensics and Digital Investigation with EnCase Forensic v7
(Networking & Communication - OMG). 2014;

16. Brett Shavers, John Bair. Hiding Behind the Keyboard: Uncovering Covert Communication
Methods with Forensic Analysis. 2016.

17. Machine learning in Computer Forensics
https://pralab.diee.unica.it/sites/default/files/Ariu_AISEC2011.pdf

18. KBaHTOBBIE KOMMBIOTEPHI M KOHeEI[ Oe3omacHOCTH https://blog.kaspersky.ru/kvantovye-
kompyuteryi-konec-bezopasnosti/1989/

B) IPOrpaMMHOe oOecriedeHue U MHTepPHeT-pecypcehl:

Hi-Tech Crime Trends 2020/2021

[Tporpammuoe obecneuenue: Word, Excel, PowerPoint, mporpammuoe oGecriedenue amns
IIPOCMOTpPa BUACO- U ayAUOKOHTCHTA U AP.

HNutepHeT-pecypcesl:

- bank gaHHBIX yrpo3 Oe3omacHocTH HMHGOpManuu  (AOCTYIHO TIO  CCBUIKE:
https://bdu.fstec.ru/);

- Wnadopmarmonnoe coobmieHne o pa3pabotke metomuyeckoro mokymenta OCTIOK
Poccun «MCTOI[I/IKa OIIPECACIICHUA YI'po3 0€30IaCHOCTH I/IH(bOpMaI_II/II/I B I/IH(bOpMaI_II/IOHHBIX
cuctemax» oT 9 anpens 2020 r. Ne 240/22/1534

https://fstec.ru/component/attachments/download/2728

https://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-materialy

- HpOCI(T MCTOANYCCKOI'0 JOKYMCHTA «MCTOI[I/IKa MOZCIIMPOBAHUA YI'PO3 0€e301IacHOCTH
uHbOpMaLUN»

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/149-proekty/2070-
metodicheskij-dokument

Jnst  ycremrHoro OCBOEHUS JUCHUIUIMHBI CTYJIEHTY PEKOMEHIYETCs HCIOJIb30BaTh
CJIEIyIOIIME IPOrPaMMHBIE CPEICTBA:
1. ABrtomarusupoBaHHas MH(OPMALIMOHHO-TTOMCKOBAsI IIpaBoOBas cucreMa
«Koncynprantllntocy;
2. ABromatm3upoBaHHas HH()OPMAIIMOHHO-TIONCKOBAsI IIPaBoBas cucremMa «I'apanTy;
3. ABTOMaTH3MpOBaHHAs MH(DOPMAIIMOHHO-TIOUCKOBAs MpaBoBas cucreMa «Lexis-Nexis»

8. MarepuajibHO-TeXHHYeCKoOe o0ecrneyeHne JHCUNIIJIMHBI.

st mpoBeneHUsT BCEX BUJOB 3aHATHI HEOOXOIMMO MPE3EHTAIMOHHOE O0O0pYI0BaHHE
(MyIbTUMEIUHHBINA TPOEKTOP, IKpaH) — 1 KOMIUIEKT.
st MIPOBEJICHUSI JTA0OPATOPHBIX 3aHATUH HEOOXOJUMO HaJIMYhe KOMIBIOTEPHBIX
KJIACCOB, 000PYIOBAaHHBIX COBPEMEHHOMN BBIUMCIUTEIHLHOW TEXHUKOW M3 pacdyeTa OJHO pabouee
MECTO Ha OJJHOTO 00y4aeMoro.
1. Onepammonnas cuctema Windows 7 uiu 6oJiee o3 iHel BEPCUU UITH aHAJIOT .
2. Microsoft Office XP unu 6onee mo3aHei BepCcuu MM aHAJIOT.

3. Anrtuupychoe I10 «Kaspersky Antivirus» 7.0 unu 6onee no3gHei Bepcun WM aHaJIor.
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http://www.vestnykeps.ru/0419/30.pdf
https://varpath.com/
http://www.itn.int/ITUD/cyb/cybersecurity/legislation.html
https://bdu.fstec.ru/
https://fstec.ru/component/attachments/download/2728
https://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-materialy
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/149-proekty/2070-metodicheskij-dokument
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/149-proekty/2070-metodicheskij-dokument

Jis  mpoBeneHus 1a00paTOPHBIX 3aHATHIH HEOOXOAUMO HANWYHE KOMIIBIOTEPHBIX KJIACCOB,
000pYIOBaHHBIX COBPEMEHHOU BBIYUCIIUTEIIBHOW TEXHUKOW M3 pacdeTa OJHO pabodee MeCTO Ha
OJIHOTO 00y4aeMoro.

Cucrema LMS.

Oo0opynoBanue u anmaparypa.

1 mpe3eHTaIIOHHOE 000pYyI0BaHKE (MYJIBTUMEAUMHBIN POEKTOP, SKpaH) — 1 KOMILIEKT.
[TepconanbHbIii KOMOBIOTEp (M3 pacueta 1 oOopymoBaHHOE pabodee MECTO Ha OIHOTO
00y4yaemMoro).
KoMmnbrorepHslii Ki1acc ¢ 10CTyIIoM K cetu VIHTepHer.
1. Be6-6paysep Chrome.
2. Microsoft Visual Studio.
3. Microsoft Office.

9. MeTtoanyeckue peKOMEHAANMH JIJIsl CAMOCTOATEIbHOI PadoThl CTY/IEHTOB

W3yyeHne nAUCUMIUIMHBI OCYUIECTBIIIETCS B CTPOrOM COOTBETCTBUM C LIEJIEBOM
YCTaHOBKOW B TECHOM B3aMMOCBSI3M Y4eOHBbIM IIaHOM. OCHOBON TEOPETHYECKOM MOJIrOTOBKH
CTYJI€HTOB SBJIIOTCS JICKIUU.

B npouecce camocTosTenbHOM pabOThl CTYAEHTHI 3aKPEIUISIIOT U YIIyOJIslOT 3HAHUS,
MIOJIyYE€HHBIE BO BpeMsl ayJJUTOPHBIX 3aHITHI, TOTOBSITCS K DK3aMEHY, a TaAKXKE CaMOCTOSITEIIbHO
U3Yy4aloT OT/EJIbHbIE TeMbl y4EOHOM MPOTrpaMMbl.

10. MeToauueckne peKOMEHIAINH JJIS MPenoaaBaTeis

[Iporpamma coctaBieHa B coOOTBeTCTBUH ¢ DenepaibHbIM TIOCyAapCTBEHHBIM
00pa3oBaTeNIbHBIM CTAHAAPTOM BBICIIEr0 00pa30oBaHMs MO HAIMpPABICHHIO MOJITOTOBKM O

10.05.03 «MudopmanuonHasi 0€30MACHOCTL ABTOMATU3MPOBAHHBIX CHCTEM)).

IIporpammy cocraBuia: Temnukosa K.H.

IIporpamma yTBep:kaeHa Ha 3aceqannu Kageaps! “Uudopmannonnas
oe3onacHocTh” «30» aBrycra 2021 r., mpotoxon Ne 1

3aBemyronuii kadeapoit
«MudopmMarorHas 6€30MacHOCTbY

K.T.H., TOUEHT H.B. ®enopos
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CprKTypa U CoACpPKaHME TUCIHUIIJIHNHBI ((HpOTl/IBOIleﬁCTBI/Ie Kl/lﬁepﬂpeCTyHHOCTI/I»

10 HANPABJIECHUIO MOATOTOBKH
10.05.03 «MudopmanuonHas 6e30M1aCHOCTL ABTOMATH3MPOBAHHBIX CHCTEM)

(cmenmasmcr)

[Ipunoxenue.

Buasbl yueOHoit padorsl,

Dopm

& = S | BKIIOYAH CAMOCTOATEIBLHYIO Buasbl camocTosiTeIbHON PaGoThI
Paznen § ‘E{ § paboTy CTYy1€eHTOB, CTY/IEHTOB arrect
a/n S é § U TPYJI0€MKOCTh B Yacax anuu
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
8 cemecTp
Tema Ne 1. KubGepnpecTynmHOCTh Kak
1 | ocobas kpummHanbHas yrposa (Yacts 1 2 2 4
1)
Tema Ne 1. KuOepmpecTymHOCTh Kak
2 | ocobas kpumuHanbHas yrposa (Yacte 2 2 2 4
2)
Tema Ne 1. KubGepnpecTynmHoCTh Kak
3 | ocobas kpummHanbHas yrposa (Yacts 8 3 2 2 4
3)
Tema Ne 2. KubepmnpectymieHus u
4 | yromoBHoe 3aKOHOAATEIHCTBO 4 2 ) 4
Poccuiickoit ®enepauuu (I'masa 28 YK
P®) (Yacts 1)
Tema Ne 2. KubepnpectymieHus u
S5 | yromosHoe 3aKOHO/IaTeIHCTBO 5 2 2 4
Poccuiickoii @enepaunu (I'masa 28 YK

13



P®) (Yactb 2)

Tema Ne 2. Kubepmpecrtymienus u
YTOJIOBHOE 3aKOHOJATEIbCTBO
Poccuiickoii ®enepanuu (I'nasa 28 YK
P®) (Yacts 3)

Tema Ne 3. OG30p OCHOBHBIX BUJOB U
METO/IOB OCYIIECTBIICHUS
kubepnpectymnenuit (Yacts 1)

Tema Ne 3. O630p OCHOBHBIX BHUOB H
METOJIOB OCYIIECTBIICHUS
kubeprnpectymienuii (Yactp 2)

Tema Ne 3. OG30p OCHOBHBEIX BHUJIOB U
METOIOB OCYIIECTBIICHHUSI
kubepnpectyminenuit (Hacts 3)

10

Tema 4. Kubepbe3omnacHocTh
WHIyCTpUabHbIX cucteM (Yacts 1)

10

11

Tema 4. Kubepbe3omnacHocTh
WHIYCTpUAIbHBIX cucteM (YacTs 2)

11

12

Tema 4. Kubep6e3omnacHocTs
WHAYCTpHANBHBIX cucteM (YacTs 3)

12

13

Tema Ne 5. IlepcnexkTuBHBIE
TEXHOJIOTUM U HOBBIE  BBI3OBHI
6e3onacHoctr (Yactp 1)

13

14

Tema Ne 5. IIepcniexkTrBHBIE
TEXHOJIOTMM W  HOBBIE  BBI30BBI
6e3onacuoctu (Yacts 2)

14

15

Tema Ne 3. IlepcniekTrBHBIE
TEXHOJIOTMM M HOBBIE  BBI3OBBI
6e3onacHoctH (Yactp 3)

15

16

Tema 6. Crpaterus W  TakKTHUKa

16

14



MIPOTUBOJICUCTBUS KUOEPIIPECTYITHOCTH
(Hacts 1)

17

Tema 6. Crparerus W  TaKTHUKa
MPOTUBOJICUCTBUSA KUOEPIIPECTYITHOCTH
(Yacts 2)

17

18

Tema 6. Crparerus M  TakTHKa
IIPOTUBOJEUCTBUS KUOEPIPECTYITHOCTU
(YacTs 3)

18

@opma ammecmauuu

19-21

Bcero wacoB 1o qucuuruimHe
B 8 cemecTpe

36

36

72

Bcero yacoB nmo fucuMIJInHe

36

36

72

15



[Ipunoxxenue
paboueii mporpamme

MMHUCTEPCTBO HAVKHU U BBICIIIET'O OFPA30BAHM S
POCCHUIMCKOU ®EJIEPALTUN
®EJIEPAJIBHOE T'OCY JAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJILHOE YUPEX/IEHUE
BBICIIIEI'O OBPA3OBAHMS

«MOCKOBCKHUM MOJIUTEXHUYECKA YHUBEPCUTET»
(MOCKOBCKHWH IMOJIUTEX)

Hamnpasnenue nmoarotosku: 10.05.03 «Mupopmanronnast 60€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM

OII (mpoduib): «be3onacHOCTb OTKPBITHIX MH)OPMAITMOHHBIX CUCTEM»

®opma 00yueHHs: OuHas

BI/II[ HpO(i)CCCI/IOHaﬂBHOfI ACATCIBHOCTH: OKCILTyaTalUOHHAA; IPOCKTHO-TEXHOJOTUYCCKAA;
SKCIICPUMCHTAJIbHO-HUCCIICAOBATCIIbCKAA; OPTraHU3alITMOHHO-YIIPABJIICHYCCKAA

Kadenpa: «MupopmannonHas 6€30macHOCTE)»
®OH/I OHEHOYHBIX CPEJICTB
MO TUCHUITJIMHE

«IIpoTuBoaeiicTBHE KHOEPNPECTYITHOCTH

Cocras: 1. [TacnopT ¢oHIa OLIEHOUHBIX CPEICTB

2. Onucanue OEHOYHBIX CPEJICTB:
KommnsrorepHoe TecTupoBanue
3ager

CocraButeau: gou. Temuukosa K.H.

Mockga, 2021 rox
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Ta6muna 1

MOKA3ATEJb YPOBHSI COOPMUPOBAHHOCTH KOMIETEHIIAM

IIporuBoaeiicTBHEe KHOEPNPECTYIIHOCTH

®I'OC BO 10.05.03 «MudopmannonHas 6e3011aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM)

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE
o0menpodeccuoHaAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIUHX

HNH-
JEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHos0or
usi
¢popmupos
aHus
KOMIIeTeH

Dopm
a
OLIEHO
q-
HOI'0

Crenenu ypoBHeil 0CBOEHUSI KOMIIETEHIH
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OIIK—1

Crioco0eH OIIEHUBATD
pois uHOpMAIHH,
MH(OPMAIMOHHBIX

TEXHOJIOTUH U
nH(pOpMaIMOHHON
0Ee30MMacHOCTH B

COBPEMECHHOM

o0mecTBe, UX
3HAYEHHUE IS
obecneyeHus
00BEKTUBHBIX
motpeOHOCTEH

JIMYHOCTH, 00IIIECTBA

1 TOCYAapCTBa

3HATh: OCHOBHBIE HOPMATHBHEIE TIPABOBBIE aKTHI B 00JIaCTH
nH(OPMAMOHHOH 6e30NacHOCTH, MPOPECCHOHATBHYIO ITHKY
YMeTh: BBICTYIATh C IIPE3CHTALMSMH 110 BOIIPOCaM
poQeCCHOHANBHON JIESITENbHOCTH
BJIA/1eTh: BEICOKOH MOTHBALIMEN K BBHITIOIHEHUIO

podeCCHOHANBHOMN IESITENLHOCTH B 00aCTH 00eCIeUeHuUs
HH(POPMAIIMOHHON 6€30MaCHOCTH U 3allIUThHl HHTEPECOB
JMYHOCTH, OOIIECTBA U TOCYAAPCTBa, COOIIOIaTh HOPMBI
poheCCHOHATTLHON 3TUKU

Jlekium,
CaMOCTOSTENbH
as pabora,
nabopaTopHbIe
3aHATHUS

KT,
3aueTr

ba30Bblli ypOBEHB:
BHATb: OCHOBHbIC HOPMATHUBHBIC ITPABOBLIC AKThI B O6J'[aCTI/I
MH(POPMALIMOHHOM 0€30MaCHOCTH, PO(PECCHOHATEHYIO STHKY
YMETDb: BBICTYIIATh C IPE3CHTALIUAMU 110 BOIIpOCaM
podeCCHOHANTBHOMN ESITENbHOCTH
BJIAJIeTh: BHICOKON MOTHBAIIUEH K BHIIOTTHEHHIO
npo¢eCCUOHATBHOM NeSITeIPHOCTH B 00JIaCTH 00CCIICUCHHS
nH(pOopMaMOHHOI 0€30MaCHOCTH U 3allIUTHl HHTEPECOB
JMYHOCTH, O0IIECTBA M TOCYJapCTBa, COOII0aTh HOPMBI
po¢eCCHOHATHFHON ITUKU

IIoBBIILIEHHBIN YPOBEHB:

3HATh: OCHOBHBIC HOPMAaTHBHBIE IIPABOBBIC aKTHl B 001aCTH
WH(POPMAIIMOHHOM 0€301MacHOCTH, TPOPECCHOHATHHYIO
9THKY, JIy4IINe IPAKTUKH JSJIOBBIX KOMMYHHUKALIUH
YMeThb: BBICTYIIATh C MIPE3ECHTALMSIMH [0 BOIIPOCaM
po¢heCCUOHATIBHOM eI TEAbHOCTH, B TOM YHUCIIC MIPH
BHEJPEHHUH CHUCTEM MEHEIKMEHTa HHPOPMAITHOHHON
6e3011acHOCTH, CHCTEMBI MEHEPKMEHTA HETPEPhIBHOCTH
JeITEIbHOCTH
BJ1a/IeTh: HaBbIKaMH ()OPMUPOBAHUS CUCTEMBI (PUHAHCOBOM U
He(l)PIHaHCOBOﬁ MOTHBAIUU K BbIIIOJJHECHHUIO
IpoQeCCHOHANBHON IESTEIBHOCTH B 00J1acTH 00ecIIeueHHs
nH(pOpManNOHHOI 0€30MaCHOCTH U 3aIIUTH HHTEPECOB
JMYHOCTH, O0IIECTBA U TOCYJapCTBa, COOI0IaTh HOPMBI
po¢eCCHOHATBHOMN ITHKU
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YK-3

CnocobeH
OCYIIECTBIIATh
COIMAJIbHOE
B3aNMOJICHCTBHE U
peanr30BbIBATH CBOIO
POJIb B KOMaH[Ie

3HaTh:

- 3()()eKTUBHOCTH HCIOIH30BAHMUS CTPATETHU
COTPYAHUYECTBA JUISl TOCTH)KSHUS IOCTABJICHHOM 11eH,
OIIpEe/IeIIET CBOIO POJIb B KOMaHJIE;

- 0COOEHHOCTH MOBE/ICHHS BBIACICHHBIX TPYIIII JIOACH, C
KOTOPBIMH PabOTaeT/B3aMOJICHCTBYET, YUUTHIBATD UX B
CBOCH JIeATEIILHOCTH;

YMeThb: MOJICTTUPOBATh CHUTYallUH, MIPOTHO3UPOBATH|
be3yJIbTaThl (TIOCIENCTBUS) JIMYHBIX ACHCTBUI M IIIAHUPOBATH
TOCIIEIOBATENIFHOCTD IATOB JUIS JIOCTIDKEHHS  33/IaHHOTO
be3yJibTara;

Bnamersb: HaBbIKaM¥ () (HEKTUBHOTO B3aUMOICHCTBUS C
IMPYTHMH WIeHaMH KOMaHBL, B T.4. HABBIKAMH yYaCTHS B
oOMeHe nHpopManrei, SHaHUSIMH U OITBITOM, ¥ TIPHEMaMHt

B PEKTUBHOI Mpe3eHTaN Pe3yIbTaTOB pabOThl KOMaHIbI.

Jlekium,
CaMOCTOSTENbH
as pabora,
nabopaTopHbIe
3aHATHUS

KT,
3aueTr

Bba3oBslii ypoBeHb:

3HaTh:

- 3¢EeKTUBHOCTD UCIIOIB30BaHMS CTPATETHH
COTPYIHHYECTBA JJISI JOCTHKEHHSI IOCTABICHHOM LeIH,
OIIPEJIETISIET CBOIO POJIb B KOMAH/E;

- 0COOEHHOCTH MOBEAEHUS BBIJICTIEHHBIX TPYIII JIIOJICH, C
KOTOPBIMH pabOTaeT/B3aMMOICHCTBYET, YIUTHIBATD UX B
CBOEH JeATEeIHbHOCTH;

YMeTh: MOJIEJINPOBATh CHUTyaIllH, IPOrHO3UPOBATH
be3yNbTaThl (IIOCIEACTBUS) JINYHBIX JEHCTBUI U IJIAHUPOBATH)
TOCJIE/IOBATENILHOCTh IIaroB ISl JOCTWIKEHHS 3aJlaHHOTO
be3ysIbTaTa;

BuiageThb: HaBbIKaMu 3((EKTHBHOTO B3aNMOICHCTBHS C
JPYTHUMH YWIEHaMH KOMaH/Ipl, B T.4. HABBIKAMH y4acTHs B
oOMeHe nHpopManueil, 3SHaHUSIMH U OTIBITOM, M TIPUEMaMH
3¢ eKTUBHOMN MPE3EeHTANH PE3yIbTaTOB pabOTH KOMaH/IBL.

IIoBBIILIEHHBIN YPOBEHB:
3HaTh:
- 3(h(heKTUBHOCTH MCITOJIB30BAHMUS CTPATCIHU
COTpYyAHUYECCTBA JJId JOCTHIKCHUA MMOCTaBJIECHHOM oeiu,
OTpEeIeIsIeT CBOO POJIb B KOMAH/IC,
- 0COOCHHOCTH MOBEICHUS BBIJICTICHHBIX TPYIII JIOICH, C
KOTOPBIMH pabOTacT/B3aUMOICHCTBYET, YUUTHIBATh HX B
CBOCH JIeATENLHOCTH;

YMeTh: MOJICTUPOBATh CUTYAIIHH, IIPOTHO3UPOBAThH
pe3ynmbTaThl (IOCIECTBHSA) INYHBIX NEHCTBHN 1
TUTAHUPOBATh MOCIIEIOBATENBHOCTD IIArOB /IS TOCTIKEHUS
3aITaHHOTO pe3yNbTaTa IPH BHEJPECHUH CUCTEM MEHEDKMEHTA
WH(POPMAIIMOHHOH 0€301TaCHOCTH, CHCTEMBI MECHEPKMEHTA
HEIPEPHIBHOCTH AESITEILHOCTH

Buiagernb: HaBbikaMu 3((EKTUBHOTO B3aUMOJICHCTBHS C
JPYTUMH YWIEHaMH KOMaH/Ibl, B T.4. HABBIKAMH y4acTHs B
oOMeHe nHpopManueil, 3SHAHUSIMH U OITBITOM, U ITPHUEMaMH
3¢ PEeKTUBHOM ITPE3EHTAINH PE3yIbTaTOB pabOThl KOMaH bl
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YK-4

Cmocoben
OCYIIECTBIIAT
JICJIOBYIO
KOMMYHHKAITUIO B
YCTHOU U
MUCBMEHHOU (hopMax
Ha TOCYJIapCTBEHHOM
s13p1Ke Poccuiickoi
Deneparuu u
MHOCTPaHHOM(BIX)
A3bIKe(ax)

3HaTh: TOAXOABI K BHIOOPY Ha TOCYJapCTBEHHOM H
WHOCTPAHHOM (-bIX) SI3bIKaX KOMMYHHKATHBHO HPHUEMIIEMBIX
CTHJIEH JIeIOBOTO OOIIEeHHs, BEepOAJIbHBIX M HEBepOaIbHBIX
CPEICTB B3aMMOJICUCTBHS C TAPTHEPAM;

YMmers:

- UCTIONIB30BaTh HHPOPMAIIMOHHO- KOMMYHUKAIIHOHHBIC
TEXHOJIOTHH TIpH TIOMCKE HeoOXoAuMoi HHPOpMAIUN B
MIPOIIECCE PEIICHHsI CTaHJAPTHBIX KOMMYHHUKAaTHBHBIX 337124
Ha TOCYAapCTBEHHOM M HHOCTPAHHOM (- BIX) SI3bIKAX;

- BECTH [EJIOBYIO IIEPEIUCKY, YYHUThIBas OCOOCHHOCTH
CTHJIMCTHUKHU Od)HL[I/IaHBHBIX n HeOd)I/IL[I/IaJ'[BHBIX IIMCEM,
COLIMOKYJIbTYpHBIE pa3nuyusi B (opMaTe KOPPECIOHICHIIUH
Ha roCyZapCTBEHHOM M MHOCTPaHHOM (-bIX) SI3bIKaX;
- UCIIONIb30BaTh JHAJIOTHYecKoe obuieHue
COTpYyIHUYECTBA B aKaJleMU4eCcKon
KOMMYHUKAIIMU OOIICHHS:

* BHUMATEIBHO CIIyllas M MBITasACh MOHATH CYTh WACH
JPYTHX, Jake €CIM OHH NPOTHBOpeYaT COOCTBEHHBIM|
BO33PEHHSAM;

* yBaas BBICKa3bIBaHUS  JIPYTHX
COJIeprKaHus, TaK U B 1i1aHe GopMmbl;

* KPUTUKYs apryMEHTUPOBAHHO U KOHCTPYKTHBHO, HE€|
3aJ1€Bast YyBCTB JPYTHUX;

¢ ajanTupyd pe€db U A3BIK JKCCTOB K CUTyalUsIM|
B3aUMOJECICTBUSL.

BJ'[a)IeT]): HaBbIKaMH BBITIOJIHATH MEPEBO|
pOQeCCHOHANBHBIX TEKCTOB C HWHOCTPAHHOTO (-bIX) HA
TOCYAapCTBEHHBIH S3bIK U 0OpPaTHO.

JUIs

KaKk B IIJIaHC|

Jlekium,
CaMOCTOSTENbH
as pabora,
nabopaTopHbIe
3aHATHUS

KT,
3aueTr

ba30Bblii ypOBEHB:

3HaTh: TOAXONBl K BBIOOPY Ha TOCYZAPCTBEHHOM ¥
MHOCTPAHHOM (-BbIX) SI3BIKaX KOMMYHHUKATUBHO MIPUEMIIEMBIX|
CTWJIEH JIeNoBOro OOIIECHUs, BepOalbHBIX M HeBepOalIbHBIX
CPEICTB B3aUMOJICHCTBHUS C MApPTHEPAMU;
YMmers:
- NCTIOJIb30BaTh HH(OPMAIIMOHHO-KOMMYHHKAIMOHHbIE
TEXHOJIOTUM TIPH TIOMCKE HeoOXoauMoW WHQpOpMAalHu B
TIPOIIeCCe PEIICHNS CTAHAAPTHBIX KOMMYHHKAaTHBHBIX 337144
Ha rOCYJapCTBEHHOM M HHOCTPAHHOM (- BIX) SI3BIKAX;
- BECTH [IEJIOBYIO MEPENHCKY, YYUThIBas OCOOEHHOCTH
CTWINCTUKHA OQHUIHUAIBHBIX U HEOPHUIHAIBHBIX IHCEM,
COIIMOKYJIBTYpHBIE Pa3auyus B opMaTe KOPPECIIOHACHIINY
Ha roCcyIapCTBEHHOM M MHOCTPAHHOM (-BIX) S3bIKAX;
- HUCIIONIB30BaTh  JHMAaJOTHUECKOe  OOIIeHHe
COTpyAHHUYECTBA B aKaJeMHU4YeCcKOi
KOMMYHUKAIIUU OOIIEHUS:

BuiaeTh: HaBbIKaMU BBITNOJIHATE IEPEBOJ

JJISA

poQeCCHOHANBHBIX TEKCTOB C MHOCTPAHHOTO (-bIX) Ha
TOCYAapCTBEHHBIHN S3bIK U OOpPaTHO.
IIoBBIILIEHHBIN YPOBEHB:

3HaTh: TOAXOIBI K BBIOOPY Ha TOCYIAapCTBEHHOM W
MHOCTPAHHOM (-bIX) SI3bIKaX KOMMYHUKATUBHO TIPHEMIIEMBIX
CTHWJIEH JIeN0BOro OOILIECHUs, BepOanbHBIX M HeBepOalIbHbIX
CPEICTB B3aUMOJICHCTBUS C MapTHEPaMU;
Ymersn:
- ACTIOJIb30BaTh HH(OPMAIIMOHHO- KOMMYHHUKAIOHHBIE
TEXHOJIOTUM TIPH TIOMCKE HEoO0XoquMoi WHGpOpPMAIHMU B
MIPOIIECCE PEIICHUS CTAHAAPTHBIX KOMMYHHKAaTHBHBIX 33714
Ha rOCyJapCTBEHHOM M HHOCTPAHHOM (- BIX) SI3BIKAX;
- BECTU [IEJIOBYIO MEPENHCKY, YUUTHIBas OCOOEHHOCTH
CTWIINCTHKHA O(QHULIMATBHBIX M HEOQHLIHUAIBHBIX IHCEM,
COLIMOKYJIBTYpHbIE Pa3anyus B opMaTe KOPPECIIOHICHINY
Ha rocy/1apCTBEHHOM M HHOCTPAHHOM (-BIX) SI3bIKaX;
- HCHONB30BaTh  AMAJOrMyeckoe  oOlieHue
COTpyIHHUYECTBA B aKaJeMHUIeCKOi
KOMMYHHKAIUN OOLIEHUS:

* BHUMATEJIbHO CIIyIIas W IbITAsiCh HNOHATH CYTh WAEH

JPYTHUX, JJa)Ke €CIM OHU MPOTHBOpEYaT COOCTBEHHBIM|
BO33PEHHSIM;

® VRAWAG

JJISA

RLEICKARLEIRAHIAYI INVIAX KAK 2] nmagel
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[Tpunoxxenue 2
K paboueli mporpamme

OueHo4YHbIE CPeACTBA IJIS TEKYIIeH aTTecTaluu
KomnbrorepHoe TectupoBanue

[TpoMexyTo4HOE TeCTUPOBAHUE

[To xaxnmoir Tteme mnpemiaraercss 10 BompocoB mJjisi TecTUpoBaHus B cucteme LMS.
OcBoeHHE TEMBbI 3aBHCHT OT pe3ylibTaTa HamucaHus Tecta: 9-10 GamoB — Tema cywWrTaercs
OCBOCHHOW Ha TPOJBHUHYTOM YpOBHE; 6-8 0ayioB — TeMa CUMTAeTCsS OCBOSHHON Ha 0a30BOM
ypoBHe; 0-5 6ajIoB — TeMa CYMTAETCsl HE OCBOCHHOW. B TecTe mpeicTaBieHsl 3a1aHus/BOIPOCH
Pa3HBIX THIOB. TECT COEPKUT BOIIPOCH IO MaTepHaiaM TEOPUHU U MPOHACHHBIX J1a00paTOPHBIX
pabor.

Tectbl peacTaBiieHbl B cucteme LMS.

Hrorosoe Tectupoanue

Utorossiii TecT BkitoyaeT 70% MPOMEXKYTOUHBIX TECTOB, CPOPMUPOBAHHBIX HA OCHOBE
CIIy4ailHOro BBIOOpa W3 BCETO OaHKa TECTOBBIX 3aJaHHUI/BOMPOCOB HJsi MPOMEKYTOTHOTO
tectupoBaHus U 30% TECTOBBIX 33JaHUI/BOIIPOCOB, OTIMYHBIX OT IPOMEKYTOUHBIX, TO €CTh HE
BOIIIC/IINX B TIPOMEKYTOUHBIC TECTHI 33 JaHUI/BOIPOCOB.

Tectbl ipeacTaBiieHbl B cucteme LMS.

OueHo4YHbIE CpeCTBA AJISA POMEKYTOYHOM aTTeCTAIMU
3auer

3auer mpuUHUMAaETCs JMOO B BHJE UTOrOBOro tecta B cucreMe LMS, nnbo B ycTHOU
dbopme npu OTBETE Ha BOMPOCHI Ousieta. B 6unere comepkutes 2 (Ba) Borpoca.

Choucokx BOIIPOCOB JJIA 3a4€Ta 10 JIUCHUIIJINHE
HpI/IMepHHﬁ NEpCUCHL BOIIPOCOB AJIsI UTOrOBOI'O 3a4cTa:

1) WudopmarponHas 6e30MacHOCTh M MPECTYMHOCTh. [IOHATHS KUOSPIPECTYMHOCTH U
KHOEpIpEeCTYIIICHUS

2) DopMbI IPOTHBOCUCTBHUS KHOEPIPECTYITHOCTH.

3) HopmaTtuBHO-TIpaBOBBIE OCHOBHI HH(OpMaIMOHHOW Oe3omacHocTH B Poccuiickoit
®denepanuun

4) MexayHapoJHOE  COTPYIHMYECTBO B o0JacTh  3amuThl  WH(oOpMmanuwy,
IPOTUBOAEHUCTBUS KMOEPIPECTYITHOCTH.

5) TlpaBoBbie cTpaTeruu OOpHOBI C KHOEPIPECTYMHOCTBIO: 0030p MEXIyHapOJIHBIX,
PETHOHANBHBIX M HAI[MOHAJIBHBIX MOJIETIeH, UX B3aUMOCBS3b

6) KubGepmnpecrymienus B cucreme Ocobennoi yactu YK PO

7) Tlpectymienus B chepe KOMIBIOTEPHON HHPOPMALIMH: XapaKTEPUCTUKA COCTABOB

8) VYrosoBHas OTBETCTBEHHOCTH 32 KHOCPIPECTYIUICHUS B 3apyOeKHBIX CTpaHax

9) Tunu4HbIe CIIOCOOBI COBEPIICHUS KHOEPIPECTYIUICHHUI

10) MeTombl COKpBITHSI aBTOPCTBA MPECTYIUICHHs B ceTi VIHTepHeT
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11) Atpubyuus kubepatak. [loHsTHe ncTOYHMKA AeWcTBUi B ceTn MHTepHEeT. MeToap
aTpuOyIIMU UCTOYHHMKA KHOepaTak

12) ITousTHe moka3aTenbcTB B mU(poBOM BHUae. McTouHUKH cOOpa JI0Ka3aTelIbCTB B
upoBOM BHUJIE.

13) MeToibl KOMIIBIOTEPHO-TEXHUUECKUX IKCIICPTU3, UX MPABOBHIC OCHOBBI.

14) PaccrienoBanue KubeprnpecTymieHuid. ['ocy1apcTBeHHbIE OpraHbl, OCYIIECTRIISIONINE
paccienoBanue  KuOepmpecTymuieHuiH. MexayHapoqHOoe  COTPYIHHUYECTBO B
pacciieZJoBaHUU KUOePIpeCcTyIIIICHH.

15) MamuaHoe  0OyueHHE W HMCKYCCTBCHHBIM  HMHTCJUICKT:  HOBBIE  PHUCKH
nH(}OpMAITMOHHOM 0€301MaCHOCTH.

[Ipumep Ouinera.

MUHUCTEPCTBO HAYKU U BBICILIEI'O OBPA3OBAHM ST POCCUNCKOM ®EJEPALIUNA

OEJIEPAJIBHOE 'OCYJAPCTBEHHOE BIO/KETHOE OBPA30OBATEJIBHOE YUYPEXXJIEHUE BBICIHEI' O

OBPA30BAHUY
«MOCKOBCKUM NOJJUTEXHUYECKUN YHUBEPCUTET»
(MOCKOBCKHM MOJIUTEX)

Kypc «IIpoTuBoneiicTBue KubeprnpecTymHOCTH»
3auer
bumer Ne
1. HndopmannonHas 6e30MacHOCTb M MPECTyNHOCTb. [IoHATHSA KHOEpIpecTynHOCTH U
KHOEepIpecTyIIeHUS.

2. IlpaBoBeie cTpaTeruu OOpPHOBI C KHOEPHPECTYIMHOCTHIO: 0030p MEXIyHapOIHBIX,
PETHOHANBHBIX U HAITMOHATBHBIX MOJIENICH, X B3aMOCBS3b
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