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1. Hesn, 3a0a4m U NVIAHUPYeEMbIe Pe3yJIbTATHI 00yYeHHUs MO TUCIHUTLINHE

K oCHOBHBIM LEJISIM OCBOCHHS JNUCHUTUTHHBI «CeTH U CHUCTEMBI Iepenadyu WHPOPMAITUN
OTHOCHTCS:

* (OpMUPOBaHHE KOMIUICKCHBIX 3HAHHWH O MPUHITUIIAX OpraHu3anud, QYHKIHOHUPOBAHUS U
UCIIONb30BaHUSI KOMITBIOTEPHBIX CETEeH Pa3IUYHOIO MaciiTada, BO3MOKHOCTEH MX peanu3allid Ha
OCHOBE 0a30BBIX TEXHOJIOTUHN U CTaHIApTOB;

* (hoopMUPOBaHME YMEHUN U HABBIKOB MO MOCTPOSHUIO COBPEMEHHBIX CETEBBIX TOMOJIOTHIA U
CUCTEM CBS3U, UCII0JIb30BAHUIO NEPCIEKTUBHBIX TEXHOJOTUM, CTAHIaPTOB U IPOTOKOJIOB NIEPEAAYN
JTAHHBIX;

* 3aKpeIICHUE MOJIYYaeMbIX B CEMECTPE 3HAHUM 1 HABBIKOB HA IIPAKTHUKE;

* (hopmMHpoBaHE B3aMMOCBSI3€H, MTOJIy4aeMbIX B CEMECTPE 3HAHUM U HABBIKOB C U3YYECHHBIMU
paHee ¥ U3y4aeMbIX MapajuiesIbHO C JAHHON JUCUUILIMHOW;

* TMOJrOTOBKA CTYJIEHTOB K JI€ATEIbHOCTH B COOTBETCTBUU C KBaJU(UKALMOHHON
XapaKTepUCTHKON OakaaBpa.

K ocHoBHBIM 3agauyam quciuruivibl «CeTH U CUCTEMBI Tiepejaud HHPOPMAIUI» OTHOCSITCS:

* OBJIAJICHUEC HABBIKAMH W TPHEMAaMH WCIOJIb30BAHUS TEXHUYECKHX M MPOrPaMMHBIX
KOMIIOHEHTOB CETed U CHCTeM Iepenaud WH(GOpPMallMU, CETEBBIX IMPOTOKOJIOB M aJIrOPUTMOB
nepeaayn nHGOpMAIMH JIs TOCTHKEHHUS TPOPECCHOHATIBLHBIX EIIeH;

* U3y4YEHHE U OCBOCHHE TEOPETHUECKOIro MaTepuania, Kak B Mpoliecce KOHTAaKTHOM, TaK U B
X0JIE CAMOCTOSITENILHOU paboThI;

* BBITIOJTHEHHE MIPEIOCTABICHHBIX IPAKTUUECKUX 3aJaHUN pa3InYHbIX (POpM, KaK B IIpoliecce
KOHTaKTHOM, TaK U B X0/I€ CAMOCTOSITEIIbHON PabOTHI;

* camMocTosITeNbHAsl paboTa Ha/l TEMAaTUKON JUCHMILTUHBL 1151 (GOPMUPOBAHUS KOMIIETEHLIUN
OCHOBHOI1 00pa3oBarenbHON porpammel (ganee, OOI).

B pesynprare OCBOEHHS IUCHMIUIMHBI y 0OydYarommxcsi (GOpMUPYIOTCS —CIenyrolne
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CIEAYIOIIUE pPe3yJdbTaThl OOy4YeHMs] Kak JTall
(GhOpMUPOBAHUS COOTBETCTBYIOIIMX KOMIIETCHITHHA.

Kon u HamMeHOBaHHe KOMITETEHIIHH NuaukaTopbl IUIAHHPYEMBIX Ppe3yJbTaTOB OOY4YeHHs 110
AUCHHILTAHE
OIIK-5. Criocoben nHctamupoBath | OIIK-5.1. 3Hath:

MIPOrpaMMHOE U armnapaTrHoe o0ecneyeHne Uil | OCHOBBI CHCTEMHOTO aJIMUHHUCTPHPOBAHMSI.

nHpopMaMOHHBIX M aBToMaruiupoBaHHbIX | OIIK-5.2. Ymers:

CUCTEM BBINOJIHATh TOJKIIOUEHHE, YCTAaHOBKY U IPOBEPKY allapaTHBIX,
MpOrpaMMHO-aNMNapaTHBIX U IPOrPaMMHBIX CPE/ICTB.

OIIK-5.3. Baanets:

METOJAMH YCTAaHOBKU CHUCTEMHOIO M MPHUKIAJHOIO MPOrpaMMHOrO

obecredeHus.
OIIK-7. Criocoben yuactBoBaTh B HacTporike u | OIIK-7.1. 3HaTh:
HaJaJKe MIPOrPaMMHO-AINIaPATHEIX | METOJBI HACTPOHKH, HaJIa KK MIPOrpaMMHO-aINapaTHBIX
KOMIUICKCOB KOMIIJIEKCOB.

OIIK-7.2. YMmeTb:

IIPOU3BOJUTL HACTPOIKY, HalaJKy U TECTUPOBAHUE IPOrPaMMHO-
anmapaTHbIX KOMILIEKCOB.

OIIK-7.3. Bnanets:

cnocobaMi  TPOBEPKH  PabOTOCIOCOOHOCTH  MPOrPaMMHO-
aMnapaTHhIX KOMILICKCOB.

OIIK-8. Crocoben paspabateiBath anroputmsl | OITK-8.1. 3HaTh:
U MIPOTPaMMBbI, IPUTOJHBIE /ISl IPAKTHYECKOTO | ONEepanuOHHbIE CUCTEMBI U 000JIOUKH.
IIPUMEHEHHS

B nporuecce ocBoeHust 00pa3oBaTENIbHOMN IPOrpaMMBbl IaHHbIE KOMIETEHIIMH, B TOM YUCIIE UX
OTJIeJIbHbIE KOMIIOHEHTBI, (POPMHUPYIOTCS MOITAMHO B XOJI€ OCBOCHUS 00YYaIOIUMHCS AUCLUIUINH
(MoyIeit), IpakTUK B COOTBETCTBUH C yUEOHBIM IUIAHOM M KaJCHIAPHBIM TpadUKOM y4eOHOTO
nporecca.



2. MecTO IMCHUILTUHBI B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl

Huctmmuimaa «CeTn ¥ CHCTEMBI Tepefadn MHPOPMALIUU» OTHOCUTCS K YHUCIY y4eOHBIX
JUCHMIUIMH  oOs3arenbHOM uactw  bl.1  ydeOHOro miaHa OCHOBHOW Mpo(hecCHOHAIbHON
00pa30BaTeNIbHOI MPOrpamMMmBbl.

JlucuuIuinHa B3aUMOCBSI3aHa JIOTHYECKU U COAEP)KATEIbHO-METOAMUYECKH CO CIEAYIOIUMU
JTVCIATUTHHAMMU:

* 51.1.9 OcHoBBI HH(pOPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOT M.

* 51.1.10 Opranusanust DBM 1 BEIMUCIUTEIBHBIX CUCTEM

* 51.1.15 OcHOBBI CETEBbIX TEXHOIOIUI

3. CTpyKTypa M cojiep:KaHue IUCHUILTUHBI

OO6miast TpyI0€MKOCTh JUCITUTUTMHBI COCTABIISAET 4 3a4eTHBIX eauHulbl (144 akameMudecKux
4acoB, U3 HUX /2 Yaca — CaMOCTOSITeTIbHAs paboTa CTYIEHTOB).

Pazmensl AMCOMIDIMHBI HW3y4alOTCS HA BTOPOM Kypce B TpeTbeM cemecTpe, (opma
MPOMEKYTOUHOM aTTeCTaIMH - IK3aMEH.

3.1.Buabl yueOHO# padoThl M TPYA0EMKOCTh /IJIsl 04HOH opMBbI 00yUeHMs)

Ne . KosnuecTBo CemecTpbl
Buj yueOHoii padoThI
n/n 4acoB 3
1 AynuTOpHBIE 3aHATUSL 72 72
B ToMm uncne:
1.1 Jlexun
1.2 CeMHHapCKUe/TIPAKTHUECKHE 3aHATHSI
1.3 JlabopaTopHbIe 3aHATHS 72 72
2 CaMocTosiTesbHas paboTa 72 72
3 ITpoMeKyTOUHAs aTTeCTAIHS
KypcoBoii mpoekt
OK3aMeH 9K3aMeH
Hroro: 144 144
3.2. TemaTH4yeCcKuil IJIaH N3y4YeHHUS TUCHMILINHBI 1JI51 04YHOI (popmMbI
00y4eHus
TpynoemMKkocTh, 4ac
AynuropHas pabora
z
© =
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1 Tema 1 CoBpemeHHbIE yTpPO3bl CETEBOM 9
0e30macHoCTH
2 Tema 2 OGecrieuenne O€30MACHOCTH CETEBBIX 5 9
YCTpOHCTB
3 Tema 3 AyreHTndukanus, aBTOpU3aKs 1 ydeT 6 9
4 Tema 4 BHeapeHue TEXHONOTHH MeEXCETEBOrO 16 9
9KpaHa
5 Tema 5 Bueapenue cuctemsl MpegOTBPALICHUS 9
BTOPXKEHHI
6 Tema 6 ObecnieyeHue 6€30MaCHOCTH JIOKAIBEHON 20 9
cetu (LAN)
7 Tema 7 Kpunrorpadgudeckue CHCTEMBI 15 9
8 Tema 8 YmpaBiieHne 6€301acHOM CEeThIO 10 9
Bcero yacoB 1o AMCIHIIIMHE HA BTOPOM Kypce 144 72 72




Cisco

3.3.Coaepxanue TUCHMILTHHBI
Tema 1 CoBpeMeHHBIE YTPO3bI ceTeBOH 0€30I1aCHOCTH
1.2 CeteBble yrpo3sl
1.2.2 THCTpyMEHTHI XaKepa
* Ataka ¢ Mogu(UKaIMe TaHHBIX
* Ataka cniy¢unra [P-anpecos
1.2.4 PacnipocTpaHEHHBIE CETEBBIC aTaKU
1.3 Helitpanuzanus yrpo38
1.3.4 YcTpaHeHHe TUITMYHBIX CETEBBIX aTak
* CiocoObl HEWTpanu3aluy aTak Juisd OJIy4eHUs JOCTyna
1.3.5 Crpykrypa 3auuThl ceteBoit matdopmsl Cisco
Tema 2 O0ecnneuenne 0e30MaCHOCTH CeTeBbIX YCTPOMCTB
2.1 3amuTa 10cTyna K ycTpomcTBam
2.1.1 3amuTa rpaHUYHOTO MapIIPyTU3ATOPA
2.1.2 KondurypupoBanue 06€30MacHOr0 aIMUHUCTPATUBHOIO JTOCTYIIA
* PexoMmeHjanium 1o HaIeKHbIM IapOJIsIM
* [IpuMepbl HEHAZIE)KHBIX TTAPOJICH
* [Ipumepb! HaE)KHBIX TAPOIIEH
2.1.3 KondurypupoBaHue ycoBepIICHCTBOBAHHBIX (PYHKITUN
2.1.4 Kondurypuposanue SSH
2.2 HazHauyeHue afMUHUCTPATUBHBIX POJICH
2.2.1 16 ypoBHe# npuBUiIeruit
* YPOBHU NPUBUIIETHI
2.2.2 Kondurypuposanue CLI Ha ocHOBe poreit
2.3 MOHUTOPUHT YCTPOMCTB U YIIPABJICHUE UMU
2.3.1 3amura ¢aitnoB koHpurypamuu u oopasza Cisco [0S
» CBeneHus 00 ycroiunBoit koHpurypanuu Cisco IOS
2.3.2 3amuTa ynpaBieHHUs] U OTYETHOCTH
* Ocobennoctu BHemnonocHoro (OOB) ynpaBnenus
2.3.3 Mcnonb30BaHNE CUCTEMHOTO XKypHaia (Syslog) /st 3amuTel cetn
2.3.4 Ucnonb3oBanue npotokosia SNMP i 3amuTel cetu
2.3.5 Ucnonb3oBanue NTP
2.4 Vicnonb3oBaHNe aBTOMAaTHYECKNX (YyHKIUI oOecrieueHns: 6e30MacHOCTH
2.4.1 BeimosiHeHue ayauTa 0€30MacHOCTH
2.5 3amuTa mIoCKOCTH YIpaBIeHUS
2.5.1 Ayrentudukaius npoToKojIa MapupyTH3AIUN
2.5.2 OrpaHvuyeHue IOCKOCTH yIIpaBJICHUS
JlaGopatopnas pabora Nel Hactpoiika oneparuii Syslog, NTP u SSH na mapmpyTtuzatopax

Tema 3 AyreHTH(UKALUA, ABTOPU3ALNS U y4eT

3.1 Haznauenne AAA

3.1.1 O630p AAA

3.1.2 Xapakrepuctuku AAA

* Tunsl ydeTHOM HHPOpMAIUN

3.2 JlokanpHas ayTeHTHGUKaIus AAA

3.2.1 Hacrpoiika nokanbHOM ayTeHTU(PrKanuu AAA ¢ nomomibio CLI
3.2.2 YcrpaHneHue ommOOK JTOKaabHOM ayTeHTHGuKkanun AAA
3.3 CepBepHoe pemenne AAA

3.3.1 XapakTepuCTHKU CEpBEPHOrO pemeHus AAA

3.3.2 KoMMyHHKaIMOHHBIE TIPOTOKOJIBI cEpBEPHOro AAA

* CpaBHenue TACACS+ u RADIUS

3.4 CepBepHas ayTeHTuUKams AAA

3.4.1 Hactpoiika ayTeHTH(HUKAIIUN HA CEPBEPE

3.4.2 VcnipaBneHue ommoOOK cepBepHOi ayTeHTHGHuKanun AAA



KOHTPO.

ypOBHE

3.5 CepBepHas aBropuzanus u yuet AAA

3.5.1 Hacrpoiika cepBepHoi apTopu3anun AAA

3.5.2 Hactpoiika cepBepHoro yuera AAA

3.5.3 Ayrentudukanus 802.1X

JlaGopatopHas pabota Nel4 Hactpoiika ayrentuduxannu AAA Ha mapuipytuzaropax Cisco
Tema 4 BHeapeHune TeXHOJOTMH MeKCETEBOr0 IKPaHa

4.1 Crucku konTposs nocryna (ACL)

4.1.1 HacTpoiika cTaHAapTHBIX U PACHIMPEHHBIX CIIUCKOB KOHTPOJISL JOCTYyNa

4.1.2 He#ttpanuzaius atak ¢ nmomoiibio cnuckoB ACL

4.1.3 ACL-cniucku IPv6

4.2 TexHOJIOTHH MEXKCETEBOr0 SKpaHa

4.2.1 3amuTa ceTeil C OMOIIbI0 MEXKCETEBBIX IKPAHOB

4.2.2 Tunbl MEKCETEBBIX IKPAHOB

4.2.3 Knaccuueckuil MeKCETEBOM dKpaH

4.2.4 MexceTeBble 3KpaHbl B IU3aiiHE CETU

* [IpakTyeckue pekoMeHAANH I MEXKCETEBOr0 SKpaHa

JlaboparopHast pabota Ne6 HacTpoiika pacmmpeHHbIX CITUCKOB KOHTpouis qoctyna (ACL)
JlabopaTtopnas padota Ne7 Hactpoiika circkoB kKoHTpodist qoctyna (ACL) mist IPvo
JlaboparopHast pabora Ne§ VYcTpaHeHWEe HEMONAAOK B padoTe CTaHAAPTHBIX CIHMCKOB
751 qoctyna s [Pv4

Tema S BHeapenue cucreMbl NPeI0TBPALLICHUS BTOPKEHUH

5.1 Texnonoruu IPS

5.1.1 IDS u xapakrepuctuku IPS

5.1.2 BapuanTsl ceteBol peanuzanuu [PS

5.1.3 Ananuzarop KOMMYTHpYeMBIX TopToB Cisco

5.2 Curnatypsl IPS

5.2.1 Xapakrepuctuku curiatyp ais [PS-cucrem

5.2.2 Curnainsl TpeBoru curnaryp IPS

5.2.3 JleticTBus curnaryp IPS

* CBOJIKa KaTeropuii 1eMCcTBUI

» COpoc noaKIIoueHUs U OJIOKUPOBKA JEHCTBUS

5.2.4 IPS nnst ynpaBiieHHs U MOHUTOPUHTA

* QaKkTOpHI, KOTOPBIE HEOOXOIUMO YyUYeCTh NPU TUNIAHUPOBAHUU 1 MOHUTOpUHTE [PS

* Cnoco6 ynpaBneHus

Tema 6 Obecnieuenue 6e3onacHocTH JokaabLHOI ceTn (LAN)

6.1 be3onacHOCTh OKOHEUYHBIX YCTPOWCTB

6.1.1 Beenenue B 6€301MacHOCTh OKOHEYHBIX YCTPOUCTB

* 3amuTa OKOHEYHBIX YCTPOMCTB

» XocroBas peanusanus [PS

6.2 ®akTopbl, KOTOPblE HEOOXOAUMO YUMTHIBATh MpH obOecredeHnHu Oe30MacHOCTH Ha 2-M

6.2.1 Yrpo3sl 6€30MacHOCTH Ha 2-M ypOBHE
* Ataku Ha DHCP

* Ataku Ha ARP

* Ataku ciryuHTa aJpecoB

* Ataku Ha STP

6.2.2 Ataku Ha Tabnuy CAM

6.2.3 Heittpanuzarmus atak Ha Tabmmisl CAM
* PexxuMbl HapyIeHUS 3aIIUThI

e 3amura

» OrpanuueHue

* 3aBepiieHue paboThI

6.2.5 He#ttrpanuzanus arak DHCP

6.2.8 [IpoTOKOI CBA3YIOIIETO AEpPEBa



* CTouMoCTh OPTOB 10 yMoayaHuto STP

6.2.9 Heiirpanuzanus atak STP

JlaGopatopHas padota Ne2 HccnenoBanue MeToioB peanuzanuu cetu VLAN

JlaGopaTtopnas pabora Ne3 Hactpoiika cereit VLAN

JlaGopatopHnas padota Ne4 Hactpolika MarucTpaibHbIX KaHAJIOB

JlabopaTtopnas padota Nel1 [TpoBepka u otnagka Hactpoek NAT

Tema 7 Kpunrorpaguyeckue cucTeMbl

7.1 Kpunirorpadudeckue CepBUCHI

7.1.1 3amuTa oOMeHa JaHHBIMU

7.1.4 Kpunrosiorus

7.2 OCHOBHBIE BOIIPOCHI LIEJIOCTHOCTH U ayTeHTU(UKAITUH

7.2.1 Kpunrorpadudeckue xen-QyHKIUN

7.2.2 LenoctHOCTh ¢ anroputMamu MDS5, SHA-1 u SHA-2

7.2.3 Ayrentudukanus ¢ nmomoipio anropurma HMAC

JlaboparopHast pabora Ne5 Hacrtpoiika craHZapTHBIX WMEHOBAHHBIX CIHCKOB KOHTPOIIS
noctyna [Pv4

JlaboparopHnas pabota Ne9 MexceTeBble IKpaHbl HA CEPBEPE U CIIUCKU KOHTPOJIS IOCTYIIa Ha
MapIIpyTU3aTope

Jlaboparopuas pabota Nel0 Obecnieuenue 6ezonacHoctd VLAN Ha 2-M ypoBHE

Tema 8 Ynpaisienue 0e30nacHoii ceTbI0

8.1 TectupoBanue 6€30MaCHOCTH CETH

8.1.1 Meroauku TeCTUpOBaHUS OE30IIACHOCTH CETH

TectupoBanue u ornenka cuctemsl 0ezonacHoctu (ST&E)

8.1.2 UHCTpyMEHTHI TECTUPOBAHUS O0€301IaCHOCTH CETH

JlaGopatopnas padota Nel2 OTKa30ycTOHYMBOCTH MAPIIPYTH3ATOPOB M KOMMYTAaTOPOB

JlaGopaTtopnas padora Nel3 Pe3epBupoBaHue MapmpyTH3aTOPOB U KOMMYTAaTOPOB

Metoauka mpenojaBaHus MUCHUILTMHBI «CeTH W CHCTEMBI Iepenadyd HHGOpMaIuu» M
pcanunsanud KOMIICTCHTHOCTHOT'O moaxoaa B HN3JI0KCHUU u BOCIHIPHUATUA Marepuaia
npeycMaTpUBACT HCIOJIb30BAHHUE CIICAYIONUX AKTUBHBIX M MHTEPAKTHBHBIX (HOPM MPOBEICHUS
IPYTMIOBBIX, WHINBUAYAIbHBIX, ayJUTOPHBIX 3aHATUH B COYETAHWU C BHEAYAMTOPHOU pabOTOH c
1eNbI0 (POPMUPOBAHUS U PA3BUTHS MPO(HECCUOHATBHBIX HABBIKOB Y 00YYarOIIUXCS:

* BBINOJHEHUE JJA0OPaTOPHBIX paboT B 1abOpaTOpHUsX BY3a;

* WHAMBH/yaJbHbBIC U TPYIIOBBIC KOHCYJIBTAIMHU CTYICHTOB TIPENoIaBaTelieM,

* mocemeHue TpodUIbHBIX KoH(pepeHIMt u paboTa Ha MacTep-Kiaccax SKCIEePTOB U
CIICIMAINCTOB B BEO-TEXHOJIOTHAX, BeO-pa3paboTke, WHTepHET-MapKeTHHIe W JIPYTHX
npohecCHOHANBHBIX 00IaCTAX.

CaMocTosTeIbHas BHeEAyJUTOpPHAas paboTa CTYJACHTOB COCTOMT W3 TIOJTOTOBKH K
BBITIOJTHEHHIO | 3aIIUTe J1a00paTOPHBIX paboT, a TakyKe MOJATOTOBKU K MMPOMEKYTOYHON aTTeCcTallun
BO BpeMsI K3aMEHAITMOHHON CECCHH.

4. YuyeOHO-MeTOAM4YecKOe U HH(POpMaNIMOHHOE 00ecredeHue

4.1. HopmatuBHble 1okyMeHTBI 1 'OCThI

1. @enepanpubiii 3akoH or 29.12.2012 Ne 273-®@3 «O06 obpazoBanuu B Poccuiickoit
denepanumny.

2. llpuxkaz MunoOpHayku Poccunm ot 19.09.2017 N 929 (pea. or 08.02.2021) «OO06
YTBEPXKICHUH  (ellepadbHOr0 TOCYJapCTBEHHOIO 00pa30BaTENIbHOTO  CTaHAApTa  BBICIIETO
oOpa3oBanuss — OakamaBpuar 1o HamnpasieHuto mnoarotopku 09.03.01 Hudopmaruka u
BBIYUCIIUTENbHAS TeXHUKa» (3apeructpupoBaHo B Muntocte Poccun 10 oktsa6ps 2017 r. N 48489).

3. Axanemuueckuil yueOHbli tuian Hanpasnenue noarorosku: 09.03.01 Mudopmaruka u
BeIuMcIuTeNbHas TexHuka Ilpoduns: KubepbesonacHocTh aBTOMaTH3UpOBaHHbIX cucteM dopma
00yueHus: OUHasl.



4. TlonoxeHue O NPOBEAEHUM TEKYLIETO KOHTPOJII YCIEBAEMOCTU U IPOMEKYTOUHOU
aTTecTanuu oOydaromuxcs (eaepalbHOTO TOCYIapCTBEHHOTO aBTOHOMHOTO 00pa30BaTEIBHOTO
YUPEKACHHUS BBICIIETO 00pazoBaHust «MOCKOBCKHIA MOTUTEXHUYECKHI YHUBEpCUTET» (Y TBEPKIECHO
npuka3zoM Mockosckoro [Tomurexa ot 01.12.2022 Ne 13750]).

4.2.0cHOBHAA JTUTEPATYypa
1. Cetn 1 TeneKOMMYHUKAIUK: Y4eOHUK U npakTukyMm st By3oB / K. E. Camyiinos [u ap.];
nox penaknueit K. E. Camyitnosa, U. A. lllamumosa, /. C. Kynsa6oBa. — 2-¢ uzf., nmepepald. u J01I.
— Mockga: M3parenscTBo FOpaiit, 2023. — 464 c. — (Briciiee oopa3oBanue). — ISBN 978-5-534-
17315-4. — Texct: anexktponHbiii // OOpaszoBarenbHas miaatdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/532855 (nara obparienus: 18.09.2023)
2. qub6pos, M. B. Cetn u TeirekoMMmyHuKanuu. Mapuipytuszainust B IP-ceTsax: yueOHUK u

OpakTUKyM a7t By3oB / M. B. lubpoB. — 2-e u3n., nepepad. u gon. — Mocksa: M3naTenbcTBo
FOpaiit, 2023. — 423 c. — (Briciee oOpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
DIIEKTPOHHBIN // Oo6pazoBatenbpHas wiaropma Opaiit [caiiT]. — URL:

https://urait.ru/bcode/531273 (mara obparenus: 18.09.2023)

4.3.9JeKTpoHHbBIEe 00pa3oBaTe/bHbIE PECYPChI
1. https://online.mospolytech.ru/course/view.php?id=13237

4.4. lonoJiHUTEIbHAS JIMTEPaTypa

1. Tpodumos, B. B. I'nobanbHble 1 J0KalIbHBIE ceTU: yueOHUK a5 By30B / B. B. Tpodumos,
M. U. bapabanosa, B. U. Kuses. — 4-e u3zn., nepepad. u non. — Mocksa: M3natensctBo FOpaiiT,
2023. — 162 c. — (Bricuree oopaszoBanue). — ISBN 978-5-534-17504-2. — TeKcT: 3JIEKTPOHHBIN
// Obpa3oBarenbHas miatdopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/533206 (nara
oOpatuenus: 18.09.2023)

2. 3amsaruna, O. M. BbluMcaUTENbHBIE CHCTEMBI, CETH U TEJICKOMMYHHKAIUU.
MopenupoBanue ceteid: yaeoHoe mocoodue aist By3oB / O. M. 3amsatuna. — Mocksa: M3narenscTBo
Opaiit, 2023. — 167 c¢. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
AJICKTPOHHBIN /l O6pa3zoBaTenpHas maTdopma Opaiit [caiit]. — URL:
https://urait.ru/bcode/530772 (nara oopamenus: 18.09.2023)

5. MarepuajbHO-TEXHHYECKOe o0ecrieyeHue

5.1. TpeGoBanusi K 000PYAOBAHUIO ¥ IOMELEHUIO Il 3AHATHI

3ansatud no aucuuiuinie CeTd U CUCTeMBbI Nepeiadl HHGOpMauu JOJKHBI TPOBOJAUTHCS B
CIeMaIN3UpPOBaHHbIX ay IUTOpUsAX B Kopiryce MockoBckoro Ilonurexa Ha yi. [IpsHumnnkoBa 1.2a,
ayn. I1P2402 wu TIIP2403, ocHameHHBIX COBPEMEHHOW OpPITEXHUKOM M IEPCOHAIbHBIMU
KOMITbIOTEpAaMHU C MPOrPaMMHBIM OOECIeYeHHEeM B COOTBETCTBUM C TEMAaTHUKOM H3y4yaeMoro
Marepuana. Yuciao pabodnx MECT B ayJAUTOPUH JOJDKHO OBITh JOCTAaTOYHBIM JJII OOECIeueHUs
UHIMBUAYAIbHOM paboThl CTyAeHTOB. Pabouee mecto mpemopaBarenst JOMKHO OBITh OCHAIEHBI
COBPEMEHHBIM KOMIBIOTEPOM C MOJKIIOYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIH 3KpaH, WU
UHBIM aHAJOTMYHBIM 10 (YHKIMOHATBHOMY Ha3HAuUEHHUIO 000PY10BaHHEM.

5.2. TpeGoBaHusl K NPOrPAMMHOMY O0ecne4yeHu1o

Jlis  BBIMOJNHEHUS J1a0OpaTOpHBIX pabOT M  CaMOCTOSITEIbHOH pPabOThl HEOOXOIMMO
CJIeIyIOIIee MporpaMMHOE o0ecTieueHue:

+OC

» Be6-6paysep

* Putty

» TerraTerm

* Cisco Packet Tracer


https://urait.ru/bcode/532855
https://urait.ru/bcode/531273
https://online.mospolytech.ru/course/view.php?id=13237
https://urait.ru/bcode/533206
https://urait.ru/bcode/530772

6. MeTroauyeckne peKOMeHIaAUH

6.1.M€TOI[I/I‘ICCKI/IC PEKOMEHIAINA IJIA IMpenmoaaBaTes 1mo opranu3anuu

o0yueHust

1. [Ipu MOATOTOBKE K 3aHATHUSIM CIEAYET MPEIBAPUTEITHLHO MPOpadoTaTh MaTepral 3aHsATHUS,
MPEAYCMOTPEB €ro MoJlayy TOYHO B OTBEAEHHOE Uil 3TOTO BpeMs 3aHsATHs. ClenyeT NOArOTOBUTH
HEOOXOAMMBIE MaTepUaabl — TEOPETUUECKHE CBEACHUS, 3a1ayu u Ap. [Ipu mpoBeneHnn 3aHATHS
ClelyeT KOHTPOJIMPOBATh MOJady MaTepualia U pelieHue 3afJaHuil ¢ y4éToM y4eOHOro BPEMEHH,
OTBEJIEHHOTO JIJIS 3aHSTHS.

2. Ilpu mpoBepke pabOT W OTYETOB CIEIYyEeT YYHUTHIBATH HE TOJBKO TMPABUIBLHOCTH
BBITIOJIHCHUSI 3a/IaHW, HO W ONTHMAJIBbHOCTh BBIOPAHHBIX METOJIOB PEIICHHUS, MPABHWIHHOCTH
BBIIOJIHEHHS BCEX €ro IIaroB.

3. st cnaum paboT, KOTOPBIE CTYACHT HE BBHITIOJHUI B TEUCHHE CEMECTpa, MpernogaBaTeib
OpraHu3yeT JONOJHUTEIbHBIC 3aHATUS B KOHIIE CEMECTPA.

6.2.MeToanuyeckue yKa3aHus JJisl 00y4aIOMUXCsl M0 0CBOEHUIO JUCHMILTHHbBI

W3ydenue TUCHMITIMHBI OCYIIECTBISIETCS B CTPOIOM COOTBETCTBHUHM C I€JIEBOM YCTaHOBKOHU B
TECHOH B3aMMOCBSI3U yUeOHBIM TI1aHOM. OCHOBO# TEOPETHYECKOI MOTOTOBKH CTYIEHTOB SIBIISTFOTCS
JEKIIMOHHBIC 3aHATHUS, TAOOPAaTOPHBIE PaOOTHI.

B mpomecce camocTosITeNbHONW pabOThl CTYJAEHTHI 3aKPEIUISIOT WU YIITYOJSIOT 3HAHUSA,
HOJYYEHHbIE BO BpEeMs ayJUTOPHBIX 3aHATHH, 10padaThIBalOT KOHCIEKTHI U 3alIUCH, TOTOBITCSA K
NPOBEICHUIO B 00padaThIBAIOT Pe3yJbTaThl Ja0OPAaTOPHBIX PadOT, TOTOBITCA K IMPOMEKYTOUHON
aTTeCTAllUH, a TAKXKE CAMOCTOATENIbHO U3Yy4atoT OTAEIbHbIE TEMbI yU€OHOM TPOrpamMMmBl.

Ha 3aHATHSX CTYAEHTOB, B TOM YHCIIE TPEAIOJNATAONINX MPAKTHYECKYIO JESITEIbHOCTD,
OCYILIECTBIISICTCS 3aKpEIJICHUE MOJYUYEHHBIX, B TOM YHCJE U B IIPOLIECCE CAMOCTOSITENbHOM paboTHl,
3HaHui. Oco0oe BHMMaHUE OOpallaeTcsi Ha Pa3BUTHE YMEHUN W HABBIKOB YCTAHOBJICHUS CBSI3U
HOJIOKEHHUI TEOPUH € TPOPECCHOHAIBHOM JIESTEIBHOCTBIO OY/IYIIEro CICIHAINCTA.

CamocrosiTenpHass paboTa OCYIIECTBISETCS WHAMBHIYadbHO. KOHTPOIB caMOCTOSTEIHHOM
paboTHI OpraHnu3yeTcs B ABYX (opmax:

* 3aIUTa J1a0OPaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI TperoiaBaTeieil (TeKyIIUi 1 IPOMEXKYTOUHBIN ).

Texymuii KOHTPOJIb OCYIIECTBIISCTCS HA ayAUTOPHBIX 3aHATHIX, IPOMEKYTOUHBII KOHTPOIh
OCYIIECTBIISIETCS Ha YK3aMEHE B MMCbMEHHOH (YCTHOI) popme.

Kputepusimu o1leHKH pe3yIbTaTOB CAMOCTOATENBHON pabOThI CTYICHTA SBISIFOTCS:

* YPOBEHb OCBOCHUS CTYJICHTOM Y4eOHOTO MaTepHaa;

* YMEHHUS CTyJIEHTa UCIIOJIb30BaTh TEOPETHUUECKIE 3HAHUS MPH BBIMOJHEHHH MPAKTUIECKUX

3a;ay;
* chopMHUpPOBAHHOCTH KOMTICTCHITHIA,
° 0(1)OpMJ'IeHI/Ie MaTcpHrajia B COOTBETCTBUU C Tpe6OBaHI/IHMI/I.
7. ®OH/ OLIEHOYHBIX CPEICTB
7.1.0nucanue nokasareJieii U KpUTepHeB OLlCHMBAHUSA
HaumenoBanue IIpeacraBiaenue
Ne OC | oneHo4Horo KpaTkas xapakTepHCTHKA OLIEHOYHOTO CPEICTBA | OLIEHOYHOI0 CPeICTBA B
cpeacTBa DOC
CpencTBO KOHTPOJIS, OPraHM30BAHHOC KaK OYHas
Bompocsr o
. Oecea nearortyeckoro paboTHUKA ¢ 00yHaIOIUMCSE
KonTtpomnsHsIil py6ex o o TeMam/pasaesiam
. Ha TEMbl, CBSI3aHHbIE C W3y4aeMOW IUCLMIUIMHOH, U
1 (ycTHbIi orpoc/ . | aucuuIUIMHBL. Bompockl
pacCYUTAaHHOC Ha  BBIICHCHHC o0beMa 3HaAHHI
cobeceoBaHue) o 1a00paTOPHBIM
00y4arolerocsi Mo ONPEIEICHHOMY pa3fielly, TeMe, AGoran
npoOieme, B T.4. 110 Ja0OPaTOPHBIM paboTaMm. P
. | Bompocsl o
CpencTBo KOHTPOJIS, OPraHW30BaHHOE KaK OYHBIN
. . TemMaMm/pazzenam
KoHTponbHbIH pyOex | MUCBMEHHBIA OTBET OOYy4aloIIerocs Ha TEMBbI,
2 . . . JUCLHMIUTMHBL.  Bompockr
(MMCBMEHHBIN OMPOC) | CBSI3aHHBIE € W3y4aeMOW  JUCUMIUIMHON, H
. . | mo 1a00paTOPHBIM
paccuMTaHHBIA Ha BBUSICHEHHME O0BeMa 3HAHUI
pabotam
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o0ydaromerocs mo ONpeaeIeHHOMY paslieny, TeMme,
mpobJieMe, B T.4Y. 10 J1a00PaTOPHBIM paboTaM.

BOIIPOCOB, 3aJ1a4, NPAKTUICCKUX 332[3HPII>1.

4 Tect(T) Cuctema CTaHAAPTU3UPOBAHHBIX 3a1aHui, | QOHJ TECTOBBIX 3aJaHUI
TI03BOJISIOIIAS aBTOMAaTU3MPOBAThH poueaypy
W3MEpEeHHs yPOBHSI 3HAHWI M YMEHHH 00y4aromerocs.
5 OK3aMeHaIlMOHHbIE CpencrtBo TpOBEPKHM 3HAHWH, YMEHHH, HABBIKOB. | DK3aMEHAlMOHHbIE
ownets! (O6) MoeT  BKJIOYaTh  KOMIUIEKC  TEOPETHYCCKHUX | OMJICTHI.

[IIxana oueHUBaHUI U
TPOIeAypa IIPUMECHEHHSL.

7.2.0nucaHue nNoka3areJieid 1 KpUTepreB OLlEeHUBAHMSI KOMIIETEHIIUIA,
(opMupyeMBIX 110 HTOTAaM OCBOEHMS TUCIUILIMHBI, ONTUCAHUE KA

OLlCHUBaHUMA

Ilokazatenem OLICHUBAHUA KOMHCTCHI_II/Iﬁ Ha pa3jIMYHbIX 3TallaX uX (I)OpMPIpOBaHI/IH SABJIACTCA
JOCTHIXKCHHC O6y‘~IaIOIHI/IMI/IC$[ IIAHUPYCEMBIX PE3YJILTATOB o6yquI/1$1 10 JUCIHHUITIIMHE.

Iloxa3arenanb

Kpurepuu ouennBanust

2

3

4

5

OIIK-5. Croco0eH WMHCTAIMPOBAaTh INPOrPpaMMHOE M ammapaTHoe oOecredeHue Ui HHGOPMAIMOHHBIX H
aBTOMATH3HPOBAHHBIX CUCTEM

OIIK-5.1. 3HaTs:

OCHOBBI CHCTEMHOIO
aJIMAHUCTPUPOBAHUSL.
OIIK-5.2. YmeTh:
BBIIIOJIHATE
MOIK/IIOYEHHE,
YCTaHOBKY M TIPOBEPKY
anmapaTHbIX,
MPOrpaMMHO-
al'IHapaTHI)IX u
MIPOrPaMMHBIX CPEICTB.
OIIK-5.3. BnaneTs:

METOLaMU YCTAaHOBKH
CHCTEMHOT'O u
MPUKITAIHOTO
MIPOrPaMMHOTO
obecrieyeHus.

OO0yuatomruiics
JIEMOHCTPUPYET
TIOJIHOE
OTCYTCTBHE  WIIH
HEAOCTATOYHOE
COOTBETCTBHE
MaTepHuary
JMCIUTUIAHEI
3HAaHUMH,
YKa3aHHBIX B
HHIUKAaTOpax
KOMITETECHITUI
JIUCLIMILIAHEIL

OO0yuatomtuiics
JEMOHCTPHUPYET
HEMOJIHOE
COOTBETCTBHE
CIICYIOTIIX
3HAHUM, YKa3aHHBIX
B WHAUKATOpaxX
KOMIIETEHITHAI
JOUCUMIIJIMHBI.
HonyckaroTcs
3HAYUTCIbHBIC
OIIINOKH,
MIPOSBIISICTCS
HEJO0CTaTOYHOCTh
3HaHUH, 1O psgy
ToKa3areseH,
oOygaromuics
HCTIBITHIBACT
3HAYUTEIHHEIC
3aTpyAHEHUSA
OIIEpUPOBAHUU
S3HaHUAMHU TIpU  UX
NIepPEeHOCe Ha HOBHIE
CUTYAIWH.

npu

OO0yuatomuiics
JEMOHCTPUPYET
YaCTUIHOE
COOTBETCTBHE
CIICYIOTIIX
3HaHMUM, YKa3aHHBIX
B WHAWKATOpax
KOMIIETEHIIHI
JOUCUMIIJIMHBI.
JIOITy CKaroTCsA
HE3HAUYUTCIIbHBIC
OIIINOKH,
HETOYHOCTH,
3aTpyAHEHUS
AHATTUTHYCCKIX
onepanusx.

Ho

npu

OO0yuatromuiics
JEMOHCTPHUPYET
MOJIHOE OTCYTCTBHE
WU HEAOCTAaTOYHOE
COOTBETCTBUE
MaTepuany
JUCLUIUIAHBL
3HaHWM, YyKa3aHHBIX
B HHAWKaTOpax
KOMIMETEHIU I
JMUACLUTIIIMHBL.

OIIK-7. CnocobeH ydacTBOBaTh B HACTPOWKE U HATAIKE MPOTrPaMMHO-a

IIapaTHbIX KOMIIJICKCOB

OIIK-7.1. 3naThb:

METO/IbI HACTPOWKH,
HATAIKd  TMPOrPaMMHO-
aTmapaTHbIX
KOMILIEKCOB.

OIIK-7.2. YMeTh:
MIPOU3BOJIUTH HACTPOMKY,
HANaIKy U TECTHPOBaHHUE
MIPOTPaMMHO-
anmapaTHbIX
KOMIIJIEKCOB.

OIIK-7.3. BnaneTs:

OO0yuatomruiics
JIEMOHCTPUPYET
MOJIHOE
OTCYTCTBHE WU
HEA0CTATOYHOE
COOTBETCTBHE
Marepuanty
JHACITATLIHEI
3HAHWMU,
YKa3aHHbIX B
WHIUKATOpaxX
KOMIETECHLIMH
JOUCUMILIMHBI.

OOyuatomiuiics
JEMOHCTPHUPYET
HEMNOJIHOE
COOTBETCTBHE
CJIEYOLINX
3HaHUM, YKa3aHHBIX
B HMHIUKATOpax
KOMIIETEHIIAI
JVCHUIIINHBL
Honyckatores
3HAYNTEIIbHbIC
OIINOKH,
TIPOABJIACTCA

OOyuatoniuiics
JEMOHCTPHUPYET
YaCTUYHOE
COOTBETCTBHE
CJIEYOLINX
3HaHMM, YKa3aHHBIX
B WHAUKATOpaxX
KOMIIETEHIIAI
JUCTIUTUIAHBL.
JIOITy CKaroTCA
HEe3HAYNTENIbHBIE
OIINOKH,
HETOYHOCTH,

Ho

OO0yuatromuiics
JIEMOHCTPHUPYET
MOJTHOE OTCYTCTBUE
WIH HEJO0CTaTOYHOE
COOTBETCTBHE
MaTepHaiy
JUCTIATUTAHBI
3HaHWM, YyKa3aHHBIX
B WHAWKATOpax
KOMITIETEHIUI
JTUCTIUATUIAHBL
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criocobamu MIPOBEPKU HCAOCTATOYHOCTh 3aTpyAHCHUS  IIpU

paborocnocobHOCTH 3HAHWH, TI0 PAOY | aHATUTHYECKUX
POrpaMMHO- MOKa3aTernei, OIEpaLHsIX.
anmapaTHbIX o0yJarommiics

KOMILIEKCOB. HCIIBITHIBACT

3HAYUTEIbHBIC
3aTpyOHEHUS  TIpHU
OTIePUPOBAHUH
3HAHUSAMH TPH WX
IepeHoce Ha HOBBIC
CUTYaIlUH.

OIIK-8. Criocoben pa3pabaTbIBaTh AITOPUTMBI X IIPOTPAMMBI, TPUTOHBIE IS IPAKTHIECKOTO IPUMEHEHHS

OIIK-8.1. 3Harts: OOyuaromuiics OOyuaromuiics OOyuaromuiics OOyuaromnuiics
ONEpPALMOHHBIE CUCTEMBI | JEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
1 000JIOYKH. TOJIHOE HETIOJIHOE YaCTUYHOE MOJIHOE OTCYTCTBHUE
OTCYTCTBHE WJIH | COOTBETCTBHE COOTBETCTBHUE WIK HeIOCTaTOYHOe
HEJI0CTaTOYHOE CIICYIOTIIX CIICYIOIIIX COOTBETCTBHE
COOTBETCTBHE 3HAHUH, YKa3aHHBIX | 3HAHWH, YKa3aHHBIX | MaTepHaIy
MaTepHuary B WHAWKATOpax | B WHAWKATOPAX | AUCIUTUTHHBI
JUCIUAIIINHBI KOMIIETEHITAI KOMIIETEHITHI 3HaHWUM, YyKa3aHHBIX
3HAHWH, JUCITUTUTAHEI. mucrruiiael. Ho | B WHAUKATOpax
YKa3aHHBIX B | Jomnyckarorcs JIOITYCKarOTCs KOMIETEHIU I
WHINKATOpaxX 3HAYUTCIIBHBIC HE3HAYMTEIIbHBIC JIACLMIUIAHEL.
KOMITETeHITUH OIIMOKH, OIIMOKH,
JUCIUTUTAHEIL. MPOSIBIIAETCS HETOYHOCTH,
HEJI0OCTaTOYHOCTh 3aTPYIHCHUS TIPU
3HaHUH, TIO POy | aHATUTHYECKUX
roKasareJei, OTIepamnusIX.
oOygarommuics

UCTIBITHIBACT
3HAYNTEIbHBIC
3aTpyJHECHUS  TpH
OIIEpPUPOBAHUH
3HAHMSAMH TIPU  HX
nepeHoce Ha HOBBIC
CHUTYyaIHH.

7.3.1lIkana oneHUBaHUs Pe3yIbTATOB NPOMEKYTOUHOM ATTECTAIIUM U €€

OoInucaHue.

DopmMa NPOMEKYTOYHON aTTECTALMH: IK3aMeH.

[IpomexyTounas aTTectanus o0yyaromuxcs B (popMe 3K3aMeHa MPOBOJUTCS MO pe3yIbTaTaM
BBHITIOJTHEHHSI BCEX BUJOB Y4eOHOI pPabOTHI, MPEeIyCMOTPEHHBIX Y4YeOHBIM IUTAHOM IO JaHHOMN
JUCHUITIINHE (MO)Iy.TIIO), IIPpU 3TOM YUHUTBIBAIOTCA PE3YJILTAThI TCKYIIETO KOHTPOJIA YCIICBAEMOCTHU B
TedeHne cemectpa. OleHKa CTeNeHH MOCTKEHHUS OO0YYaloUIUMUCS TUIAHUPYEMBIX DPE3yJbTaTOB
o0y4eHus: MO JUCHUIUIMHE (MOIYJI0) TPOBOAMUTCS TMPENoaaBaTesieM, BEAYIIUM 3aHATHS TI0
TUCIUILINHE (MOTYITI0) METOJIOM IKCIEPTHOU olleHKH. [1o uToram mpomMexxyTouHOM aTTecTally Mo
JUCIUIUIMHE (MOAYJIO) BBICTABIISIETCS OLIEHKA «OTIUYHOY, «XOPOILIOY», «yJAOBIECTBOPUTEILHO» WIH
«HEYJIOBJIETBOPUTEIHLHOY.

HpI/IBe}IeHHI)Ie HMXKC ITpaBUJIa BBICTABJICHUA OLICHOK U OHOS)IaHI/Iﬁ MOTYT OBITH HN3MCHCHHI,
€CIM TPEeNoAaBaTeNlb COYTET JTO HEOOXOAMMBIM. BakHO, dYTOOBI CTYIEHTBI pEryJspHO
MIPOCMATPUBAIIU TIJIaH Kypca, BeIIokeHHBIH B CJ1O, Ha mpeAMeT ero 0OHOBJICHUS UIH U3MCHEHHSI.

B cooTBeTcTBHU C INTAaHOM JAUCHUIITIMHBI CTYACHTAM BBIAAIOTCA 3alaHUS Ha na60paTopHHe
pabotsl. JlabopaTopHbie pabOTBl MOTYT COCTOSITH M3 MPAKTHUYECKUX 3aJaHHi, KOTOPhIE TPEOYIOT
BBINOJIHEHHUSI PAa0OThl B ayJUTOPUM YHUBEPCUTETAa W 3aJaHUM A CaMOCTOATENbHOM pabOTHI.
[TomuMo TpeOoOBaHMI W omucaHUs 3afaHUs B paOOTe yKazaH KpaWHuUU cpok cmauu. s chmaum
nabopaTopHOil pabOTHI CTYACHTY HEOOXOIMMO BBIIIOJHUTE MPAKTUYECKYIO YacTh B COOTBETCTBUU C
3a/laHueM U 3alUTUTh padboTy. Bo Bpems 3a1uTel 1abopaTopHON paboThI IIpenogaBaTelb MIPOBEPSIET
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MPAKTHYECKYI0 YacTh pabOThI M OMpAlIMBAeT CTYJACHTA IO TEOPETUYECKUM pasfenaM TeMbl
nabopatopHoil paboTel. Eciii cTyJeHT OTKa3bIBaeTCsl OTBEYATh HA BOIMPOCHI, UM JIA€T MOJTHOCTHIO
HEBEPHBIE OTBETHI, MJIM OTBETHI HE 110 TEME, TO paboTa MOXKET CUMTATHCS CAAHHOMN, HO TIPY 3TOM OHA
OlLICHUBaeTCs He Bhile 1 6aa.

Pabota nomkHa OBITH BBITTOJIHEHA CTYIEHTOM CAaMOCTOSITENILHO: HA CHUMKAX dKpaHa CTyIeHTa
JIOJDKEH OBITh BUJIEH pabounii CTOJI, MEHIO MycK ¢ AaToi u BpemeHeM u ®UO crynenra. Ecim st
MpaBuIia He COOJIIOIAl0TCS, TO Pab0Ta HE CUMTACTCS CIAHHOM U HE OIICHUBACTCS.

Py6esxHbie KoHTpoU (YCTHBIN/MIMCHMEHHBIH OMPOC) CAAIOTCS B ayAUTOPUN UHIUBUAYATHHO
110 BApUAHTY 3a/I1aHUsl, BEIJIAHHOMY IIpEIoaBaTesieM B Ha3HaueHHbIe JHU. [Ipy 0TCyTCTBUM CTyIeHTa
B JICHb HAIlMCaHMs KOHTPOJIbHOHN pabOoThl eMy pa3pemiaercs ciaTh paboTy Ha CIEAYIOIIEM 3aHITHH,
IIPH OTOM CTYJICHTY Ha4dHcIsieTcs mrpad B pazmepe 1 6aia, 3a KaXIyr0 HEJIETIO POCPOIKH.

Kaxnpiii cTyneHT umeeT mpaBo Ha 3 Henenw omno3faHus (0e3 HayucieHus MTpadHbBIX
0ayIo0B), KOTOpPhIE MOTYT OBITh MOTpPadYeHbl HA JIIOOBIC 3aMaHus B TeueHue cemectpa. Omnosmanus
npeHa3HaYeHbI JIJIS PeIIeHUs] 0COOBIX CUTYaIUi, TAaKUX KaK 00JIE3Hb WM Ype3BblUaiiHbIe CEMEITHbIE
00CTOSTEHCTRA.

CtyzneHThl JOJKHBI 3apaHee coOO0IIaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJIHOCTU CO
CBOEBPEMEHHOM claued 3ajaHus Wiu mpoekTa. [Ipm Hamuuuu peanbHBIX NPUYUH 3aJCPKKU
CTYJIEHTaM CJIelyeT KaKk MOXKHO CKOpEe CBSI3aThCs C MpErojaaBaTelieM U OOCYIUTh BO3MO>KHbBIE
YCIJIOBHSL.

K npomexxyToyHOW aTTecTalMy JOMYyCKAaIOTCS TOJIBKO CTYACHTHI, BHIITOJHUBIINE BCE BUIbI
y4eOHOI paboThl, MPEIyCMOTPEHHBIE pabodeil MmporpamMMoi MO TUCIMIUIMHE — BBITIOJHEHHE H
3anuTa JlabopatopHbIX padOT COrjacHO MOJYYEHHOMY 33JaHMIO, cAaua PYOEKHBIX KOHTpOJIeH
(YCTHBIX/TUCBMEHHBIX OIPOCOB/COOECEI0OBaHMIT) IO TeMaM Y4eOHOTO Kypca, BBIIIOJTHEHHE TECTOB 110
BCEM pazjenaMm Kypca, Bkiroyas uToroBblii TecT B cucteme JIMC Mockosckoro Ilomutexa c
JOCTIDKEHUEM TIOPOTOBBIX 3HAYEHHUH OIIGHOK IO BCeM BUAaM YydeOHOW pabotel. Ilpum sTOM

HCIIOJIB3YCTCA 6aHHLHO'peﬁTHHFOBaH CHUCTEMA, BKIIIOHAromas CJICAYIONNC KPUTCPUH OLICHKH.
Kpurepnii 3HayeHUe KPpUTepHS

Bemonuenue u 3amuTa | Ot 1 10 5 GayuioB 3a Kaxkayto paboTy B 3aBUCMMOCTH OT YPOBHSI IIPAKTHYECKOTO
naboparopHbIX paboT B cpok. (L) | BbImoiHEHUsS pabOTHI M 3HAHUS TEOPETUUECKOTO MaTepuaa.

MakcumaibHOe 3HaueHHe KpuTepus — He Oosee 25 6aiioB.

Ot 1 o 5 6anyoB 3a kaxoe codeceJ0BaHNE B 3aBUCUMOCTH OT YPOBHSI M 3HAHUS
TEOPETUYECKOro U IPaKTUYECKOr0 MaTepHana.

MakcumanbHOe 3HaueHHe KpuTepus — He Oosee 25 6aiioB.

Cnava pyOeXHBIX KOHTpOJIEH 1o
TeMaM Kypca B CpOK
(YcTHBII/TUCEMEHHBII ompoc/
cobecenoBanue),(I)

BrimonHeHNe TECTOB 1O TeMam
kypca B cucteme JIMC(T1)

ITo 1 Gamry 3a KaXablil TecT, BBINOJHEHHBIN Oosee yeM Ha 70% mNpaBHIBHBIX
OTBETOB. MakcuManbHOE 3HadyeHHEe KpuTepuss — He Oomee 10 Oamos.
Jlomyckaercst 3 HONBITKH Ha KaXKIbIH TECT B TEUCHHE CEMECTPA.

BrInosHEHIE UTOrOBOTO TECTA O
BCEM TeMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 Gammy 3a xaxasie 10% mNpaBHIBHBIX OTBETOB B TeCTe. MHHHMaJIbHOE
3HadeHune kpurepus — 7 6amnoB (70% NpaBUIBHBIX OTBETOB), MAKCHMAJIbHOE
3HayeHue kpurepus — 10 6amnos (100% npaBHIBHBIX OTBETOB).

IMocemenue 3ansTuii (V)

IIo 1 Oammy 3a HPUCYTCTBHE CTyAEHTa HAa KaXKJOM 3aHATHH (2 ak. yaca)
MaxkcumanbHoe 3HaucHue Kpurepus — 30 0aioB.

Koaddunuenr cpanueix pabor

(K)

Koaddunmenrt pasen 1, ecnut Bce pabothl (JabopaTtopHble paboThI, pyOeKHbIE
KOHTPOJIU, TecThl) cianbl u O eciu XoTs Obl 0J1Ha padoTa He claHa.

Pacuer urorosoro 6ama (F)

F=(L+1+T14T2+V)*K

BrimonHeHne »K3aMeHAIIMOHHOTO
3alaHuA

IIpu BBIOOpE CTYNEHTOM BBIMOJHEHHS DK3aMEHAIMOHHOTO 3allaHusi Oaibl
HaOpaHHBIC B TEUYCHMH CEMECTpa OOHYJSIIOTCS. MakcHMaibHOe 3HaYeHHE
kpurepusi — 100 6asoB.

O1eHka no 0aJJIbHO-PeHTHHTOBOM cucTeMe | OueHKa M0 UTOTOBOM ATTeCTAIMU
0...60 HeynoBneTBOpUTEIIEHO

61...75 Y 10BJICTBOPHUTENHHO

76 ...90 Xopormio

91...100 OTangHO

IIIxajga oneHUBaHUS

Onucanne

OTIHU4YHO

Cpennee 3HayeHUe [UIsl BceX (OPMUPYEMbIX Ha MOMEHT IPOBEJICHNUS aTTECTAllUU YPOBHEH
KoMIleTeHIMI — 5. BhInosHeHs! Bce BUAbI Y4eOHOH paboThl, MIPEeayCMOTPEHHbBIE Y4eOHBIM
w1aHOM. CTYZIeHT IEeMOHCTPUPYET COOTBETCTBHE 3HAHUH, YMEHUH, HABBIKOB MPUBEICHHBIM
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B TaOJIMIIaX MOKa3aTesel, onepupyeT NpHoOpPETEHHBIMHU 3HAHUSMH, YMEHUSMH, HABBIKAMH,
MIPUMEHSIET UX B CUTYalUsIX HOBBIIIEHHOH cloHOCTH. [Ipy 3TOM MOTYT OBITH IOITYIIIEHBI
HE3HAYUTENIbHBIE OMIMOKH, HETOYHOCTH, 3aTPyIHEHUS NPH aHAJIUTHYECKHX OIepalMsX,
NEPEHOCE 3HAHUH U YMEHUI HAa HOBBIE, HECTAHAAPTHBIE CUTYAIMH.

Xoporo

CpenHee 3HaUCHHE IS BceX POPMUPYEMBIX HA MOMEHT IIPOBEIICHUS ATTECTAI[UH YPOBHEH
KOMIETeHI — 4. BBITIOTHEHBI BCe BUBI y4eOHOM paOOTHI, MPEIYCMOTPEHHBIC YICOHBIM
wiaHoM. CTYJICHT IEMOHCTPUPYET HEIOJHOE, MPABUIILHOE COOTBETCTBUE 3HAHHUM, YMEHUIA,
HaBBIKOB TPHUBEICHHBIM B TAaOIMIAX MMOKA3aTeNe, 1100 eClTd IPU ATOM ObLIH JOMYIICHBI
2-3 HeCyIIeCTBEHHBIE OIIHUOKH.

yZ[OBHeTBOpI/ITCJIBHO

CpenHee 3HaueHHe T BceX HOPMUPYEMBIX HA MOMEHT NTPOBEACHHMS aTTECTAlMH YPOBHEH
KoMIeTeHIHii — 3. BrImorHeHs! Bce BUABI yueOHOU paboThI, IpeayCMOTPEHHBIE YIeOHBIM
wiaHoM. CTyZIeHT ZeMOHCTPHPYET COOTBETCTBHE 3HAHHH, B KOTOPOM OCBEIIEHa OCHOBHAs,
HanboJee BaKHAs 9acTh MaTepuaia, HO IIPH 3TOM JOIyILIeHa OJHA 3HAYMTeIbHas OLIHOKa
MJIN HCTOYHOCTD.

HeynosnerBopurenbsHo

He mocturHyTo moporoBoe 3HaueHHE XOTs OBl AJSl OJHOTO YPOBHSI (DOPMHUPYEMBIX Ha
MOMEHT TIPOBEJCHMS aTTecTaluu KommeTeHIMH. He BbIMONHeH oauH min 6oiee BUAOB
yuebHOil paboThl, MPEeIyCMOTPEHHBIX Y4YeOHBIM IUTaHOM. CTYIZEHT JAEMOHCTPUPYET
HETIOJIHOE COOTBETCTBHE 3HAHWH, yMEHWH, HAaBHIKOB IIPUBEJEHHBIM B TaOIHIAxX
TIOKa3aTesyiel, JOIYCKAroTCsl 3HAYNTEIbHbIE OINMOKH, MPOSBISETCS OTCYTCTBHE 3HAHUM,
YMEHHUH, HABBIKOB T10 PsIy MOKa3aTelNeil, CTyI€HT UCIBIThIBAET 3HAUUTEIIBHBIE 3aTPYAHEHUS
IIPY ONEPUPOBAHNH 3HAHHMSIMU M YMEHHSIMH IIPH MX [IEpPEeHOCE HAa HOBBIC CUTYallUH.

7.4.0nucaHus noka3arejeil OlleHUBAHUS U KPUTEPUEB OLleHNBAHUS

KOMIIeTEHIIUH

B mpouecce ocBoeHMs] JaHHOW AHUCHUUIUIMHBI CTYACHT (GOpMUPYET H

cieayoure o0menpodeccuoHaIbHbIe KOMIIETESHITUH:

JIEMOHCTPUPYET

Komnerenuuu Tepeuenn TexHosorus ®opma Crenenn ypoBHeil
(opMHpOBaHUS | OLEHOYHOr0 | OCBOEHMS
HNnpexc HHupexc KOMIIOHEHTOB . ox .
KOMMeTEeHIU i cpeacTBa KOMMeTeHI Ui
OIIK-5 Cnocoben OIIK-5.1. 3HaTb: JlaboparopHsie YO BA30BBIN
HWHCTaJUTPOBATh OCHOBBI CHCTEMHOTO | pabOTHI, II YPOBEHD:
pOrpaMMHOE W | aIMHHHCTPUPOBAHUSA | CaMOCTOSTENbHas | DK3aMeH CIOCOOHOCTD
anmaparHoe . pabota BBITIOJTHATh
obecrieueHne g | OIIK-5.2. Ymers: MTOJTyYeHHOE
I/IH(I)OpMaI_H/IOHHBIX n BBIIIOJIHATH 3aJaHueC, IPUMEHAA
ABTOMATU3UPOBAHHBI MOJKJIIFOUCHUC, TOJIY4YCHHBIC 3HAHUEC
X CUCTEM YCTaHOBKY u U yMEHHs  Ha
MIPOBEPKY MPaKTHKe, BIAJETh
annapaTHBIX, COOTBETCTBYIOLIUM
MIPOTPaMMHO- U WHAUKATOpaMH
anmnapaTtHbIX " KOMITETCHIIUA  TIPH
MIPOrPaMMHBIX BBITIOJTHEHUH
CpEICTB. 3a1aHMs.
OIIK-5.3. Brazgers:
METOJaMHU YCTaHOBKHU [TPOJIBUHY ThI
CUCTEMHOI'0 u YPOBEHD:
HPUKIIaIHOTO CHOCOOHOCTh
MIPOTrpaMMHOTO BBINOJIHATH
obecrieueHusl. MOJTy4E€HHOE
OIIK-7 Crocoben OIIK-7.1. 3uatb: 3alaHie M pelarh
y4acTBOBATh B | METOABl HACTPOMKH, CaMOCTOSTEIIFHO
HaCTPOMKe M HAJAJKe | HATAIKH chopMupoBaHHBIE
TIPOTPaMMHO- MIPOTPaMMHO- 3a7a4d, TPUMEHSA
anmapaTtHbIX anmnapaTtHbIX NOJTyYCHHbIE 3HAHUE
KOMIUIEKCOB KOMIUIEKCOB. U yMEHHS  Ha
OIIK-7.2. YMeTs: MIPAKTHKE.
MIPOU3BOJIUTh VYBEpeHHO BIaNeTh
HACTPOHKY, HaJaaKy COOTBETCTBYIOIIUM
u TECTHPOBAHHUE U HMHAUKATOpaMH
IIPOrPaMMHO- KOMIIETEHIIUH  TIpH
armnapaTHbIX BBIIIOJIHEHUH
KOMILIEKCOB. 3aJaHusl,
OIIK-7.3. BiazieTs: KOMOMHHPOBATh HX
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crocobaMu MPOBEPKH MeXay coboit u ¢
paborocnocobHOCTH WHIIUKATOpaMu
MPOrpaMMHO- IpYTHX
anmnapaTHbIX KOMIETeHIMH s
KOMILIEKCOB. JOCTHIKCHUSI
OIIK-8 Cnocoben OIIK-8.1. 3Hars: IIPOCKTHBIX

paspabaTbIBaTh OIepaliMOHHBIE pe3ynbTaToB.

AITOPHUTMBI U | CHCTEMBI u

MPOrPaMMEI, 000JIOYKH.

MPUTOHBIC TSt

MPAKTHIECKOTO

OpUMEHEHHS

**- CoxpameHus: popM OIIEHOYHBIX CPEACTB CM. B IpritoxeHun 2 K PII.

7.5.9K3aMeHallMOHHOE 3a/IaHue.

CDopMa 3K3aMCHAIIMOHHOI'O 3aJaaHuA BBIGI/IpaeTCSI npenoaaBaTejicM W YTBCPKIACTCA Ha
3acclaHuu Ka(beI[pBI. OK3aMeH MOXKET MpoXOoaUuThb B CICAYIOIIHUX (bOpMaX n C HCIIOJIB30BAHUEM
CIEAYIOINX OLUEHOYHBIX CPEJICTB.
dopma IIpencrasieHue oueHoYHOro cpeacrsa B ®OC
YcrHast. BaHK KOHTPOJIBHEIX BOIPOCOB, COOTBETCTBYIOLIMX OTHCIBHBIM Te€MaM IHUCUUIUIMHBI (cM. 1. 4
HACTOSIIEr0 JOKyMeHTa). Bompockl GopMHUPYIOT SK3aMEHAIIOHHBIN OMIeT (CM. HIXKE), COCTOSIITIHA
U3 TEOPeTHYECKUX BOIPOCOB W IPAKTHYECKHX 3aJaHUH (THIIOBBIE IPAKTHYECKHE 3aTaHHs
IpeNCTaBlIeHBl HIDKE). BuieTsl, BKIIOYas BONPOCHI M IPAKTHYECKHE 3agaHusi, (OPMHPYIOTCS
npernojaBaTeleM W YTBEp)KIAIOTCs Ha 3acelaHuu Kadenpbl. B HUX MOTryT OBITh BKIIIOYEHBI
JOIIOJIHUTEJIbHBIE KOHTPOJIBHBIE BOIPOCHI W 3alaHuA, HE Tpe6y}01m/1e Y CTYACHTOB HaJIN4YUA HE
(hopMHpyeMBIX TaHHOW JUCHUIUIMHON KOMIIETEHIINH HiTi 00JIee BEICOKHX 3TaroB chOPMUPOBAHHOCTH
(opmupyemsix. [yl OTBeTa Ha KaXKIbIid BOIIPOC M ISl PEILICHUS JII00O0TO IPAKTUYECKOTO 3a/1aHHs
CTY/IEHT JJOJDKEH HaXOIMTCS Ha TpeOyeMOM JuIsl JaHHOH TUCLUIUIMHE YpOBHE C(OPMUPOBAHHOCTH
BCEX COOTBETCTBYIOIIMX €W KOMIECTCHIMI: KaKIbIi BONPOC M 3aJaHUE IPOBEPSCT YpPOBEHb
c(OPMHPOBAHHOCTH BCEX COOTBETCTBYIONIHMX JAHHON JUCIMINIMHE KOMICTCHIIHH.
[MucpmeHHas. | OeHOYHOE CPEeNCTBO IOJHOCTHIO COOTBETCTBYET OLIGHOUHBIM CPEJICTBAM YCTHOH (hOPMBI 3a1aHHSsI.

7.6.CnMcok 3K3aMeHAIMOHHBIX BOIIPOCOB.

1. MucTpymenTs! xakepa: MHCTpyMeHTBI mpoBeneHus atak. Kareropum arak [uid B3jioma
CETH.

2. PacipocTpaHeHHbI€ TUIbI (KaTETOPHM) CETEBBIX aTaK. TeXHUKHU pa3Be/lbIBATEIbHBIX aTaK.
[IpnunHbl atak g MOJydeHHs AOCTyna. Tumsl arak Juisl mosiydeHust goctyna. VHCTpyMeHTB
couuanbHON nHxeHepun. OCHOBHBIE THUIIBI aTaK «OTKa3 B o0ciyxuBanum». Hanbomnee nomynspHbie
tunel DoS-arak. DDoS-ataxu.

3. VYcrpaneHue TUMUYHBIX ceTeBbIX arak. das3pl HeWTpanuzanuu 4yepBs. CrocoObl
HEeNTpaau3auuu pa3BeAblBaTeNbHbIX aTak. CrocoObl HEHTpaTu3aluy aTak JUisl MOJIYUYeHHs JOCTYTIa.
Crnioco0s! HerTpanu3anuu DoS-aTak.

4. Crpykrypa 3amuthl cereBodl Tuiargopmbl Cisco. @DYHKIMHM 3alIUTHl  TUIOCKOCTH
ynpasneHus. OyHKINN 3aIUTHI INIOCKOCTH MEHEI)KMEHTa. DyHKIMU 3a1IUThI INIOCKOCTH JaHHBIX.

5. I'pannunsblii Mapupytuzarop. [logxoasl K 3amuTe rpaHUYHBIX MapuipyTu3aTopoB. Tpu
001acTH 3alIMThl MapuipyTH3aropa. 3aJadd IO 3al[UTe aJMUHHCTPATUBHOIO Ja0cTyna. Mepsl
IPEIOCTOPOKHOCTHU IpU OE30MIACHOM JIOKATBHOM U YJAJIEHHOM JIOCTYIIE.

6. PekomeHnanuu no HaJEKHBIM MapojsM. AJTOPUTMBI X3IIMPOBaHUS mapoisis Secret.
3amuTa 10CTyIa K JUHUH.

7. KonurypupoBaHue ycoBepIIEHCTBOBAaHHbBIX (DYHKIIHH.

VYcoBepiieHCTBOBaHNE TIpoliecca Bxoja B cucrteMy. DYHKIMM DPACIIMPEHHOTO BXOAAa B
cucremy Cisco 10S.

BxuroueHne pacimmpeHHbIX GyHKINN BXxoaa B cuctemy. Komanaa login block-for.

Komanipl, nomoratomiye oOHapy>KUTh HeyJauHble MOMBITKH BXO/IA.

8. Kordurypuposanne SSH. TpeboBaHUs K MapIIpyTH3aTOPY sl 00€CTICUSHUS! TTOIICPKKI
SSH. lllaru ang vactpoitku SSH

9. Ha3nauenne aIMUHHUCTPATUBHBIX pojieid. J[Ba ypoBHS mocTyma K KoMaHaaM. 16 ypoBHeEi
npuBwiIeruii. OrpaHn4YeHysl ypoBHEN NIPUBHIIECTHH.
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10. Kondurypuposanue CLI Ha ocHoBe pouseit. [IpenmymectBa noctyna k CLI Ha ocHOBe
poueit. [IpencraBnenus KOMaH 1 Ha OCHOBE posieil. OCOOEHHOCTH CYTEepIPEACTABICHHUS.

11. 3amwura dQaitnoB xoHdurypanuu u odpaza Cisco 10S. CemeHuss o0 yCTOWUYUBOIA
koH(purypammuu Cisco 10S. Komanma 3ammutel o6Opaza IOS wu BrimodeHus ¢GyHKIUA
oTkazoycroitunBoctu obpaza Cisco 10S.

12. 3ammra ympaBieHus M oTdyeTHOcTH. OmnpeneneHue THMA JOCTyHa YIpaBiIEHUS.
BuyrpunonocHoe ymnpasnenue. BuenonocHoe ymnpasienue (OOB). OcoOeHHOCTH BHEIOJIOCHOIO
(OOB) ynpasnenns. OCOOEHHOCTH BHYTPHUITOJIOCHOTO YIIPaBICHUS

13. Ucnonp3oBaHue CUCTEMHOTO XypHaia (Syslog) ans 3ammrel cetrn. OCHOBHBIE ()YHKITUU
CepBHCa BEJICHMsI CUCTEMHOTO XypHana (syslog). Mcnons3oBanue cucteMHoro xypnaia (Syslog).
YpoBuu onacHocTH Syslog-coobmienus. Tumsl cuctem Syslog.

14. Vicnonws3oBanue npotokosa SNMP niis 3ammtel cetu. OCHOBHBIC CBEICHHSI O TIPOTOKOJIE
SNMP. Dnementsl cucremsl SNMP. Bepcun npotokona SNMP. Mogenu u ypoBHH 6€3011aCHOCTH
SNMP. Vs3sumoctu SNMP. Oyuknun 6e3omacaoctd SNMPv3.

15. Ucnonb3oBanne NTP. Haznauenue nportokona cereBoro Bpemenu. Cepsep NTP.

16. Bremonnenue ayaurta Oe3omacHOCTH. PexomMeHmaluMu MO HACTPOMKE MPOTOKOJIOB U
CEPBHCOB

17. TlocnencTus crydunra nHGOPMAIIUU O MAPIIPYTH3ALTTH

18. Dkcruryatanusi ceTeBbIX ycTpoicTB. IlakeThl MIOCKOCTH JaHHBIX. [lakeThl TIOCKOCTH
ynpapneHus. [[akeTsl IIIOCKOCTH MEHEKMEHTA.

19. Komnonentst AAA. Pexxumel (MeTobl) ayTeHTUGHUKAMUA. ABTOpH3anua. Yduer. Tumsl
y4eTHOM uH(OpMaIHH.

20. XapaKTepHCTUKHU JIOKaIbHOHM ayTenTudukammu AAA. Illarun mo HacTpoiike JOKaIbHOM
ayTeHTHGUKau AAA.

21. Xapaxtepuctuku cepBepHoro pemeHuss AAA. Illarm mo HacTpoiike cepBepHON
ayTeHTHGUKan AAA.

22. CpaBuenne TACACS+ u RADIUS. OcnoBuble xapaktepuctuku TACACS+. OcHOBHBIE
xapaktepuctukn RADIUS. DOranbr mpomecca ayrentudukanmmun TACACS+. Drambl mporecca
ayreHtudukanuu RADIUS.

23. Ilarm mnpoueaypbl HACTPOWKH cepBepHOU ayTeHTHuKaruu AAA. CepBepHas
aBTopu3anus u yuetr AAA.

24. CuHTaKCUC KOMaH]I HAaCTPOUWKH CTaHaapTHOTO HymMepoBaHHoro ciiricka ACL. CuHTakcuc
KOMaH/1 HaCTPOMKHU HyMepoBaHHOTO paciinpeHHoro cnucka ACL.

25. CuHTaKcHC KOMaH/1 HAaCTPOMKH UMEHOBAHHBIX CTAHIAPTHBIX UM PACIIUPEHHBIX CITUCKOB
ACL. Cunrakcuc komana juis npumeHenus cnucka ACL k unrepdeiicy nim k auausm VTY.

26. VkazaHmsa 1o HacTpoiike u mnpuMeHeHuto cmuckoB ACL. PepaktupoBanue
cymecTtByromux cnuckoB ACL. ITopsankoBeie Homepa u ctanaapTable ciucku ACL.

27. Cunrakcuc komaHabl Hactpoiikum ACL-cmmcka IPv6. CuHTakcuc KOMaHIBI IS
npumeHenuss ACL-criucok IPv6 x unTepdeiicy. Ykazanus no Hactpoiike u npumeHeHuo ACL-
criickoB [Pvo6.

28. OrmpeneneHne MEXCETEBBIX HKpaHOB. llpeumylectBa M OrpaHHUYEHHS] MEXKCETEBBIX
9KpaHOB.

29. Tunsl MexceTeBbIX KpaHOB. [IpenmyiiecTBa U OrpaHMYEHHs MEKCETEBBIX SKPaHOB C
¢bunbTpanueil nakeTos.

30. MexceTeBble 3KpaHbl C COXpaHEHHEM cocTosHUs. [lpemmymiectBa W orpaHuuYEHHS
MEKCETEBBIX SKPAHOB C COXPAaHEHHEM COCTOSHUS.

31. [IpuHuMO paboTHI KIACCHYECKOTO MEXKCETEBOI0 IKPaHa.

32. Cuctembl oOHapyxenmsi BropkeHmit (Intrusion Detection Systems, IDS). Cucrembr
npenorBpamieHus: BTopkeruii (Intrusion Prevention Systems, IPS). [IpeumyiectBa u HEAOCTaTKH
cuctem IDS. IIpenmymiectBa u Hepocratku [PS.

33. XocroBas peamuzauus IPS. IlpenmymiecTBa M HEZOCTaTKM XOCTOBOHM peain3alnuu
cucremsl [PS.

34. Cereas peanmuzauus IPS. IIpenmyiiecTBa 1 HETOCTATKU CETEBOM peaH3allMi CUCTEMbI
IPS.
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35. Xapakrepuctuku curHaryp s [PS-cucrem: aTpubyTsl CUTHATYp, TUIIBI CUTHATYD.

36. Curnansl (Tpurrepsl) TpeBoru curHatyp IPS. CpaBHeHHE TPUTTEPOB CUTHATYP.

37. ObHapyKeHue Ha OCHOBE ITabJI0HA.

38. O6Hapy’keHre Ha OCHOBE aHOMAJIUH.

39. O6Hapy»KeHHe Ha OCHOBE MOJIUTUK U 0OHapykeHue ¢ nmomoinbsio Honey Pot.

40. MexaHn3Mbl MHUIIMUPOBAHUS CUTHAJIOB TPEBOTH.

41. HevictBus curnatyp IPS.

42. Kateropuu atak Ha KOMMYTaTOPHI.

43. Ilpumep pabotsl Tabmuibl CAM. Ataku Ha Tabnuiyy CAM.

44, Heiirpanuzanus atak Ha Tadbmunbl CAM. 3amnura nopToB. BKiIFOUeHHE ONMIMIA 3aIUThI
MIOPTOB.

45. PexxuMbl HapyIIeHUs 3a1uThl TOpTOB. CpaBHEHHE PEKUMOB HAPYIICHUS 3aIUTHI.

46. Araku nepexona (Hopping) VLAN.

47. Artaka c gBoitHbIM TerupoBanuem (Double-Tagging) VLAN.

48. Helitpanuzanus atak nepexoga VLAN.

49. Cnypunr DHCP.

50. Uctomenune DHCP.

51. Cnydunar ARP u ARP Poisoning.

52. Cniypuar MAC-aapecos.

53. [IpoToko cBsA3yOIIETo AepeBa. ATaku myteM ManumyJsuuid STP.

54. OcHOBHBIE 3alaud 3allUThl OOMEHa JAHHBIMU: AayTEHTU(HUKAIMS, LEJIOCTHOCTh M
KOH(UICHIIMATBLHOCTb.

55. Kpunrorpaduueckas xem-QyHKIHs.

56. CpoiicTBa Kpuntorpadguueckon xemr-QyHKIuu

57. Anroputm xemupoBanus Message Digest 5

58. Ayrentudukanus ¢ momompto anroputMa HMAC. Kon ayrentudukamnmun cooOieHus Ha
ocuose xem-pyuknuu (Keyed-Hash Message Authentication Code, HMAC).

59. MeToauku TecTUpPOBaHUS O€30MaCHOCTH CETH.

60. [1epedyenp 3a7a4 MO TECTUPOBAHUIO U OIIEHKE 0€301TaCHOCTH CETH.

61. Tumsl ceTeBbIX TECTOB.

62. [IpumeHeHHne pe3ynbTaTOB TECTUPOBAHUS CETH.

63. IHCTpyMEHTHI TECTUPOBAaHUS O€30MaCHOCTH CETH.

64. IHCTpYMEHTHI TECTUPOBAHUS CETH.

7.7.1IpuMepHBIi CIMCOK BONPOCOB VISl KOHTPOJILHBIX Py0e:Keil ¥ 3alIUThI

J1a0opaTopHBIX padoT

Tema 1

1. MHcTpyMeHTHI Xakepa: MHCTpyMeHTHI IpoBeaeHUs aTak. Kareropuum artak Juis B3jiomMa
CETH.

2. PacnipocTpaHeHHbIE TUIIBI (KATETOPUH) CETEBBIX aTaK. TeXHUKU pa3Be/IbIBaTENIbHBIX aTakK.
[IpyunHbl atak uid MOJIydeHHs AOCTyma. Tumsl arak Juisl mosydeHust gocryna. VHCTpyMeHTBI
couuanbHON nHXkeHepruu. OCHOBHBIE THUIIBI aTaK «0TKa3 B oO0ciyxuBaHum». Haubonee nomymnspHbie
tunsl DoS-atak. DDoS-aTaku.

3. VYcrpaHneHue TUNUYHBIX ceTeBbIX arak. ®as3pl HeWTpanuzauuu yepBs. CrocoObl
HeUTpanu3anuu pa3BebIBaTebHBIX aTak. CriocoObl HeMTpanu3auy atak Juis MOJy4eHHs TOCTYTIa.
Cnoco6s1 HerTpanu3anuu DoS-aTak.

4. Crpykrypa 3amutel ceTeBoil miaTgopmbl Cisco. DYHKIMM 3aIIUTHl IOCKOCTH
ynpasieHus. OyHKIUU 3a1UThI INIOCKOCTH MeHEKMEHTa. DyHKIIMY 3aUThI IJIOCKOCTH JAHHBIX.

Tema 2

1. I'panmunbiii mapmpytuzatop. [loaxoasl K 3anuTe TPaHUYHBIX MApLIPYyTU3ATOPOB. Tpu
00JIacTH 3alIUThl MapuIpyTHU3aTopa. 3aJauyd IO 3alUTe aJIMUHHCTPATUBHOTO AOCTyHa. Mepsl
MPEIOCTOPOKHOCTHU MpU OE30MACHOM JIOKATHHOM U YJAJIEHHOM JIOCTYIIE.

2. PexomeHpanmuu 1O HAJAEKHBIM MapOJIAM. AJTOPUTMBI XAIIMPOBAaHUS Mapoiis Secret.
3ammra JOCTyIa K JIMHUH.

3. KonduryprupoBaHnue ycoBepIIEHCTBOBAHHBIX (DYHKITHIA.
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VYcoBepiIeHCTBOBaHKE TIpoliecca BXxoja B cucrteMy. DYyHKIMM pPACIIMPEHHOTO BXOAAa B
cucremy Cisco 10S.

Bxittouenne pacimpeHHbIx GyHKIm Bxoaa B cucremy. Komannaa login block-for.

Komanpl, moMoraromiyne oOHapyKUTh HEyAauHbIe MOMBITKY BXO/a.

4. Kondurypupoanue SSH. TpeGoBaHus K MapmpyTH3aTOPY A7 00eCIieUeHUs MOAICPKKI
SSH. Ilaru qys nHactpoiiku SSH

5. Ha3znaueHue aIiMMHUCTPATUBHBIX pojeil. J[Ba ypoBHS AOCTyNa K KoMaHaaM. 16 ypoBHel
npuBwiernii. OrpaHM4eHus YpOBHEU MPUBUIICTUH.

6. Kongurypuposanne CLI na ocHoBe poieii. [IpeumymectBa noctyna k CLI Ha ocHOBe
poneii. [Ipeacrapnenus komana Ha OCHOBE posield. OCOOEHHOCTH CyNepHpeCTaBICHHUS.

7. 3ammra QaitioB koHpurypamuu u odbpaza Cisco 10S. Ceemenus 00 ycTodumBOU
koH(purypammuu Cisco 10S. Komanma 3ammutel oOpaza IOS wu BriIodeHus QyHKIUHA
oTkazoycroituuBoctu obpaza Cisco 10S.

8. 3ammra ympaBieHus u oT4eTHOCTH. OmpeneneHue THUMA JOCTyINA YIPaBIICHUS.
Buyrpunonocnoe ymnpasnenue. BuenonocHoe ynpasienue (OOB). OcoOeHHOCTH BHEIOJIOCHOIO
(OOB) ynpasnennsi. OCOOEHHOCTH BHYTPHUITIOJIOCHOTO YIIPaBICHUS

9. Ucnonb3oBanue cucteMHoro xypHana (Syslog) ans 3ammutel cetr. OCHOBHBIC (DYHKIIUN
CepBHCa BEJICHHsI CUCTEMHOTO XypHana (syslog). Mcnons3oBanue cucteMHoro xypaaia (Syslog).
YpoBuu onacHocTH Syslog-coobmienus. Tumsl cuctem Syslog.

10. Ucnonb3oBanue npotokosia SNMP miis 3amutel cetu. OCHOBHBIE CBEJICHHS O MPOTOKOJIE
SNMP. Dnementsi cucrembl SNMP. Bepcun nporokona SNMP. Moaenu u ypoBHE 6€3011aCHOCTH
SNMP. Vs3sumoctu SNMP. @yuknun 6e3omacaoctd SNMPv3.

11. Ucnons3zoBanue NTP. Haznauenue nporokosna cereBoro Bpemenu. Cepsep NTP.

12. Boimonnenue ayaura 0Oe3omacHOCTH. PekoMeHpanuu Mo HACTpOHKe MPOTOKOJIOB U
CEPBHCOB

13. TlocnenctBus cnyunara nHGOPMAIUU O MapLIPYTU3ALUN

14. Dxcrutyaranusi CeTeBbIX yCTpONCTB. [lakeTsl MIockoCcTH NaHHBIX. [akeThl MIOCKOCTH
ynpapneHus. [TakeTsl TNIOCKOCTH MEHEKMEHTA.

Tema 3

1. Kommonenter AAA. PexuMmbl (MeTOIbI) ayTeHTH(GUKAIIMU. ABTOpU3aIusa. Yder. THurbl
y4eTHOH uH(popMaIum.

2. XapaKTepuCTUKH JIOKabHOU ayTeHTH(ukanmuun AAA. Illarm mo HacTpolke JTIOKaTbHOMN
ayreHTH(UKanuu AAA.

3. Xapaktepuctuku cepBepHoro pemeHuss AAA. Ilarm mo HacTpolke cepBepHOI
ayreHTH(UKanuu AAA.

4. CpaBuenne TACACS+ n RADIUS. OcnoBuble xapakrepuctukn TACACS+. OcHOBHBIE
xapakrepuctukn RADIUS. Otanbl mpouecca aytentudukammun TACACS+. Drtambl mporecca
ayrentuukanuu RADIUS.

5. Illarm mnpouenypsl HacTpoiiku cepBepHOil ayreHTH(ukanuu AAA. CepsepHas
aBropu3anus u yuetr AAA.

Tema 4

1. CuHTakcHc KOMaH] HACTPOMKH cTaHAapTHOro HymepoBaHHoro cnucka ACL. CuHrakcuc
KOMaH/Jl HaCTPOMKHM HyMepoBaHHOTO pacimuperHoro cnucka ACL.

2. CUHTaKCUC KOMaH/1 HACTPOWKH MMEHOBAHHBIX CTaHIAPTHBIX WM PACHIMPEHHBIX CIIHCKOB
ACL. Cunrakcuc komana juig npuMeHenus cnucka ACL k unrepdeiicy nim k auausm VTY.

3. YkazaHus 1o HacTpoiike u npuMeHeHuto cnuckoB ACL. PegakTipoBaHue CyliecTBYOIINX
cnuckoB ACL. ITopsakoBsle HOMepa u ctanaapTHele ciucku ACL.

4. Cunrakcuc komauael HacTpouku ACL-cnucka [Pv6. CuHTakcuc KOMaHIbl A
npumeHenuss ACL-criucok IPv6 x unTepdeiicy. Ykazanus mo Hactpoiike u npumeHneHuo ACL-
cnuckoB [Pv6.

5. OmpeneneHue MEXCETEBbIX 3KpaHOB. [lpenmylecTBa M OrpaHMYEHHUsT MEKCETEBBIX
JKpaHOB.

6. Tunel MexceTeBbIX FKpaHOB. [IpenmyliecTBa M OrpaHUYEHHs] MEKCETEBBIX IKPAHOB C
buapTparmeit makeTos.
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7. MexceTeBble JKpaHbl C COXPAaHEHHEM COCTOsHUA. [IpemmyiecTBa W OTrpaHHYCHUS
MEKCETEBBIX SKPAHOB C COXPAHEHHEM COCTOSHUS.

8. IIpuHIMI paboTHI KJIACCHYECKOTO MEKCETEBOT0 3KpaHa.

Tema 5

1. Cucrembl obOHapyxenus BropxkeHuil (Intrusion Detection Systems, IDS). Cucremsr
npenoTBpanieHus BropskeHuit (Intrusion Prevention Systems, IPS). IIpenmyiiecTtBa u HemocTaTku
cucteMm IDS. Ilpeumymectsa u Hepoctatku IPS.

2. XocroBas peanm3zanus [PS. [IpeumyniecTBa U HETOCTATKU XOCTOBOM peaiM3aiiii CUCTEMBbI
IPS.

w

. CereBas peanuzanus IPS. IlpeumyiiecTBa U HETOCTATKU CETEBOM pean3aliu CUCTEMBbI
IPS.
. XapakTtepuctuku curaaryp s [PS-cuctem: arpubyThl CUTHATYp, TUIBI CUTHATYP.
. Curnans! (Tpurrepsl) TpeBoru curiatyp IPS. CpaBHeHue TpurrepoB curHatyp.
. OGHapy>xeHHe Ha OCHOBE 111a0JI0HA.
. ObHapykeHrEe Ha OCHOBE aHOMAJIHIA.
. ObHapy>keHre Ha OCHOBE MOJUTUK U 0OHapyskeHue ¢ nomoiisio Honey Pot.
. MexaHu3Mbl MHULIUUPOBAHUS CUTHATIOB TPEBOTH.
10. HevictBusa curnatyp IPS.
Tema 6
1. Kareropuu atak Ha KOMMYTaTOPBI.
2. [Tpumep pabotsl Tabmunsl CAM. Ataku Ha Tabmuiy CAM.
3. He#itpanmuzanus atak Ha Ttadnuisl CAM. 3amura nopToB. BritoueHre ommuii 3amuThl
MOPTOB.

O 00 31 O\ DN K~

. Pexxumbl Hapy1ieHust 3auThl opToB. CpaBHEHHE PEKUMOB HAPYIICHUS 3aIUTHI.
. Ataxu nepexona (Hopping) VLAN.
. Ataka ¢ nBoiiHbIM TerupoBanuem (Double-Tagging) VLAN.
. Helitpanu3zanus atak nepexona VLAN.
. Cnypunr DHCP.
. Uctomenne DHCP.

10. Cny¢unar ARP u ARP Poisoning.

11. Cny¢punr MAC-anpecos.

12. IIpoToKOa CBS3YIOIIETO AepeBa. ATaku MyTeM MaHumysauuit STP.

Tema 7

1. OcHOBHBIE 3a/Jayul 3alUTHl OOMEHAa JAaHHBIMU: AayTEHTH(HUKAIUS, LIEIOCTHOCTh U
KOH(HICHIINATILHOCTb.

2. Kpunrorpaduueckas xem-yHKIHUS.

3. CpoiicTBa kpunrorpadudeckoit xem-yHKIuu

4. Anroputm xemupoBanus Message Digest 5

5. Ayrentudukanus ¢ nomoisto anroputma HMAC. Kox aytentudukanum cooOmeHus Ha
ocuose xem-pyukuuu (Keyed-Hash Message Authentication Code, HMAC).

Tema 8

1. MeTouku TeCTUpOBaHUSI O€30MaCHOCTH CETH.

2. [lepevenp 3a7a4 MO TECTUPOBAHUIO U OLIEHKE 0€30MaCHOCTH CETH.

3. Tunsl ceTEBBIX TECTOB.

4. IlpumeHeHne pe3ysIbTaTOB TECTUPOBAHNUS CETH.

5. NHCTpyMEHTBI TeCTUPOBaHUS O€30MTaCHOCTH CETH.

6. IHCTpyMEHTBI TECTUPOBAHUS CETH.

7.8.Ilpumep u3 Tecta B cucreme JIMC.
[TpaBuna koutpois nocryna (ACE). BeiGepuTe npaBuiibHbIC YTBEPKACHUS:
TOPSIIOK MPABHII UMEET OOJIBINIOE 3HAUYCHHE, Tak Kak 00padoTka ACL-CIMCKOB BBITOTHSAETCS
CBEpXY BHH3
tosibko ouH ACL pa3zpenier s kaxaoro uarepderica, 11t KakI0ro IPOTOKoIa, B KaKI0M
HATPaBIICHUU.

O 0 31 O\ DN K
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HOBBIE TpaBWJa Juisi cymiecTBymomero crnucka ACL 100aBisioTcss MO0 yMOJIYaHUIO BHH3
criucka ACL

TeHepHpYyEeMble MapUIPyTU3aTOPOM MaKeThl He GuiIbTpyroTcs uexoasamumu ACL-cnnckamu

crangaptabie ACL-cricKu cienyeT pa3MeniaTh Kak MOYKHO OJIMKe K MECTY Ha3HAUCHHUS.

pacmmpenHbie ACL-criiicku crefyer pa3mernarh Kak MOKHO OJIMKE K HICTOYHHUKY

7.9.11pumep odopmiieHns IK3aMeHANUOHHOTO OUJIeTa

MUWHUCTEPCTBO HAVKH U BBICIIIETO OBPA3OBAHUS POCCUICKOI
®EJIEPALTNU

OENEPAJIBHOE 'OCY JIAPCTBEHHOE ABTOHOMHOEOBPA3OBATEJIbHOE YUPEXK/IEHME BBICILIET'O OBPA30OBAHMA

«MOCKOBCKHMH NMOJTUTEXHUYECKUI YHUBEPCUTET»
(MOCKOBCKHAU ITOJINTEX)

BK3AMEHAILIMOHHBIM BUJIET Nel
10 JMCUIUTUIAHE
«Cetu 1 cuCTEeMBbI Nepeaun HHPOPMALUU
HanpasyeHue noarorosku 09.03.01
«MH(popmaTHKa U BEIYUCITUTEIbHASI TEXHUKA

BOIIPOCHI:

1. OcHOBHBIC 3aJaud 3al[MThl OOMEHA JaHHBIMH: AyTCHTU(HKALHUS, EIOCTHOCTh H
KOH(UIACHIIATBHOCTB.

2. Cnypunr DHCP. Ucromenne DHCP. Cnydunar ARP u ARP Poisoning. Crydunr
MAC-anpecos.

3. Metoauku TeCTUPOBaHUST OE30MACHOCTH CETH.

YTBepxkaeHO: / /«_» 20 T
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