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1 He.]'[l/l, 3a/lavYU 1 IIVIAHUPYEMbIE PE3YJIbTAaTbl Oﬁy‘{eHI/IH o AMCIMILINHE

K oOCHOBHBIM WeJSIM OCBOCHHUS IUCIHUIUIMHBI «be30MmacHOCTh OIEpalMOHHBIX CHUCTEM
Windowsy cienyer oTHeCTH:
e 00yYeHHe CTyIEeHTOB IPUHIUIAM OCTpoeHHs onepaunoHubix cucreM (OC) Windows;
e oOydeHue mnpuHUUNAM MnocTpoeHus 3amuTel uHbopmanuu B OC Windows u ananuza
HaznexHoctu 3aumThl OC Windows.
K ocHOBHBIM 3aJa4yaM OCBOCHHS UCHUIUIMHBI «be30MacHOCTh OMEepalMOHHBIX CHUCTEM
Windows» ciienyer oTHeCTH:
e 3nanue npuHnUnoB ¢pyukimonuposanus OC Windows;
® 3HAHME NPUHIMIIOB NOCTpoeHus noacucteM 3amuTsl B OC Windows;
® 3HaHUE CPEACTB M METOAO0B HecaHkimoHupoBanHoro aocryna (HCI) k pecypcam OC
Windows .

B pesynbrate OCBOCHUS JUCHUIUIMHBI (MOAYJIS) y 00yJaronmxcs: GopMupyroTCst CleayIonme
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOUIME pe3yibTaThl OOy4eHHs Kak 3Tam
(GbopMUpPOBaHKS COOTBETCTBYIOIINX KOMIETEHLIUNI!

Koa n HauMeHOBaHMe KOMIIeTeH Mt HNunkaTopsl 10CTHKEHUS] KOMIIETEHIIUH
OIIK-2. CiocoOeH MpruHUMATh TPHHIIUIIBI NOIIK-2.1. 3naeT coBpeMeHHbIE
pa6OTI>I COBPEMCHHBIX I/IH(I)OpMaHI/IOHHBIX I/IH(l)OpMaIII/IOHHI)Ie TEXHOJIOTUH U

TEXHOJIOTHI U MIPOTPAMMHBIX CPEJICTB, B TOM
YHCIie OTEYECTBEHHOTO IIPOU3BOICTBA, U
MCIIOJIH30BATh UX MPU PEIICHUH 33124
poecCHOHANBHOM NesTeNIbHOCTH

MIPOrPaMMHBIC CPEJICTBA, OCHOBHBIC BH/IBI U
IPUHLMIIBI pad0Thl UH(POPMALIMOHHBIX
CUCTEM U MH()OPMAIIMOHHBIX TEXHOJIOTHA;
CIIOCOOBI BHEAPEHUS U MHTETPALUN
COBPEMEHHBIX HH(POPMAITMOHHBIX CUCTEM,
CIIOCOOBI OLIEHKHA HEOOXOIUMOCTH
HCITOJIB30BaHUS IPOTPAMMHBIX CPE/ICTB.
HNOIIK-2.2. YMeeT UCIIOIIB30BaTh
COBpEMEHHBIC HH(DOPMAIIMOHHBIC TEXHOJIOTHH
U TIpOrpaMMHBIE CPEJICTBA, KaK B PaMKax
OTJICTTFHOTO TIPESATIPUATHS, TAK U B PaMKax
KOPIIOpAIIHiA, TOCYITaPCTBEHHBIX CHCTEM;
BHEJPSATH U HACTPAaUBaTh COBPEMEHHBIE
UH(OPMAaIIMOHHBIE CUCTEMBI, IPOBOIUTH
WHTETPAIUIO PA3INYHBIX HH(POPMAIIMOHHBIX
CUCTEM U MIPOTPAMMHBIX CPEJCTB, OIEHUBATh
HEO0OXOIUMOCTH HCIIOIBL30BaAHUS
MPOTPaMMHOTO CPECTBA JIUIS PEIICHHS 3a/1a4.

NOIIK-2.3.Bnaneer HaBbIKAMU IPUMEHEHHUS
COBPEMEHHBIX HH()OPMAIIMOHHBIX TEXHOJIOT U
Y IPOTPaMMHBIX CPEJCTB, TP PELLIEHUH 33]1a4
B Ppa3IMYHBIX OTpacisiX, BHEAPEHUS U
HAaCTPOWKHU COBPEMEHHBIX MH(OPMAIIMOHHBIX
CHCTEM, OIICHKH HEOOXOIMMOCTH
UCIIOJIb30BAaHUsl IPOrPaMMHBIX CpPEACTB H
MH(OPMALIMOHHBIX CHUCTEM JUISl  peIICHUS
3a]a4.

[1K-1. Ciocoben ocymecTBIsSITh

NIIK-1.1 3naer: YCcTpoicTBO M NPUHLIUIT
aJMMHHCTPUPOBAHUE MPOLIECCA KOHTPOJIS




MIPOU3BOIUTENILHOCTH CETEBBIX YCTPOUCTB U
MIPOrPaMMHOTO 00eCTIeueHUsl, POBOIUTH
peraaMeHTHpOBaHHbIE pa0OTHI Ha CETEBBIX
YCTPOMCTBAX U MPOTPaMMHOM 0OecIieueHre
MH(OKOMMYHUKAIIMOHHOW CUCTEMBI

paboThI CETEBBIX YCTPOUCTB

[TpuHIUIB GYHKIMOHUPOBAHUS U
aApPXUTEKTYPY CETEBBIX alllapaTHBIX CPEICTB
TexHONOrnu B CETEBOM aIMUHUCTPUPOBAHNUN
Monenu ynpaBieHus CETbIO

UIIK-1.2. Ymeer:

ITosp30BaTbCd HOPMATUBHO-TEXHUYECKON
nokymeHTarueit B oomactu UKT
Hcrnons30BaTh COBPEMEHHBIE METOIBI
KOHTPOJISL U OCYILECTBIATH
aAMUHUCTPUPOBAHUE IIPOLIECCA KOHTPOJIS
IIPOU3BOIUTEIIBHOCTH CETEBBIX YCTPOUCTB U
IIPOrPaMMHOr0 00ecreueHusi, IPOBOIUTh
periaMeHTHUPOBAaHHbIE PA0OThI HA CETEBBIX
YCTPOMCTBAxX U MPOrpaMMHOM oOecrieueHue
MH(POKOMMYHUKAIIUOHHON CUCTEMBI
NIIK-1.3. Bnageet: Ouenkoit
IIPOU3BOIUTEIIBHOCTH KPUTUYECKUX
NPUIIOKECHUH, ITIAHUPOBaHUEM TpeOyeMoi
IIPOU3BOUTENIBHOCTH aJMUHUCTPUPYEMON
CeTH, CIIoco0aMM yCTaHOBKH, aHallu3a U
KOHTPOJISl KaOeNbHBIX U CETEBBIX
aHaAJIN3aTOPOB Il KOHTPOJISI U3MEHEHUS
HOMMHAJIOB CETEBBIX ycTpoiicTB u [10
aJIMUHUCTPUPYEMOM CETH B LIEJIOM U
oraenpHbIX moacucreM MKC

[TK-4. CiocobeH o0cayKUBaTh CEpBEPHBIC
onepanuonnsie cuctembsl UKC

WIIK-4.1. 3naer: TunuyHbIC OMINOKY,
BO3HUKaroIue npu padbote cepepHbix OC,
IPU3HAKY UX MIPOSBICHUS U METOIbI
yCTpaHEHUs], TEXHUYECKYIO0 TEPMUHOJIOTHIO,
oTpaskarolias coctosHue cepBepHbix OC u
omuOKu B ee paboTe

CriocoGpl KOMMYHHKAIUH MPOIIECCOB
OTIePAIIMOHHBIX CHCTEM

[TpuHIMTIBI OpTaHU3aIH U
(YHKLIMOHUPOBAHUS CEPBEPOB U CEPBEPHBIX
OoC

NITK-4.2. Ymeer: Pacnio3HaBaTh NpU3HAKU
HEILITaTHOTO pexxnuMa paboTsl cepBepHbIX OC,
IPUMEHSTH CIIEIHATN3UPOBAHHEIC
KOHTPOJIbHO-U3MEPUTEIFHBIE CPE/ICTBA
OmnwmceiBaTh paboOTy CEPBEPHBIX
OTIEPAIIMOHHBIX CHCTEM H/WJIH €€
COCTaBJIAIONIUX U OTKJIOHEHHS OT ITaTHOT'O
pexxuma paboTbl




Kondurypuposars OC ceTeBbIX yCTPOMCTB,
YUUTBIBAS M OTPaXKkast TEXHOJIOTHYECKUE
CTaHJApThl OPraHU3ALUT

CocTaBisTh paclucaHue U peraaMeHThl
PE3EpBHOr0 KOMUPOBAHUS CEPBEPHBIX
OIEPALIMOHHBIX CHCTEM

YcraHaBiIMBaTh IPOrpaMMHO-alapaTHbIE
CPEJICTBA CEPBEPOB U CEPBEPHBIX
OTIEPALIMOHHBIX CHCTEM

Bei0upats ciocoObl BOCCTAaHOBJICHUS
paboTOCTIOCOOHOCTH CEPBEPHBIX
OIEPALIMOHHBIX CHCTEM

Vcnonb30BaThk OTpaciaeBble CTaHAAPTHI IPU
HAacTpoHKe NapaMeTpoB aJMUHUCTPUPYEMbIX
cepepHbix OC u 110

VY4uTBIBaTh PUCKU MU IJIAHUPOBAHUU
n3MeHeHui cepepHbix OC

Hcnonp30BaTh COBpEMEHHBIE CPENICTBA
aIMUHUCTPUPOBAHUs 0a3 JaHHBIX
[TpuMeHSTh COBpEMEHHBIE KOHTPOJIEHO-
U3MEpPUTENIbHBIE CPECTBA

AHaJIN3UPOBATh TEXHUYECKHE apaMeTphl
pas3IMYHBIX BEPCUH MPOTrpaMMHBIX CPEJCTB
cepBepHbIx OC

OOO0CHOBBIBATH MPETIOKEHHS IO PEATH3ANN
cTpareruu B obnactu cepepHbix OC
[Tonp30BaThbCss HOPMATUBHO-TEXHUYECKOM
JIOKyMeHTaIuen B ooactu cepepubix OC
CocTaBisATh OTYETHI U MIPEIOKEHUS 110
Pa3sBUTHIO CEPBEPOB U CEPBEPHBIX
OIEepalMOHHBIX CHCTEM

[TpuMeHATH MTAaTHBIE TPOTPAMMHO-
armaparHble CPeACTBa ISl KOHTPOJIS
IIPOU3BOUTENBHOCTH CETEBOM
MH(QPaCTPYKTYpPbI

[TpuBnEeKaTh SKCIIEPTOB CMEKHBIX U
npoUIbHBIX o0nacTen

NIIK-4.3. Bnageer: Konrposiem paGoTsl
cepepHbIXx OC u/uim ee COCTaBISIONINX
OOHapy>xeHue, aHallu3, yCTpaHEHHE,
(buKcalys OTKIIOHEHUH OT IITAaTHOTO peKUMa
paboTHI CepBEPHBIX ONEPAITHOHHBIX CUCTEM
W/WJIM €€ COCTABJISAIONINX, BEICHHE KypHala
y4eTa OTKIIOHEHHI

CocraBrieHue 0T4eTOB 00 UCIOJIB30BaHUN




CETEBBIX PECYPCOB U PECYPCOB
ONEPALIMOHHBIX CUCTEM

[TnarupoBaHue pacICaHUs APXUBUPOBAHUS
U apXUBUPOBAHUE TAPAMETPOB CEPBEPHBIX
OC, xonupoBaHUs IPOTPAMMHOTO
obecrieueHus

Pa3paboTka cxembl U POLIEeTypHI
MOCJIEABAPUITHOTO BOCCTAHOBJICHHUS
paboTOCTIOCOOHOCTH CEPBEPOB U CEPBEPHBIX
OTIEPALIMOHHBIX W/HIU €€ COCTABIISIOLINX
dukcUpoOBaHUE IPUUUHBI U PE3YIIHTATOB
BOCCTAHOBJICHHSI pabOTOCIIOCOOHOCTH
cepBepHbix OC

Pa3paboTka ctanaapTa 3a1aHus apamMeTpoB
JUTSL CEPBEPHOI OIEepallMOHHON CHCTEMBI
KoundurypupoBanue, 10KyMEeHTUPOBaHHE
rapaMeTPOB CEPBEPHBIX OMEPAIIMOHHBIX
CUCTEM

OcymectBiienne NpopuIakTUIECKUX padboT
0 TIOJIIEPIKKE MTPOrPAMMHOTO 00eCIIeUeHUs
cepBepHbIx OC

CpaBHeHHE OOHOBIIEHHOW U TIPEIBITYyIIEH
Bepcuu 110 cepBepubix OC, npoBepka
COBMECTHUMOCTH

Oo6nosnenue [10 cepBepubix OC
KoppektupoBka aelicTBuii npu 0OHapyeHUU
OIINOOK OOHOBIIEHUS CEPBEPHBIX
OTIEPAIIMOHHBIX CHCTEM

[TnanupoBanue Tpedyemont
MPOU3BOJUTENBHOCTHU C OLICHKON CEPBEPHBIX
ONEPALIMOHHBIX CUCTEM

AHanu3 napamMeTpoB IPOU3BOAUTEIILHOCTH
CEPBEPHBIX OMEPANMOHHBIX CUCTEM 3a
YCTaHOBJICHHBIN NIEPUOJ]

Hcnonp3oBaHNe yTHIIMT ONepariiOHHBIX
CUCTEM JUTsl Tapu(PHUKAIUU CETEBBIX PECYPCOB
[IpoBeaenue uccie0BaHus MO BHISBICHUIO
NOTPeOHOCTEN B CIIeIUAaTN3UPOBAHHBIX
Cpe/cTBax KOHTPOJISI U TECTUPOBAHUS
cepBepHbix OC, aHanu3 3asBOK HA
MPUOOpPETEHUE CTIeIUATN3UPOBAHHBIX
CPE/ICTB KOHTPOJISI U TECTHPOBAHUSI




2 MecTo IMCHHUILUIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOl NPOrpaMMbl

HuctunnuHa «be3onmacHOCTh omepanMoHHBIX cucTeM Windows»  OTHOCHUTCS K YHCTY

y4eOHBIX JTUCHUIUIMH o0s3arenbHON yactd  (b1.1) ocHOBHOI 00pa3oBaTeNbHOM MPOTrPaAMMBI
(b1.1.21).

HSY‘IGHH@ AUCHUIIVIMHBL OIMUPACTCd Ha 3HaHUA, YMCHHA W HABLIKH, HpHOGpCTeHHLIC B
NpCAMICCTBYIOIUX JUCHUIITIMHAX «OCcHOBBI I/IH(l)OpMaI_II/IOHHO-KOMMYHI/IKaL[I/IOHHBIX TEXHOJIOTHI.

3 CTpyKTypa U coJep:KaHue U CHUILINHBI

OOmast TpyAOEMKOCTb JAMCLUUIUIMHBI COCTaBisgeT 4 3a4eTHBIX exuHulbl, T.e. 144
aKaJeMUYEeCKHX 4acoB (1abopaTopHble 3aHATHA — 72 Yaca, caMOCTOsTeIbHas pabora - 72 yaca,
dbopMa KOHTPOJIS — 3K3aMeH, KypCOBOM IIPOEKT) B 3 cemecTpe.

CtpykTypa U cofepKaHue JUCUUIUTMHBI «be30nacHoCTh onepanuoHHbIx cucreM Windows)
110 CPOKaM M BUJaM pabOThl OTPa’KEHBI B IPUIIOKECHUH.

3.1 Buabl yueOHoii padoThl H TPYA0EMKOCTD
(1o oyHOM (popme 00yUeHMsT)

Ne i/ . KoanuyecTBo CemecTpbl
Bup y4eOHoii padoThl
4acoB 3
1 |AyauTopHble 3aHATHUS 12 12
B ToM uncne:
1.1 Vlexnunm
1.2 |CemuHapckue/mpakTHIECKHUE 3aHATHS
1.3 laGopatopHbic 3aHATHUS 72 72
2 |CamocTrosiTe/bHas paboTa 72 72
B ToM uncne:
2.1
3 [[IpoMe:kyTOUYHAasi ATTeCTAIUSI
(DK3aMeH, KypCOBOU MPOEKT
Hroro: 144 144

Ounas gopma oOydeHus

TpyroeMkocTsb, 4ac
AynuTopHas pabora
Ne Cemuna
Paznenbl/Tembl P [Tpaktny | CamocroAT
n/ Bce ckue/ JlaGopat
AU CUHMILJINHBI Jlex ecKas eJIbHAs
n ro MPaKTAY OpHBIE
80505 IOJATOTO padora
€CKHue 3aHATHUSA
BKa
3aHSATHUS
Tema 1. [lousatue
OTIepalOHHAs CHCTEMA
1, | onepatt © | 28 14 14
KJaccupukanus
OTIePAIIMOHHBIX CHCTEM.




CemeiicTBo
OTIEPAITMOHHBIX CUCTEM
Windows. YcrpoiicTBo
OC Windows.
TpeGoBanus peryisiTopoB
Poccniickoit enepanuu
10 00eCIIeYCHHIO
0e30MmacHOCTH
unpopmanuu: ®CTIK
Poccun, ®CB Poccun,
Muno6opons! Poccuu

Tema 2. [Iporeccsl,
MMOTOKH, paOOThI, 3a/IaHUS.
VYrpaBiieHHE NaMSIThIO.
®daitnoBas cucrema.
Cucrema BBOJIa-BbIBO/JIA.
OCHOBHBIE CUCTEMHBIC
nporeccel OC Windows

28

14

14

Tema 3. Yrpo3ssl
0e30MacHOCTH
undopmanuu. BJY
OCTIK Poccun.
Vsa3sumoctu OC. OC
OTEUYECTBCHHOTO

npousBojcTBa. [Iponssoa
utenan OC poccuiickoro
npoussojacTa. OC
POCCHUICKOTO U
3apy0ex)HOTO
IIPOM3BOJICTBA B
OTEYECTBEHHBIX PEECTpPax.

28

14

14

Tewma 4. ba3oBsrit

(out of box)

YpOBEHB 0€30MaCHOCTH
OC Windows. Mepsl 110
IMMOBBIIICHHUIO YPOBHA
6e3omacuoct OC
Windows

28

14

14

Tema 5. TpeboBanus
0e30I1acCHOCTH
uHpOpMaLIUU K
OTIepPAIIMOHHBIM CHCTEMaM
DOCTIK Poccun

32

16

16

Tema 6. YrpaBienue
MOJIb30BATEIAMU U
rpynmamu. Paiinosas
cucrema NTFS.
Pasrpannuenue nocryna c
IMOMOIILI0O MEXaHU3MOB
NTFS.

Tema 7. Peanmn3arus
BCTPOCHHBIX MEXAHU3MOB




3aImuThl HTHGOPMAITIHI
Microsoft Windows Ha
aBTOHOMHOM paboueM
MecCTe, B OJTHOPaHT OBOM
ceTH, B ceTu Active

Directory
Tema 8.
8. | [Ipumenenue Group Polic
y OC Windows
Tema 9. Texnonoruu ans
paboter OC Windows B
9. | cetu, MOHUTOpPUHTA U
ayquTa, pe3epBHOTO
KOIIMPOBaHUs
Tema 10. Hanoxenuslie
1 | cpencTBa sauuThl
0 uH(popMaluuy,
MPUMEHSIEMBbIE IS
OC Windows
Hroro | 144 72 72
3.2 Conep:xaHue TUCHUILTUHBI
1. Conep:kaHue TUCHHMILIHHBI
Ne Pa3ngen (Tema) Conepxanmue
n/n AU CHUILIMHBI
1 2 3
[lonsTe onepanuoHHas CcUCTEMa, KIacCHU(pUKaLUs
OIIEpPALIMOHHBIX CUCTEM. ApPXUTEKTypa MHOT03aJa4HOMN
ITonsTne olepalnoHHas | ceTeBol  omepanuoHHOM  cucteMbl.  CemelcTBO
CUCTEMA, KJaccu(uKanus | onepaluoHHBIX CUCTEM Windows. TpeGoBanus
ONepalroOHHbIX cucteM. | perynstopoB Poccuiickoit @enepaiuu mo o06ecrneueHuto
CemelicTBO onepaunoHHbIX | 6e3omacHocty uHpopmanuu: PCTIK Poccun, OCb
cuctem Windows. VYcrpoiictBo | Poccun, MunoGoponst Poccun. Ilpodunu 3ammrsl
1. |OC Windows. TpebGoBaHus | omepalMOHHBIX CHCTEM, 3a/laHUs 1O Oe30MacHOCTH.
pETYIISITOPOB Poccuiickoit | TpeGoBanus 0€30macHOCTH nHpopManuu K
Oenepanii 10 00ECTICYCHUIO | OTIEPAIIMOHHBIM cHUCTEMaM OCTOK Poccun.
0€30MacHOCTH undopmaruu: | [loxcucrems! cuctemsl 3amuThl nHGopManuu ot HC/I B
®CTIK Poccuu, ®Cb Poccun, | coorBerctBun ¢ «PJI. AC. 3ammra ot HC.
Muno6oponst Poccun Knaccudukanus AC u tpeboBanus o 31» (ot 30 mapta
1992 rona).
[Ipomeccr, moToku, paboTel, 3amaHusi. (OCHOBHBIC
[Tpomecchl, NOTOKH, pPaOOTHI, .
3a/1aHusl. YIIpaBIeHUE NaMAThIO. CHCTEMITHIC fporiecent oc WmeWS'
. CewmeiictBo yrrmut Sysinternals Suite.
2. Paiinosas cucrema. Cucrema JHucneruep 3anau (Task Manager).
BBO/Ia-BBIBOJIA. OcHoBHbIE .
VYrunura Sysinternals Process Explorer  u  Process
cucteMuble  mpomeccel  OC . .
Windows Monitor. Yrpasnenue namsatbio. daitnoBas cucrema.

CucreMa BBOJIa-BBIBOIA.

10



Yrpo3sl 6e3onacHoctr uHpopManuu. bBY OCTIK

Vrpossr 6E30MACHOCTI Poccun. Ysa3BumMocTu OC. IlonsTne
uadopmarn.  BJIY OCTIK CepTH(?HHHpOBaHHBIX u junensupoBanubix OC. OC
Pocerit. Vsspiumocrn OC. OC | POCCHHCKOTO  IPOM3BOJCTBA,  IPOM3BOIUTENH oC
OTCUCCTBEHHOIO poccuiickoro mnpousBoAcTBa. OC poccuiickoro u
3. | npousBoxcrea. [IpousBoaurenu 3apybesitoro . _DOMSBOCTRA B
9 peecTpe poCCHIICKOro MporpaMMHOro 00ecredeH s,
ocC POCCHHCKOTO LPOM3BOACTBA. | o)1y peecTpe  POCCHHMCKHMX  MporpamMm  JUIs
oc POCCHHCKOTO " | 3IeKTPOHHBIX BBIYHCINTEIbHBIX MALIHH U 0a3 JaHHBIX,
32pYDEKHOTO MPOHM3BOZCTEA B peectp cpeacts 3amuTsl nHGopMmarn PCTIOK Poccun
OTCUCCTBCHHBIX peecTpax. u @OCb Poccun. VYpoBHH KOH(DUICHIUATEHOCTH
nHpopmanuu, obpadarsiBaemoii B OC.
bazoBbirit (out of box) | baszossiii  (out of box) yposens 6e3omacHoctn  OC
YpOBEHb 0€30MaCHOCTH OC | Windows. Mepbl 110 TTOBBIIIIEHUIO YPOBHS 0€3011aCHOCTH
4. | Windows. Mepsl mo [ OC Windows. Ilogxombl K TIOBBIIICHHIO YPOBHS
MOBBIIIICHUIO ypoBHs | 6ezonmacHoct OC Windows (dek-nmucTsl 0€30macHOCTH
6e3omacHoct OC Windows OC Windows).
TpeboBanwus 0e30macHOCTH uHpOopMau K
TpeGoBanus 6e3omacHocTH | onepanroHHeiM cucteMaM DOCTOK Poccuu: tumbel u
5. | undopManMM K ONEpanrMoOHHBIM | Kiacchl. PaccMoTpenne npoduiieit 3amuTsl ¥ IPUMEpPOB
cuctemam OCTOK Poccun 3amannii o Oe3omacHoctd OC pa3iIMYHBIX THUIIOB H
KJIACCOB.
[Tons3oBarenn u ux BuAbl. ['pynmel moap3oBaTesnen.
VipaBieHue ob30BaTe I 1 YuyérHble 3amMcu TOJb30BaTeNnell U paboTa C HUMHU.
rpyrnamu. Dailiosas ccTeMa VYnpasnenue MOJIb30BATENSAMH Ha ABTOHOMHOM pabouem
6. NTFS. Pasrpaiuerue 1ocTyma Mmecte, B JoMeHe Active Directory. ®@aiinoBas cucrema
¢ HOMOILIBIO Mexanm3mon NTES. NTFS. ®aiinel u nankw. PasrpaHqufine Jocryna ¢
nomotbto Mexanu3sMoB NTFS, nactpoitka ACL mnpas
nocryta nosb3oBareneit B NTES.
Peanuzanus BCTPOEHHBIX
oy | Kb s | oo,
. pi
7 I\/I{/{i(rbigg?vzuﬂﬂﬁa aBTl(\)/E(C)fv([);gg EFS. Texunonorus BitLOCker_ u BitLocker To
paGouem MecTe, s Go. TexHosorust DirectAccess. TGXHonorI/IiI
ONHOpAHTOBOH CeTH, B CeTH Network ACCf)SS Control. Co3nanue 3aMKHYTOM
Active Directory MIpOrpaMMHOI cpeibl ¢ moMolbio pyHkuuu AppLocker.
[Ipumenenne Group Policy OC Windows st 3amuThl
nH(popMalUK Ha ABTOHOMHOM pa0oueM MecTe U B CEeTU
5 [Tpumenenue Group | Active Directory. Texnonoruu 0e301acHoro
" | Policy OC Windows YIAIEHHOTO JOCTyla K KOPIOPAaTUBHBIM pecypcam
(mpuMeHeHue BCTPOCHHOTO ¢dbyHKIIMOHANA
OTIEPAITMOHHBIX CHCTEM).
(Fgeéq\{;;ﬁ?drfxs nns; paSSTT;I VYcraHoBka v HACTPOMKY Cityk0 u KOMITOHEHTOB DNS,
9. MOHHTOPHHTa 0 ayﬂma’ DHCP, WlndO\_Ns Backup  Services, Windows
> | Deployment Services
pPE3epBHOTO KOMIUPOBAHUS
HanoxeHHsie cpeacTBa 3aliuThl
10. | undbopvamm,  mpuvensembie Knaccudukanus, BUABl HAJOKEHHBIX CPEICTB 3alTUTHI

s OC Windows

nHopmarmu, npumensemsie st OC Windows
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1. TeMaTHKA CEMUHAPCKHX/MPAKTHYECKHUX H JIA00PATOPHBIX 3aHATHIA
3.4.1 CemuHapckue/mpakTUUECKUE 3aHATUS

He npedycmompensvt yuebnvim nianom.

3.4.2 JIabopaTopHbI€ 3aHATHS

No . O0OneM,
HanmenoBanue 1abopaTopHON pabOTHI
n/n Jac.
1. | Beimonnenue nabopatopHoii paboTsl Ne 1 mo teme 1 6
2. | Beimonnenue nabopatopHoii paboTsl Ne 2 o Teme 2 6
3. | Beimonnenue naboparopHoit padbotel Ne 3 o teme 3 6
4. | Beimonnenue naboparopHoit pabotel Ne 4 o teme 4 8
5. | Beimonnenue nabopatopHoii paboTsl Ne 5 o teme 5 8
6. | BermmonHeHne nabopaTopHoit paboTsl Ne 6 1o Teme 6 8
/. | Bemmonnenue nabopatopHoii pabotsl Ne 7 o Teme 7 8
8. | Boimonnenue nabopatopHoit padbotsl Ne 8 1o Teme 8 8
9. | Bemmonaenne nabopaTtopHoit pabotsl Ne 9 o Teme 9 8
10. | Bemonnenne naboparopnoit pabotel Ne 10 mo teme 10 6
Hroro 72
2. TeMaTuka M coiep:KaHNe KYPCOBbIX NPOEKTOB (KYPCOBBIX padoT)

KypcoBoe mpoekTHpoBaHMe 10 JaHHOW JUCHMIUIMHE Y4YE€OHBIM  IJIAHOM
3alJIaHUPOBAHO, T€Ma KypcoBOM paloThl: «OCBOEHHME BCTPOCHHBIX MEXaHHU3MOB
3amuThl uHGopManiuu B OC Windows». B Xoje BbIMOTHEHUS KypCOBOM pPabOTHI
y4alirecst 10JKHbI BHIIIOJTHUTH:

yctaHoBKYy Microsoft Windows Server;

BBINIOJIHUTHh HAcTpoiiky Microsoft Windows Server nisi moBbIlIEHHS Ha4ajbHOI'O
YpOBHSI HHPOPMAITMOHHOM 0€30TTaCHOCTH;

YCTaHOBKY M HacTpouKy ciyx0 nomena Windows — AD DS;

pa3sépteiBanne OC APM (nons3oBatensckas OC Windows, He cepBepHasti) 1o CETH €
nomotisio Windows Deployment Services (WDS), Microsoft Deployment Toolkit;
BbINOJIHUTE HacTpoky OC APM - Microsoft Windows (monb3oBatens) s
MOBBIIICHHS] HAYAJIBHOTO YPOBHS MH(POPMAIIMOHHOW O€30MacHOCTH;

CO3/1aHHE U IPUMEHEHHE MapaMeTpoB 0€30MIaCHOCTH MO CETHU C MOMOIIBI0 MEXaHU3Ma
Group Policy (GP);

HACTPOWKY poiu «bain-cepBep», HacTpoiiky ACL mpaB mocTyma moyib30BaTelei B
NTFS;

YCTAaHOBKY M ympaBiieHHe B ceTu jaomeHa Microsoft Windows cepBepHbIX u
kinenTckux Cp3U;

ycTaHoBKYy U HacTpoiiky Windows Backup Services.
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4 Y4yeOHO-MeTOAUYecKOe U HH(POPMALIMOHHOE o0ecrieueHne

1. HopmatuBHbie JokyMeHTHI 1 [OCTbI

[Iporpamma cocTtaBieHa B COOTBETCTBUM ¢ (DepepaibHBIM TOCYAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJAPTOM BBICHIETO O0pa30BaHMsA [0 HAIMpPABICHHIO TNOATOTOBKM OakamaBpoB 10.03.01
«MHpopmarmonHas 6€301MacHOCTH.

4.2 OcHoBHasl IUTEpaTypa

1. Acramuyk, B. A. KopnoparuBHble WH(GOPMAIIMOHHBIE CUCTEMBI: TpeOOBaHHS TPH
NPOCKTHPOBAHUY : yueOHoe mocobue it By30B / B. A. Acramuyk, [1. B. Tepemenko.
— 2-e u3A., ucnp. u pon. — Mocksa : U3parensctBo IOpaiit, 2023. — 113 ¢. —
(Beicmee obpazosanme). — ISBN 978-5-534-08546-4. — TekcT : 3MeKTpOHHBIN //
O6pasoBarenbHas miardopma FOpaiit [caiit]. — URL.: https://urait.ru/bcode/514213
(mata obpamenwus: 24.09.2023).

2. T'octe, . M. OmnepainioHHbIe CUCTEMBI | YUeOHUK U NMPAKTUKYM AJs By30B / 1. M.
['octeB. — 2-e u3n., uctp. u porn. — Mocksa : U3narensctBo FOpaiit, 2023. — 164
c. — (Bricmiee oopazoBanue). — ISBN 978-5-534-04520-8. — TekcT : 251eKTPOHHBII
// OO6pazoBarenpHas wiaropma FOpaiit [caliT]. — URL:
https://urait.ru/bcode/512144 (nara obpamenus: 24.09.2023).

4.3 JlonotHUTE IbHAS JINTEPATypa

1. CrapoBepoBa, H. A. Omnepamuonnsie cuctembl : y4eOHuk s crmo / H. A.
CrapoBepoBa. — 2-¢ usn., crep. — Cankr-IlerepOypr : Jlans, 2022. — 412 ¢. —
ISBN 978-5-8114-8984-8. — Tekcr : snektpoHHBIM // JlaHb : 3JIEKTPOHHO-
oubmmoreynass cumcrema. — URL: https://e.lanbook.com/book/186048 (mara
oOpamienus: 24.09.2023). — PexxuM foctymna: i aBTOPU3. MOJIb30BaTEICH.

2. Manaxos, C. B. Oneparuonnsie cuctemsl u 06osiouku / C. B. Mamaxo. — CaHKT-
[TerepOypr : Jlanwb, 2023. — 120 c. — ISBN 978-5-507-45325-2. — TekcT :
NEeKTpoHHBIM //  Jlawb : o2nekTpoHHO-OMONMmMoTeunas cucrtema. — URL:
https://e.lanbook.com/book/302681 (mata oOpamenus: 24.09.2023). — Pexum
JocTymna: sl aBTOPU3. MOJIb30BaTENEH.

4.4 DJleKTPOHHBbIE 00pa3oBaTe/IbHbIE PECYPChI
1. DOP «be3onacHOCTb onepanroHHbIX chucTeM Linux» [DnexkTponHsli pecype] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (marta obpamenus: 01.10.2023).

45 JInueH3uoHHOe U CBOOOTHO pacNpocTpaHsieMoe MPOrpaMMHoOe o0ecriedyeHne
1. Microsoft Windows

4.6  CoBpeMeHHBbIe MPO(eccCHOHATBHBIE 0a3bI JaHHBIX U HH(POPMAIIHOHHBIE CIPABOYHbIE
CUCTEMBbI

1. ®enepanbHas rocynapcTBeHHast HHPOpMAIIMOHHAs crcTeMa - HarnroHanbHast 3J1eKTpOHHAs
oubmmoteka (HOB) https://H36.pd

5. MaTepuanbHO-TeXHHYeCKOe o0ecnieyeHne

Jns mpoBeneHHMs BCeX BMJOB 3aHATHH HEOOXOIUMO MPE3CHTALMOHHOE O00pYAOBaHHE
(MynbTUMEIUNHBINA TPOEKTOP, IKpaH) — 1 KOMIUIEKT.
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6. MeTozmquKne PEKOMEHAALINN

6.1 MeTozmquKne PCKOMEHAAIIUA IJIA IpenoaaBaTe/isl o0 OpraHu3alnumn Oﬁy‘lel-ll/lﬂ

1. Ilpy moAroToBKE K 3aHATUSAM CIEAYET IIPEIBAPUTEILHO TpopaboTaTh MaTepua 3aHATuUs,
MPElyCMOTPEB €ro Mojady TOYHO B OTBEJAEHHOE JJIsi 3TOro Bpemst 3aHsaTus. CieayeT MmoAroToBUThH
HeoOXOouMble MaTepuajbl — TEOPETUUYECKUE CBEAEHUS, 3a1auu u Ap. llpu mpoBeneHun 3aHATHA
clielyeT KOHTPOJIMPOBATh MOJauyy MaTepuaia W pelieHHe 3aJaHHuil C y4eTOM y4eOHOro BpeMeHH,
OTBEJICHHOTO JJISl 3aHATUS.

2. Ilpu mpoBepke pabOT M OTYETOB CJEAYeT YUHUTHIBATh HE TOJBKO MPaBUILHOCTD
BBITIOJTHEHUS 33J]aHUi, HO W ONTHMAJIbHOCTh BBHIOPAHHBIX METOJIOB PEIICHHUS, MPABUIHLHOCTH
BBITMIOJTHEHHSI BCEX €r0 I1aros.

6.2 MeToanyeckue yKa3aHus 1Jisl 00yYAIOHIUXCHA M0 OCBOCHUIO TUCIUNINHbBI

W3ydeHre TMCUUILITNHBI OCYIIECTBIISIETCS B CTPOIOM COOTBETCTBUU C 1I€JIEBOM YCTAHOBKOM B TECHOM
B3aUMOCBSI3M y4eOHbIM MIaHOM. OCHOBOW TEOPETUYECKOH MOJITOTOBKH CTYIEHTOB SBISIOTCS
JICKIUH.

B npornecce camoctoaTenbHON pabOThl CTYACHTHI 3aKPETUISIIOT U YIIIYOJISIFOT 3HAHMS, TTOTYyYEHHBIC
BO BpeMs ayJUTOPHBIX 3aHSATUI, TOTOBATCA K JK3aMEHy, a TaKKe CaMOCTOSTENIbHO H3y4aroT
OTJIE/IbHBIE TEMbl YUEOHOH IPOrPaMMBI.

7. MoHJ OLIEHOYHBIX CPEJICTB

B npouecce o0ydeHus: UCMONB3YIOTCA CIEAYIONINE OLEHOYHBIE (POPMBI CAMOCTOSTENILHON PabOThI
CTYAEHTOB, OLEHOYHBIE CPEACTBA TEKYLIErO0 KOHTPOJISI YCIEBAEMOCTH M IPOMEKYTOUHBIX
aTTECTaIlUU:

- KOMIIBIOTCPHOC TCCTUPOBAHUC,
- OK3aMCH.

O6p33HI>I TCCTOBBIX 3a)1aH1/1171, 9K3aMCHAIIMOHHBIX 6I/IJ'IGTOB, MPUBCACHLI B IIPHUJIOKCHUU.

7.1. ®oH/X OLIEHOYHBIX CPEICTB /Jisl IPOBEACHUS MPOMEKYTOUYHOM aTTecTaluy 00y4YalomMXcst
10 JMCHHUILIHHE (MOAYJIIO).

7.1.1. IlepeyeHb KOMIETEHLUH C yKa3aHUEM 3TarnoB UX (POPMUPOBAHMS B MPOLIECCE OCBOCHHS
00pa3oBaTeNbHOI MPOrpaMMBl.
B pe3ynbraTe ocBOGHUS TUCHMIIIMHBI (MOYJIs1) GOPMUPYIOTCS CIIEIYIONNE KOMICTEHIIUH:

B pe3yiabTaTe 0ocBOeHHsI 06Pa30BaTEILHOI MPOrpaMMbI 00yYAOIIHIACS K0JIKEH

Kona xoMmereHuuu
A 1 001a1aTh

CnocobeH AIMUHUCTPUPOBATL CPEACTBA 3alIUTHL I/IH(bOpMaLII/II/I B KOMIIBIOTEPHBIX CUCTEMaX
U CETAX

OIIK-1.2

B npouecce ocBoeHust 00pa3zoBaTeNbHOI MPOrpaMMbl JaHHbIE KOMIIETEHIIUH, B TOM YHUCIIE UX
OTJIeNIbHBIE KOMIIOHEHTHI, (POPMHUPYIOTCSI TIOITAIHO B XOJI€ OCBOEHHS 00YYarOIIUMUCS JUCIUILUIMH
(Momynei), mpakTHUK B COOTBETCTBUU C YYEOHBIM IJIAHOM U KaJleHAApHBIM rpaduxoM ydeOHOTro
npoiiecca.

7.1.2. Onucanue nokasarteseil 1 KpuTepreB OLCHUBAHUS KOMIIETeHIMH, (POPMHUPYEMBbIX 110
HTOraM OCBOCHMUSA NJUCHUIIIIMHbBI (MO}]yJIH), OoImMCaHue NKaJ OCHUBAaHUA
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[Tokazaresnem olleHMBaHMsI KOMIIETEHIIMI HA pa3IMYHbIX dTanax ux GOpMUpPOBaHUS SBIISIETCS
JOCTHKEHUE 00YUYaIONIMMUCS TNIAHUPYEMBIX Pe3yJIbTaTOB O0YUYEHHUs IO AUCITUTIMHE.

Kpurtepnu onennBanns
2 |3

IToxa3aTenan

[ 4 |5

OIIK-2. CnocobeH NpHUHUMATh MNPHUHIMIBI pabOTHI

COBPEMCHHBIX I/IH(i)OpMaHI/IOHHLIX TEXHOJIOTUH U

IIPOrPaMMHBIX CPEJCTB, B TOM UYHCIIE OTE€UECTBEHHOI'O IPOMU3BOCTBA, U UCIOJIB30BaTh UX MPU pPEIICHUH 3ajad
poeCCHOHAIBHOMN JESITENbHOCTH

HOIIK-2.1. 3HaeT
COBpEMEHHbBIE
WHPOPMALINOHHBIE
TEXHOJIOTUH u
MPOrpaMMHbIE
CpEICTBa, OCHOBHEIE
BUABI W TIPHUHIMITBI
paboTsI
UH(POPMAIUOHHBIX
CHCTEM u
UH(POPMAIUOHHBIX
TEXHOJIOTHH, CIIOCOOBI
BHE[PEHHUS u
HHTErpaluu
COBPEMEHHBIX
nH(pOpPMAHOHHBIX
CHCTEM, CITOCOOBI
OIIEHKH HEOOXOIMMOCTH
HCIIOIL30BaHM
MIPOrPaAaMMHBIX CPEIICTB.
HOIIK-2.2. VYmeer
HCIIOJIb30BaTh
COBPEMEHHBIE
uH(pOopMaIMOHHbIE
TEXHOJIOTUHU u
MPOrpaMMHbBIE

CpEenCTBa, KaK B paMKax
OTJIEIHLHOTO
MPEeANpUATHS, TaKk U B
paMKax  KOpIOpaluii,
rOCYAapCTBEHHBIX
CHUCTEM; BHEAPATh U
HaCTpauBaTh
COBpPEMEHHBIE
HHPOPMALHOHHBIE
CHUCTEMBI,  TPOBOJUTH
HMHTETpanuio
Ppa3IUYHBIX
HHPOPMAIMOHHBIX
CHUCTEM U IPOrPaMMHBIX
CpEICTB, OLIEHUBATh
HEOOXOIUMOCTh
HCIOJIB30BaAHUS
MIPOTrPaMMHOTO
cpeicTBa I PelieHus
3a1a4.
HOIIK-2.3.Bnageer
HaBbIKAMU NPHUMEHEHUs
COBPEMEHHBIX
UH(POPMAIMOHHBIX
TEXHOJIOTUH "
MIPOTPAMMHBIX CPEJICTB,
MpU pENIeHuH 3a7ad B
pa3IUYHBIX  OTPACIsX,
BHEJIPEHUSI U HACTPOUKHU

Obyuarommiics
JEeMOHCTPHPYET
TIOJTHOE
OTCYTCTBHE WIIH
HEJI0CTaTOYHOE
COOTBETCTBHUE
MaTepuany
JUCIUTLTAHBI
3HAHUH,
YKa3aHHBIX B
HHIUKATOpaX
KOMIIETeHIU I
JACTTUTUTAHBI
«3HaTh» (CM. I
3).

OO6yqatontmiics
JIEMOHCTPHPYET
HETIOJTHOE
COOTBETCTBHE
CIIeTYIOTITIX
3HAHUHU, YKa3aHHBIX
B HWHIUKATOpax
KOMIETEHIUH
JIUCIUTUTAHBI
«3Hatby» (cM. 1. 3).
Jomnyckarores
3HAYUTEIbHEIC
OIINOKH,
TIPOSIBIISCTCS
HEIOCTaTOYHOCTH
3HaHUH, TO PRy
TOKa3aTescH,
oby4aromuics
WCIBITHIBAET
3HAYUTEbHBIE
3aTpyAHEHUS
OTIepUPOBAHUU
3HAHUSIMH TIPU  UX
mepeHoce Ha HOBBIE
CUTYAIIHH.

pu

Obyuarommiics
JEMOHCTPHPYET
YaCTHYHOE
COOTBETCTBHUE
CIIEAYIOIINX
3HAHUH,
YKa3aHHBIX B
HWHIUKATOpaX
KOMIECTCHITUH
JUCIUTLTAHBI
«3HaTb» (cM. 1. 3).
Ho nmomyckatorcs

HE3HAYUTENBHEIE
OIIINOKH,
HETOYHOCTH,
3aTpyJHEHUS TpU
AHAINTHYIECKUX
ornepanusx.

OO0yuatontuiics
JIEMOHCTPHPYET
MOJIHOE
COOTBETCTBHE
CIIeYFOIITIX
3HaHUH, yKa3aHHBIX
B WHIUKATOpaXxX
KOMITETCHLIUM
JACLMILIAHEL
«3Hatb» (cM. I. 3).
CBo601HO
oTepupyeT
pHOOPETEHHBIMHU
3HAHUAMH.
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COBPEMEHHBIX
nH(pOpMaMOHHBIX
CHCTEM, OLICHKH
HEOOXO0ANMOCTH
HCIIONB30BAHMS
HPOTPaMMHBIX CPEJICTB
n  UHQOPMAIMOHHBIX
CHCTEM MU pelIeHHs
3a1ad.

IIK-1. Cnocoben OCYHICCTBJIATE AAMHUHUCTPUPOBAHUC IIPpOLECCAa KOHTPOJA IMPOU3ZBOAUTCIBHOCTU CCTEBBIX
yCTpOfICTB " [porpaMMHOIro OGCCHC‘-ICHI/IS[, MpOBOAUTH PEIrIIaMCHTHUPOBAHHLBIC pa6OTLI Ha CCTCBBIX yCTpOfICTBaX
u OporpaMMHOM obecneueHue PIH(l)OKOMMyHHKaHI/IOHHOﬁ cucreMsl7. Crocoben y4acTBOBaTh B HaCTpOﬁKe n
HaJIaJKC MMPOTrpaMMHO-aInapaTHbIX KOMIIJICKCOB

UIIK-1.1 3HaeT:
YCTpOUCTBO U IPUHLUIL
paboThI CETEBBIX
YCTpOMCTB

[Ipununs

(YHKIMOHUPOBAHUS |
apXUTEKTYypy CETEBBIX

anImapaTHBIX CPEICTB
TexHom0ruu B CETEBOM
aJMUHUCTPUPOBAHUH
Mopenu  ynpasiieHus
CEThIO

UIIK-1.2. YMeerT:
Tlonb3oBaThCs
HOpPMaTHBHO-
TCXHUICCKOM
JOKYMCHTAITHCH B
obmactu UKT
Hcnonp3oBaTh
COBPEMEHHBIE  METObI
KOHTPOJIS u
OCYIIECTBJIATD
aJIMUHHUCTPUPOBAHUE
npoiecca KOHTPOJIS
MIPOU3BOTUTENLHOCTH
CETEeBBIX YCTPOUCTB U
MIPOTPaMMHOTO
obecrieueHus,
MIPOBOIUTH
periIaMeHTHPOBAaHHBIC
paboTBl Ha  CETEBBHIX
yCTpOHCTBax u
MIPOrPaMMHOM
obecrieuenme
WH()OKOMMYHHKAIUOHH
OM CUCTEMBI
UIIK-1.3.
OueHkoit
[IPOU3BOIUTEIILHOCTH
KPUTHUYECKUX
MIPUIIOKEHUH,
IUTAHUPOBAHUEM
Tpebyemoii
MIPOU3BOTIUTEILHOCTH
aAMUHHUCTPUPYEMOH
ceTH, crocobamu
YCTaHOBKH, aHAJM3a U
KOHTPOJISI KaOeNbHBIX U
CETEBbIX AaHaJIM3aTOPOB
JUISL KOHTPOJIS

Bnaneer:

OOyuaronmiics
JEMOHCTPHUPYET
TIOJIHOE
OTCYTCTBHE HWJIU
HEJ0CTaTOYHOE
COOTBETCTBUE
Marepuany
JUCLUITUHBI
3HAHUM,
YKa3aHHBIX B
HUHIUKATOpax
KOMIETEeHIUI
JUCIUTLTAHBI
«3HaTh» (CM. IL

3).

OO6yuarouuiics
JIEMOHCTPHUPYET
HETIOTHOE
COOTBETCTBHE

I (134 0)11170:¢
3HaHWM, yKa3aHHBIX
B WHAUKATOpaX
KOMIIETEHIIUH
JIUCITUTUTAHBI
«3Hatb» (cM. 1. 3).
Jonyckatotcs
3HAUUTEbHBIE
OIINOKH,
MIPOSIBIISAETCS
HEIOCTaTOYHOCTH
3HaHUH, TO PRy
TOKa3aTescH,
oOygaromuics
HCTIBITHIBACT
3HAUUTEbHBIE
3aTpyAHEHUS
OTIepUPOBAHUU
3HAHUSMH TIPH KX
MepeHoce Ha HOBBIE
CUTYyaIlUH.

pu

OOyuaronmiics
JIEMOHCTPHUPYET
YaCTUYHOE
COOTBETCTBUE
CIIEIYIOIIMNX
3HAHWH,
YKa3aHHBIX B
HMHIUKATOpax
KOMIIETeHIU I
JOUCLMIIIMHBI
«3HaTh» (cM. 1. 3).
Ho nomyckarotcs

HE3HAYUTCIIbHBIC
OIINOKH,
HETOYHOCTH,
3aTpyJHEHUS [pU
AHATTUTHYCCKUX
orepanusx.

OO0y4aromnuiics
JIEMOHCTPUPYET
MIOJTHOE
COOTBETCTBHE
CIIEYFOLITHX
3HAHMUH, yKa3aHHBIX
B MHIIUKATOpax
KOMIIETEHIIUHA
JIICLUILITHHBI
«3Hatb» (cM. 1. 3).
CBoOoaHO
orepupyer
NPUOOpPETEHHBIMU
3HAHUSMH.
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N3MEHEHHsT HOMMHAJIOB
CeTEBBIX YCTPOUCTB U
I1O agMuHUCTpUPYEMOT
ceTHn B LEIOM W
OTICTBHBIX TIOJICHCTEM
HKC

ITK-4. CnocoGeH 00cTyKHBaTh CepBEPHBIE OMEPAITIOHHBIC CHCTEMBI

HKC

HIIK-4.1. 3HaerT:
Tunuyneie OIINOKH,
BO3HHKAIOIIIHE npu
pabore cepBepubix OC,
MIPHU3HAKH ux
MPOSIBJICHUS. W METOJIBI
yCTpaHEHUS,
TEXHAYECKYIO
TEPMHUHOJIOTHIO,
OTpaxkaromias
COCTOSIHHE ~ CEepPBEpPHbBIX
OC u omuOku B ee
pabote

Cnoco6sl
KOMMYHUKAIMH
MIPOIIECCOB
OTICPAIIMOHHBIX CHCTEM
IIpuHUMIBI
OpraHu3aIiu u
(G YHKIIMOHUPOBAHUS

CEpBEPOB M CEPBEPHBIX
oC

UIIK-4.2. YmMmeer:
Pacmio3snaBaTh NpU3HAKA
HEIITaTHOTO  pPEeXHMa
pabotsl cepsepHbIx OC,
MIPUMEHSITH
CIelMaTu3uPOBaHHbIE
KOHTPOJIHHO-
HM3MEpUTENbHBIE
cpeacTaa

OmnceiBath pabory
CepBEPHBIX
OTIEPAIIMOHHBIX CHCTEM
13707001 ee
COCTaBIISIOIINX n
OTKJIOHEHUS oT
LITaTHOTO pexuma
paboTs!
Kondurypuposate OC
CETEBBIX YCTPOICTB,
YUUTBIBAS M OTpaxas
TEXHOJIOTHYECKHE
CTaHAAPTHI
OpraHu3aIuu
CocTaBmsTh paciucaHue
u periamMeHTh
PE3epBHOTO
KOIIMPOBAHUS
CepBEPHBIX
OTIEPAIIMOHHBIX CHCTEM
VYcranaBnuBath
MIPOrpaMMHO-
ammapaTHbIe  CPEICTBa

CEPBEPOB U CEPBEPHBIX
ONEpalMOHHBIX CUCTEM

OObyuarommiics
JEeMOHCTPHPYET
MOJIHOE
OTCYTCTBUC WIIH
HEJIOCTATOYHOE
COOTBETCTBUE
MaTepuany
JUCLUAILIAHEL
3HAHUH,
yKa3aHHBIX B
HWHAUKATOpaxX
KOMITICTCHITHIA
JUCLUTLIAHBI
«3HaTh» (CM. I

3).

OO6y4atomntmiics
JIEMOHCTPUPYET
HETIOTHOE
COOTBETCTBHE
CJeIYIOIINX
3HAHUHU, YKa3aHHBIX
B HUHIUKATOpax
KOMITIETCHITUN
JACIIMTUTUHBI
«3HaTth» (cM. 1. 3).
Homyckatores
3HAYUTEIIbHBIC
OIIMOKH,
MPOSABIIAETCS
HEJ0CTaTOYHOCTD
3HaHWM, IO paay
nokasaTeseH,
oby4aromuics
WCIBITHIBAET
3HAUUTEbHBIE
3aTpyIHEHUS
ONEPUPOBAHUU
3HAHUAMU TIPU UX
MEPEHOCE Ha HOBbIE
CUTYaLlUH.

pu

Obyuarommiics
JEMOHCTPHPYET
YaCTHYHOE
COOTBETCTBHUE

I (S13% 011170:¢
3HAHUH,
YKa3aHHBIX B
HHIUKATOpaX
KOMIIETeHIU I
JACTTUTUTAHBI
«3HaTh» (cM. 1. 3).
Ho momyckatorcs
HE3HAYNTEIIbHBIC
OIIINOKH,
HETOYHOCTH,
3aTpyJHCHUSA IIpU
AHAITUTUYCCKUX
omepanusx.

OO6yuatontuiics
JIEMOHCTPHPYET
ITOJTHOE
COOTBETCTBHE
CIeIYIOIINX
3HaHWUN, yKa3aHHBIX
B WHIUKATOpax
KOMIETCHIMH
JACLMILIAHBI
«3HaTh» (cM. 1. 3).
CB00OIHO
oTepHupyeT
pHOOPETEHHBIMHU
3HAHUSAMHU
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BriOupats CIIOCOOBI
BOCCTAQHOBJICHUS
paboTocrocoOHOCTH
CEpPBEPHBIX
OTIEPAIIOHHBIX CHCTEM
Hcnone3oBath
OTpACNIEBBIC CTAHAAPTHI
pu HacTpoiike
apaMeTpoB
AJIMUHUCTPHUPYEMBIX
cepBepubix OC u [10
VYYUTBIBaTh PUCKH TPH
TUTAHUPOBaHUHU
U3MEHEHUH CEPBEPHBIX
oC

Hcnone3oBath
COBpPEMEHHBIE CPE/ICTBA
aZMUHUCTPHUPOBAHUS
0a3 JaHHbBIX
IIpumensats
COBpPEMEHHBIE
KOHTPOJIbHO-
HU3MEpUTENbHBIE
CpeacTBa
AHanmu3upoBaTh
TEXHHYECKHE
mapaMeTphl  Pa3INIHBIX
BEPCHUH TPOrpaMMHBIX
cpenacts cepBepHbix OC
OO00CHOBBIBaTh
TIPEATI0KEHUS o
peanu3alu  CTpaTeruu
B 00IacTH cepBepHBIX
oC

ITonb30Barbes
HOPMaTHUBHO-
TEXHUYECKOU
JOKyMEHTaIe B
obmactu cepsepHbIXx OC
CocTaBnsTh OTYETH W
TIPEAII0KEHUS 1o
PasBUTHIO CEPBEPOB U
CepBEPHBIX
OTIEpPaIlMOHHBIX CUCTEM
IIpumensaTs  1ITATHBIE

MIPOTrPaMMHO-
anmapaTHble  CpEJCTBa
TUISE KOHTPOJIS
MIPOU3BOTUTETHHOCTH
CETEeBOM
HHPPACTPYKTYPHI
[IpuBnexaTb 3KCHEPTOB
CMEXKHBIX u

npopuITbHBIX obnacTei
UIIK-4.3. Bnageer:
KonTponem paboTs!
cepsepubix OC n/nnm ee
COCTaBIISIFOIIIMX
OO0HapyxeHue, aHau3,
ycTpaHeHue, (uKcarms

OTKJIOHEHUH oT
IITATHOTO pexuma
paboTHI CEpBEPHBIX

18



OIIEPALIMOHHBIX CHCTEM
n/unu ee
COCTaBIISIONINX,
BEICHHE XKypHaJa yueTa
OTKJIOHEHUH
CocraBneHne OTYETOB
00 UCTIONIb30BAHUH
CETEBBIX PECYpCOB H
pecypcoB
OIIEPAIIMOHHBIX CHCTEM
IInanupoBanue
pacrcaHus
apXUBUPOBAHUS u
apXUBUPOBaHME
IapaMeTpOB CEPBEPHBIX
0ocC, KOTIMPOBaHUS
MIPOTPaMMHOTO
obecrieueHUs
PazpaboTka cxemBl U
NpOLETYPBL
rocjeaBapuiHOTO
BOCCTaHOBJICHUS
paborocniocobHOCTH
CEpBEPOB U CEPBEPHBIX
OTIEPaI[MOHHBIX H/UITU €€
COCTaBIISIOIINX
DuKCUpoBaHUE
TIPUYUHBI ¥ PE3YJIbTaTOB
BOCCTAHOBJICHUS
paboTociocoGHOCTH
cepBepHbix OC
Pa3paboTka craHnmapTa
3aJaHusi ~ [apaMeTpoB
JU1st CEpBEPHON
onepanuoHHOU
CHUCTEMBI
Kondwurypuposanwe,
JOKyMEHTHPOBaHHUE
IapaMeTpoB CEPBEPHBIX
OTIEPAIIOHHBIX CHCTEM
OcyiecTBieHue
IPOQHUITAKTHYECKUX
paboT 1o TOIAEepKKE
NIPOrPaMMHOTO
obecrieueHus
cepaepHbix OC
CpaBHeHue
O0OHOBJICHHOI u
NpeAbIayIIell  BepcHH
IO  cepBepubix OC,
IIpoBEpKa
COBMECTUMOCTH
OOGHoBIEHHE no
cepseprbix OC
Koppextuposka
JEWCTBUM npu
00Hapy>KEHUU OIMIMOOK
OOHOBIICHHS CEPBEPHBIX
OTICPAITMOHHBIX CUCTEM
[InanupoBanue
TpebyeMoit
MIPOM3BOIUTENBEHOCTH €

19



OILIEHKOI CEpPBEPHBIX
ONEpaLMOHHBIX CUCTEM
Ananuz rapaMeTpoB
MIPOU3BOAUTEIBHOCTH
CEpPBEPHBIX
OTIEPAIIMOHHBIX CHCTEM
3a YCTaHOBJIEHHBIN
MIEpHOJ
Hcnonp3oBaHue yTHIIUT
ONEpallMOHHBIX CHCTEM

TSt TapupUKanum
CETEBBIX PECYPCOB
IIpoBenenue
HCCIIEOBaHMS i)
BBISIBIICHUIO
moTpeOHOCTEH B
CHEIUATH3UPOBAHHBIX
CpeAcTBax KOHTPOJS H
TECTUPOBAHUS
cepBepubix OC, aHanu3
3asBOK Ha
npuodpereHune
CIICUAIN3UPOBAHHBIX
CPEACTB KOHTPONSL H
TECTUPOBAHUS

[IIxansl OLIEHUBAHUS PE3YJIBTATOB IPOMEXKYTOYHOM aTTECTALMU U UX ONMCAHUE:

dlopma npomeofcymounoﬁ ammecmauuu: IK3aMeH.

IIpomesxyTouHas aTTectanus oOyyaromuxcs B popme sK3aMeHa IpOBOIUTCS 110 pe3ybTaTaM
BBIMIOJTHEHUSI BCEX BUAOB Y4eOHOH pabOThI, MPEIyCMOTPEHHBIX Y4YEOHBIM IUIAHOM IO JaHHOMN
JUCLHUIUIMHE (MOAYII0), IPU STOM YYHUTBHIBAIOTCS PE3yJbTaThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B
TedeHue cemecTtpa. OIeHKa CTENeHW JOCTHXKEHHUS OOy4aloUIMMUCS IUIAHUPYEMBIX pPE3yJIbTaToOB
o0y4yeHMs] 1O JAUCHUIUIMHE (MOJIYJI0) IPOBOAUTCS MpernojaBareieM, BEAYLIIUM 3aHATHS 110
JUCIUILINHE (MOIYJII0) METOJIOM 3KCIepTHOM oleHKU. [1o uToram npomexyTo4HoON aTTecTaluu 1o
JUCLUIUIMHE (MOJIYJII0) BBICTABIISIETCS OLIEHKA OTIMYHOY, «XOPOLIO», «yIOBJIETBOPUTEIHHOY» WIIH
«HEYAOBIETBOPUTEIBHOY.

IIIkasna oneHUBaAHUS Onucanmne

BrImoHeHs! Bce BUABI y4eOHOH paboTHI, MPEeIyCMOTPEHHbIE Y4eOHBIM IIJIAHOM.
CTyZeHT IeMOHCTPUPYET COOTBETCTBHE 3HAHWH, YMEHUH, HaBHIKOB ITPHUBE/ICHHBIM B
TaOnunax TIoKas3aresiedl, onepupyeT NPHOOPETCHHBIMH 3HAHUSIMH, YMEHHSIMH,
OTtnyHO HaBBIKAMH, IPUMEHSIET UX B CUTYAIUsIX MOBBIIIEHHON CIIOKHOCTHU. [IpH 3TOM MOTYT
ObITH JONYIICHbl HE3HAYUTENbHbIE OIIMOKM, HETOYHOCTH, 3aTPyJHEHHs IIpH
QHATUTUYECKUX ONEepalusaX, NepeHOCe 3HAaHUH U yMEHUH Ha HOBBIE, HECTAHAAPTHBIE
CUTYyallHu.

BrImoHeHs! Bce BUABI y4eOHOH paboTHI, MPEeIyCMOTPEHHBIE YYEOHBIM ITTIAHOM.
CTyIeHT JeMOHCTPHPYET HETOJHOE, MPaBWIBHOE COOTBETCTBHE 3HAHWH, YMEHHH,

Xopouio N
HABBIKOB IPHBEJCHHBIM B TaOJHMIAX IOKa3aTelield, MO0 eclii MpHU STOM OBLIH
OITYIICHEI 2-3 HECYIIECTBEHHBIC OITHOKH.
BreimoiHEHBI BCe BUABI y4eOHOW pabOThI, MPEeIyCMOTPEHHbIE yYEOHBIM ILTAHOM.
CTyneHT JEMOHCTPHUPYET COOTBETCTBHME 3HAHHUN, B KOTOPOM OCBEIIEHA OCHOBHAS
Y 10BIE€TBOPUTEIBHO ya A pupy i p t i

HanOoslee Ba)kHAs 4acThb MaTtepuajia, HO IPU STOM AOIYLICHA O/IHAa 3HAYUTCIIbHAsA
oIIMOKa HUIIM HETOYHOCTD.
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HeynosnerBopurenbHo

He BoITIOJTHEH OAMH WK 00JIee BUIOB Y4eOHOM paboThI, MPeIyCMOTPEHHBIX YIeOHBIM|
riaHoM. CTyJeHT JAEMOHCTPHUPYET HEMOJHOE COOTBETCTBHE 3HAHUIA, YMEHHH,
HABBIKOB TMPHUBEACHHBIM B Ta0NHMLAX II0KA3aTelNei, JOIMYyCKAaIOTCs 3HAYMTENIbHbBIC
OLIMOKH, TIPOSIBIISICTCS OTCYTCTBHE 3HAHUI, YMECHUIL, HABBIKOB IO PSIIy MOKa3aTee,
CTYIICHT MCIBITHIBACT 3HAUYUTEIbHBIC 3aTPyJHCHUS IPU ONEPUPOBAHUH 3HAHUSIMU U
YMEHUSIMHU TIPH UX IIEPEHOCE HA HOBBIC CHTYAIHU.

DOoHABI OLIEHOYHBIX cpeacrs

OueHouyHbIE CpeCTBA IJIA TEKYIel aTTecTalun

KOMHLIOTCPHOG TECTHUPOBaHME.

ITo xaxmoi Teme npennaraercs 10 BompocoB mo kaxaon Teme. OCBOEHHUE TEMbl 3aBUCUT OT

pe3ynbrata Hanucanus Tecta: 9-10 6ayIoB - TeMa CYUTAeTCsl OCBOSHHOW HA MPOJIBUHYTOM YPOBHE;

6-8 OauIoB - TeMa cuMTaeTCs OCBOCHHOW Ha 0a30BoM ypoBHE; (-5 0aIoB — TeMa cCUMTaeTCs He

OCBOEHHOM.

agrONE

©oNe®
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12.
13.
14.
15.
16.

17.
18.

19.
20.

OueHovHbIe CpeaCcTBA /sl MPOMEKYTOYHOM aTTeCTAlUN
IK3aMeH.
Cnucok BONPOCOB JIVIsl IK3aMeHA 10 TUCIUIIINHE

[TonsiTve onepalmoHHas cUcTEMa, KilacCu(UKalMs ONEPalMOHHBIX CUCTEM.

ApPXUTEKTYpa MHOT03aJJauHON CETE€BOI OnepaliiOHHON CUCTEMBI.

3amuiéHAbIe (aiIOBBIC CUCTEMBI.

[ToHsiTHE MOJINTUKN pa3TpaHUYEHHUS JOCTYINA B KOMIIBIOTEPHBIX CHCTEMAX.

OpnHoypoBHEBass 1 MHOTOYpPOBHEBasi MOJIEJIM pa3TpaHUYEHUsl JOCTYIa, UX JIOCTOMHCTBA U
HEJO0CTaTKH.

Peanu3zanus TeXHOJIOTUK pa3sTpaHUYEHUS JOCTYIA B ONEPAlIMOHHBIX CHCTEMAX.
Wnentudukanus, ayreHtudukanus. @akTopsl ayTeHTU(DUKALIY.

3arpy3uuku onepanuoHHbix cucreM. Obecneuenue 3auuTsl o HCJI npu 3arpyske cucTeMsl.
[TonsiTHe cepTU(UIMPOBAHHBIX U JHIIEH3UPOBAHHBIX OMEPAIMOHHBIX CUCTEM.

. Onepanionnbie  cucteMbl cemeiictBa Microsoft Windows. OcoOeHHOCTH — peanu3aiuu

MEXaHHU3MOB 3aIlIUThI HH(OPMAIIUH.

Kpunrorpaduueckass 3amura TOJB30BATEIbCKUX JIAHHBIX CPEJICTBAMHU IIH(PPYIOMICH
daitnosoit cuctemsl EFS.

Texnomnorus BitLocker u BitLocker To Go.

Texnonorust DirectAccess.

Texnomorust Network Access Control.

Coznanue 3aMKHYTOH TIpOrpaMMHOI cpelibl ¢ momotrsio hyakimu AppLocker.

Peanuzamusi BCTpOEHHBIX MEXaHWU3MOB 3amuThl HHpopManuu Microsoft Windows Ha
ABTOHOMHOM pabo4eM MecTe, B OJJHOPAHTOBO CETH.

3amura uHpopmanuu B Active Directory.

ITonp30BaTenu U uUx BUAbl. [ pynmbl mosib3oBarenieil. YUYETHbBIE 3allMCH IOJIb30BaTEIEH U
paboTa ¢ HUMH.

[Tpumenenue Group Policy onepannonnsix cucrem Windows 1ist 31U Thl HHGOPMAIIKK.
TexHOMOTHH 0€30MaCHOTO YAAIEHHOTO JOCTYIAa K KOPIIOPATUBHBIM pecypcaM (MMPUMEHEHHE
BCTPOEHHOTO (PYHKIIMOHAJIA OTIEPAIIUOHHBIX CUCTEM).
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21.

22.
23.

24.
25.

26.

27.

28.

29.

30.

31.

32.
33.

OmnepanmonHas cucremMa Astra Linux. OCOOEHHOCTH pead3allid MEXaHU3MOB 3allUThI
uHpOpMaLIUH.
MexaHu3M H30HUPaTEIBHOTO yIIPaBICHUS 10CTyoM Astra Linux.
Mexanusm PAM  kak peanmzanms (QyHKOUM HISHTHU(DUKALUU ¥ ayTCHTU(UKALUH
nosib3oBareseit B Astra Linux. CpeacTBa moaaepkku 1ByX(pakKTOPHOW ayTeHTU(DUKAIUH.
Homen Astra Linux Directory. TexHonoruu 3amursl HHGpOpMaluu B Jomene Astra Linux.
Manpartnas cymHoctHo-posieBas JI1-monens ynpasieHus 40CTynoM U HHGOPMauOHHBIMU
notokamu (MPOCJI JII1-monens) Astra Linux Special Edition.
OcHoBHbIe 1To10KeHus pyKoBosaux JokyMeHToB (PJ) ®CTOK Poccunu (I"ocTrexkomuccum)
10 3aIuTe HHPOpMaIUH.
P AC. 3ammra or HCJ. Knaccubpukanmus AC wu T1peboBanus mno 3U
(ot 30 mapta 1992 rona).
P/I. 3amura ot HCA. Yacts 1. [Iporpammuoe obecriedeHne CpeacTB 3aliThl HHPOPMALIUH.
Knaccudukanus mo yposuto koHTpoias HIB (ot 4 utons 1999 rona).
PJI. CBT. 3amura or HCJI x wndpopmarnuu. I[lokazaremn samuménnoctu ot HCJ] k
undopmarnuu (ot 30 mapra 1992 rona).
CpenctBa 3ammuThl  HMH(pOpManuy, yCcTaHABIMBAaEMbIE Ha OIEPALUOHHBIE CHCTEMBIL.
Knaccudukanus. Pemraemble 3a1aun.
Cucremsl 3amuThl nHGOpManuu. MeTos omnpeieseHns cocTaBa U OUEHKH dPPEKTUBHOCTH
CUCTEMBI 3alIUThl HHPOPMAIUH.
Yrpo3sl 6e30nmacHOCTH HHPOPMAITUH.
VY 3BUMOCTH ONEPAIIIOHHBIX CUCTEM.

[Tpumep Ounera.

1. Anroputmbl U MEXaHU3MbI CHHXPOHHU3AIIH.
2. Paszrpanmuenue nocrymna B OC.
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