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1. Heuamn, 3a0a4M ¥ IVIAaHUPYEMble Pe3yJbTaThl 00y4eHHS 10 AUCHUIIHHE

K 0CHOBHBIM WeJsIM OCBOCHHUS AUCHMIUIMHBI «METOAbl M CPEeICTBa KPUNTOrpadUuecKOn
3alUThl HHOOPMAIH CIIEAYET OTHECTH:
- U3y4YCHHE COBPEMEHHBIX METO/IOB M CPEACTB KpUNTOrpaduieckoid 3amuTsl HHOOpMALUH
JUISL peuIeHus: Ipo0IeM 3aluThl HH(OPMAIHH.

K ocHOBHBIM 3a/1a4aM OCBOCHHSI AUCIUILIUHBI «METOBI U CPEICTBA KPUNTOTpapHUECKOM
3aIIUTHl HH(POPMAIUHIY» CIIEIYeT OTHECTH:

- OBJIQICHUE OCHOBHBIMU KPHITOTpaUYeCKMMU HHCTPYMEHTAMH, HEOOXOAWMBIMHU IS
HOCTPOEHHS 3aIIUIIEHHBIX HH)OPMAIIMOHHBIX CHCTEM.
OOydenue 1o aucuuIuinHE «MeToapl M CpeAcTBa KpUNTOrpaduueckor 3amuThl HH(DOpMAIU
HarpasJIeHO Ha (popMHUpPOBaHHE y O0YUAIOUIUXCS CIEAYIOINX KOMITCTESHIIHHA:

Kon v HaumMeHoBaHue KOMIETEHIINIA NHAuKATOPHI JOCTHKEHUST KOMIIETEH UM
OIIK-9 CnocoOeH mpuMeHSTh CPeCcTBa HOIIK-9.1. 3naet cpenctra kpunrorpadhuiaeckoii u
KpUITOrpaduuecKoil U TEXHUIECKOMN 3aIUThI TEeXHUYIECKOM 3aIUThI HH()OPMALINH IS PEIICHUS
uH(GopManuK s pelieHust 38724 MpoQeCCHOHANBHON | 3a1a4 MPohecCHOHATIBHOM AeATeIbHOCTH,
IEeATEIbHOCTH HOIIK-9.2. YMmeeT npuMeHsTh CpeAcTBa

KpunTorpaguueckoi ¥ TEXHHUECKOM 3aIlUThI
HHOOPMAIINH IS PEIICHUs 3a/1a4 TPO(eCCHOHATBHOM
JeITEILHOCTH;

HOIIK-9.3. Bnageet cpeacTBaMu KpUITOrpaguueckoi
U TEXHHYECKOM HH(OPMAIIUH ISl PENIEHHS 3a1a9
npo(eCCUOHANBHOM JACSITEIBHOCTU

2. Ilenun, 3a1a4u ¥ IVIAHUPYeMbIe pe3yJIbTaThl 00y4eHHS 10 JTUCHUILIHHE

Jucuummaa «MeToibl B CpeacTBa KpUNTOrpadruecKoi 3auiuThl HH()OPMAII» OTHOCUTCS K
qucly y4eOHBIX AUCHUIUIMH Onoka 1 o6s3atenbHoit yactu (B1.1) ocHOBHOI 00pazoBaTenbHOMN
nporpammel (b1.1.22).

JlucuuIuinHa B3aMMOCBSI3aHa JIOTUYECKH U COAEP)KaTeIbHO-METOJUYECKU CO CIEAYIOUIMMHU
muciuruinHamu U npaktukamu OOIL: «MaremaTuueckuil ananus», «Jluneitnas anredpa», «Teopus
BEPOSATHOCTEW U MaTeMaTuyeckasi CTaTUCTUKay», «OCHOBBI MH()OPMAIIMOHHON 06€3011aCHOCTHY.

3. CTpykTypa U coiep:KaHue TUCUUTIINHBI

OO0mast TpyA0€MKOCTh JTUCIIUTUIMHBI COCTABIISIET 4 3aueTHbIe eTMHUIHI (144 daca).

3.1. Buabl yueOHoii padoThl U TPYA0EMKOCTh
(mo ¢popmam oOyueHus)

3.1.1 Ounas opma oO0ydeHus

| Bup yueOHoii padoThl CemecTtpbl




Ne KonunuectBo | Cemectp Henens
n/n 4acoB ceMecTpa
1 | AyauTopHble 3aHATHS 72 3 1-18
B ToMm gnce:
1.1 | Jlekuun - - -
1.2 | CemuHapcKue/mpakTHYECKUE 3aHATHS - - -
1.3 | JIaboparopuble 3aHsATHS 72 3 1-18
2 | CamocrosiTeJbHas padoTa 72 3 1-18
3 | Ipome:kyTouHasi aTTECTALMS
DK3aMeH 3 ITo pacniucanuto
Hroro 144




(mo ¢popmam oOydeHus)

3.2.1 Oynas ¢opma 00ydeHus

3.2. TemaTn4yeckuii JIaH U3y4eHUsl TUCIUTNTIMHBI

TpynoemMKocTh, 4ac

AyauTopHasi pabora
Camoc
J:/') Pa3nesnl/Tembl CeMHH/ap Jlabop | Hlpaxt TOATE
AMCUMILTHHDI Beero | Jlex | MM | ATOPH JMHCCKA | W g
n [MpaKTU4Ee| bIE s
1002078 padort
CKME | 3aHATH | OArOT | ©
3aHSATUS s OBKa
Paznen 1. CummerpuyHbie
1 64 - - 32 - 32
KPUITOCHUCTEMBI
1.1 | Tema 1. McTopus pa3Butus 4 - - 4 - 4
12 Tema 2. OCH?BHBIG 3a7a4u 8 ) ) 4 ) 4
COBpPEMEHHOM Kpunrorpaduu
1.3 | Tema 3. Knaccuduxanus mmdpos 8 - - 4 - 4
1.4 | Tema 4. lHIudper nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. llIudpsl 3ameHsbl 8 - - 4 - 4
1.6 | Tema 6. llludpsl raMmMupoBaHus 8 - - 4 - 4
17 Tewma 7. [loTOYHBIE CUCTEMBI 8 i i 4 i 4
mmdpoBanus
18 Tema 8. biounble cucTeMbl 8 i i 4 i 4
G poBaHUs
2 Paznen 2. AcuMMeTpUUHbIE 80 i 40 40
KPUITOCHUCTEMBI
Tema 1. MaremaTuueckue OCHOBBI
2.1 16 - 8 8
KpUNTOrpadguu ¢ OTKPHITHIM KIIFOUOM
29 Tema 2; OTkphITOE pacmpeneneHme 6 ) 4 )
KITIOYer
23 Tema 3. Cuctemsl mdpoBaHus ¢ 12 i 8 4
OTKPBITBIMU KIIFOYaMHU
24 Tema 4. Kpunrorpadus Ha 12 i 4 8
DIUTMNITUYECKAX KPUBBIX
25 Tema 5. DnekTpoHHbIE TUDPOBHIE 16 i i 8 i 8
TOJIIHCH
26 Tema 6. (ETaHI[apTI)I U (POBBIX 16 i i 8 i
nojnucein
2.7 | Tema 7. KBanroBas kpuntorpadus 4 - - - - 4
Hroro 144 - 72 72
3.3. Coaeprxanue TMCHUNTUHBI
Pa3nea 1. CuMMeTpHYHBbIe KPUNITOCHCTEMBI.
Tema 1.1. Vcropust pa3Butusi Kpunrorpahuu.
OcHoBHble TpeOoBanuss kK muppam. Ilonarue kpunrtorpaduyeckoil  CTOMKOCTH.

Cosepmiennbie mudpel. Konteniuys n306ITOYHOCTH HH(DOpMAITHH.

Tema 1.2. OCHOBHBIC 33/1a4¥ COBPEMEHHOU KpUnTOrpaduu.

Kondunenmuansnocts. LlenoctHocTs. AyTreHTuukanus. YnpapieHue kiodamu. Cxembl

pasiesieHust CeKpeTa.




Tema 1.3. Knaccudukarms mmdpos..
Knaccudukanuss muppoB mo pazaudHbM Tpu3HakaM. DopmalibHbIe MOJETU MHUPPOB.
MareMaTHYECKHE MOJIEITH OTKPBITOTO TEKCTA.

Tema 1.4. [1Iudpsl nepecTaHOBKH.
[udpser BepTuKanbHO# nepectaHnoBkH. b per MmapmpyTHOii epectaHoBkH. [IoBOpoTHBIE

pemetku. Cerp @eiictens. [ludpsl nepecTaHOBKU. IDJIEMEHTH KpUINTOAHAIW3a IH(POB
MePECTaHOBKHU.

Tema 1.5. [lludpsr 3ameHsI.

[udper mpocroit 3amenbl. Kpunroananu3z mmdpoB mnpoctoi 3ameHbl. [lIudper
MHOT'O3HAYHOM 3aMEHBI.

Tema 1.6. [lIucdpsr raMmMupoBaHus.
Onnopazosseiii 0710kHOT Illennona. I'ammupoBanne 'OCT P 34.13-2015 mo anroputmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. [ToTounbie mUQPEL.

Peructpsl casura ¢ o6patHoii cBsa3bi0. CkpemOiepbl. MeToabl paHIOMHU3AIUU COOOLICHHH.
[Torounsie mmdppcucremsl. Llnudpsr A5/1 u AS/2.

Tema 1.7. biiounsie cuctemsbl MUGPOBAHUSA.

Koncrpykuuun @eiictens. Anroputmbl OioyHoro mudpoBanus. Pexumbl mudpoBanus

o6mounsix mmgpos. [OCT P 34.13-2015, TOCT 34.13-2018. bnounsie cucTtemMbl MIH(PPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsr mudposanus 'OCT 28147-89, TOCT P 34.12-
2015, T'OCT 34.13-2018.

Paznen 2. AcuMMeTpHYHbIe KPUNITOCHCTEMBI.

Tema 2.1. MaremaTtudeckre OCHOBBI aCHMMETPUYHOMN KpunTorpaguu.

HenpepbiBable gpoOu. MynbTuminkaTiBHble (QyHKIMHU. CpaBHEHHE LENbIX YHUCEN I10
Monaysto. Perenne cpaBHeHMi nepBoil creneHu. ['pymnbl, Kosblia, KOHEYHbIE OIS,

ONIUNTUYECKHEe KpPUBBIE HAJ| KOHEYHBIMH HOMSAMHM.  DJIEMEHTbl TEOpPUM 4YHUCENT U
anreOpandecKor TeOMETPUHN. DIUTUIITUIECKHAE KPUBBIE HAJl KOHEUHBIMH TIOJISIMU.

Tema 2.2. OTKpbITOE pacnpeneIeHUE KIFOUEH.
Cxema luddu-Xennmana.

Tema 2.3. Cuctemsl MHUPPOBAHUSA C OTKPHITHIMU KIIFOUAMHU.
[udp RSA. Kpunrtoananusz mudpa RSA. [udpp El Gamal.

Tema 2.4. Kpunrorpadus Ha 3JUIMITUYECKUX KPUBBIX

[Mpunnun pabotel mudppcucreMsbl. KpUnToCTOMKOCTh MH(PCUCTEM HA SIUIMNTUYECKUX
kpuBbIX. Kpunrocucrema ECC ¢ ucnonb30BaHreM aOCLUCCHI TOUKH.

Tema 2.5. DnekTpoHHbIE IM(PPOBBIE MOAMUCH.

MexaHu3M J1eHCTBHS AIEKTPOHHON IIU(PPOBOM MOANNUCH

@yHKIMM X3mMpoBaHus. KpunroaHanu3 OJHOCTOPOHHUX X3II-(QYHKIMHA. AJITOPUTMBI
uupoBoi nognucu. Anroput™Mel nudposoii noanucu RSA nu EGSA.

Tema 2.6. CtangapTsl TU(DPOBBIX MOAMUCEH

Anroputmsl iudposoit noamucu DSA, ECDSA u TOCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBas kpunrorpadus.

3.4. TeMmaTuka ceMHHAPCKUX/MPAKTHYECKHUX H JIa0OPATOPHBIX 3aHATHI

3.4.1 CeMmuHnapckue/mpakTHUeCKre 3aHATUS



He npedycmompenwr npocpammoii.

3.4.2 JlaGopaTopHbIe 3aHIATHS

Tema 1. CummeTpru4YHBIE KPUITOCUCTEMBI.
Jlaboparopuas padota 1.1. lludpsr 0MHO3HAYHON 3aMEHBI.

Hugpvr npocmoii 00Ho3HauHOU 3amenbl: Ambaw, wugp Lezaps, wugp [oarubus.
JlaboparopHnas padota 1.2. [lTudpsl MHOTO3HAYHOH 3aMEHBI.

Hugpvr Tpumemus, benazo, Buscenepa.
JlaGopaTtopHnas pabota 1.3. [IoBOpOTHBIE pEIIETKH.

Pewemxa Kapoano.

JlaGopaTtopHas padora 1.4. [lIudps! nepecTaHOBKH.
Hugpvr sepmuxanvrou nepecmanosku. Lllugpor mapupymuoti nepecmanosxku.

JlaboparopHuas padota 1.5. lludpsl 6;109HOM 3aMEHBI.
Mampuunovil wiugp. lugp [nstigepa.
JlaGopaTtopHnas padora 1.6. [lIudpsl raMMupoBaHusI.

Oonopasosuviii bnoknom Lllennona.

JlaGopaTtopHnas padora 1.7. [loTounble KO PHI.

Hlughpor A5/1 u A5/2.
JlaGopaTtopHas padora 1.8. KomOuHanmoHHbIE A QPHI.

T'OCT P 34.12-2015 Maema u Kysneuux, TOCT 28147-89, AES.
Tema 2. AcUMMETPUYHbIE KPUIITOCUCTEMBI.

JlaboparopHas pabota 2.1. MaremaTudeckue OCHOBBI KpUNITOTPAQHUH C OTKPHITHIM KIFOUOM.
Henpepuviguvie opoou. Mynomuniuxkamuenvie @yukyuu. CpasHeHue yenvix 4Yucenl no

mooynw. Pewenue cpasnenuii nepgotl cmenenu. I pynnvl, Koabya, KOHeuHble NOAs. DIIunmudeckue
Kpusble HA0 KOHEUHbIMU NOJAMU. DIIUNmMudeckue Kpugble Ha0 KOHEYHbIMU NOJAMU.
JlaGopaTtopHas pabora 2.1. AcuMMeTpUYHBIC MHUQPHI.

Aneopumm Jughgpu-Xenimana, [llugpp RSA,

Hlugpp El Gamal. Kpunmocucmema ECC c ucnonvsosanuem abcyuccol moyxu.

JlaGopatopHas pabota 2.2. ATropuTMbl IU(PPOBBIX MOJIHCEH.

Aneopummur RSA, EGSA.
JlaGopatopHas pabota 2.3. CtanaapTsl HUGPOBON NOAIHCH.

Aneopummut yughposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
JlaGopatopHas pabota 2.4. OOMeH kirodamu 1o anroputMy Jduddu-Xennmana.

3.5. TemaTnka KypcoBbIX NPOEKTOB (KYpPCOBBIX padoT)

He npedoycmompenvi npoepammotl.

4. Y4yeOHO-MeTOaAMYEeCKOEe U MHPOPMALIMOHHOE o0ecriedeHne

4.1. HopmatusHblie 1oKyMeHTbI 1 OCTob1

1. ®enepanpsbiii 3akoH 0T 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «OO6 »IEKTpOHHOU
HOJIUCHY: Tekcrt: AIEKTPOHHBIN // Texskcneprt: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpantenus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmarmonHas TexHonorus. Kpunrorpadpudeckas 3ammra



https://docs.cntd.ru/document/902271495
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nHpopmaruu. [Ipomeccel ¢GopMupoBaHUS W TPOBEPKH AJIEKTpOHHOW mmdpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HannonanesHbeiii crangapt P®: Beex. 01.01.2013: -M.: Crangaprundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (mara ooparienus 15.03.2021).- TekcT: 3JCKTPOHHBIH.
3. TOCT P 34.11-2012 HWudopmanuonnas texHonorus. Kpunrtorpaduueckas 3ammra
uHpopmannu. Oynknus xsmmpoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonansnsiii crangapt P®: Bren. 01.01.2013:- M.: Crangaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- Tekcr: 37eKTPOHHBIH.
4, TOCT P 34.12-2015 HWadopmanmonnas texHonorus. Kpunrorpadudeckas 3ammura

uHdopmarnuu. bnounsie mmpe: Hamwonanmeubiit cranmapt P®: Beex. 01.01.2016:- M.:
Cranmaprundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara obGparieHus
15.03.2021). - TeKcCT: 3IeKTPOHHBIA.

5. TOCT P 34.13-2015 HWuadopmanvonnas TtexHonorus. Kpunrorpaduueckas 3ammra
uHpopmanuu. Pexumbl paboTel Onounbix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Haunonansnsiii crangapt P®: Bsea. 01.01.2016:-
M.: Crannmaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara oOparieHus
16.03.2021).- TeKCT: 27€KTPOHHBIIA.

I'OCT 19.701-90 Enunas cucrema nporpaMMHO# 1oKkyMeHTaluu. CXeMbl alrOPUTMOB, IIPOTPamm,
JIAaHHBIX U cucteM. MexayHapoanbsiid ctaniapt.: Been. 01.01.1992. — I'ocynapcTBeHHBI KOMUTET
CCCP no BerYHCIHTENBHON TexHUKE U nH(popMaTuke. [lepensnan — ssuBaps 2010.

4.2. OcHOBHAasI IUTEpaTypa

1. byrakoBa H.I'., ®emopoB B.H. Kpunrorpaguueckne MeTOapl U CpEACTBA 3AIIUTHI
uHpopmauuu: ydyebHoe mnocodbue. Mznanue 2-e, ucnpaBieHHoe M jgononHeHHoe. — CII0: HI]
«UnTepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®enopor H.B. Kpunrorpapuueckas 3amura
uHpopManuu: yaebHoe rmocodue s By30B. — M. : M3x-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. ByrakoBa H.I'., ®emopo B.H. Kpunrorpadpuyeckme MeTombpl M CpeICTBAa 3alIUTHI
uHpopmanuu: yuebHoe nocodue. — CI16: UL «urepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AIIEKTPOHHOU BEpCUU KHUTH OTKPBIT Ha caiite
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoTHUTe/ILHAS JINTepaTypa

1. BBezaenue B kpunrorpaduyeckyro 3amuTy HHpopmanuu oobekToB: yueoHuk ais CI1O /
C.H. Unbunsix, C.I'. Amtommmna, T.M. Kanunkuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texcrt : anexTpoHHbIH // JIaHb : 3neKTpoHHO-OubMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopauenko A. A. Kpunrorpadudeckne mpoTokois : yued. mocooue / A. A. Kopauenko, M.
JI. Tmyxapes. — CI16 : ®T'BOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTpOHHBIN // JlaHb : anekTpoHHO-OnbmuoTeunas cucrtema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpunrorpadguueckue Meto/s! 3amutel nHpopmanuu / A. FO. Epmakosa. —
M. : MUPOA - Poccuiickuii TexHosornueckuii yuusepcurert, 2021. — 172 c. — Teker :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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3JICKTPOHHBIN // JIaHb : anekTpoHHO-0nbMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnarees E. b. 3amura nHGOpMaIum: KpUNTOAUITOPUTMBI XCITUPOBAHUS: ydeOHOE TocoOne
s By3oB / E. b. rnatees. - Cankr-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlanb : anexTpoHHO-OnOMMoTeyHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHUKOB, A. A. Kpunrorpaduyeckre METOAbI 3alIMThl HHPOpManuu: Y4yeOHoe
nocobue / A. A. OBunnHuKOB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBeHHBIN YHUBEPCUTET
a’pokocmuaeckoro npudopocrpoenus, 2021. — 133 c. — ISBN 978-5-8088-1591-9. — Teker :
3JICKTPOHHBIN // JIaHb : aneKTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. JneKTpOHHBIE 00pPa30BaTeIbHbIE PeCypPChI

1. ByrakoBa H.I'. Kpuntorpaduueckne MeTopl 3aIUThl HHGOPMAIIUH. DIEKTPOHHBIN
00pasoBaTenbHbBIN pecypc. MockoBckuii [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

4.5 JInueH3MOHHOE ¥ CBOOOHO pacIpocTpaHsieMoe MPOrpaMMHOe odecriedyeHmne

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcun u Boitie; Microsoft Office wim Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MPo(ecCHOHAIbHBbIE 0a3bl TaHHBIX H HHGOPMALIMOHHbIE
CIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snextponnas 6ubauoreka: cait. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 31eKTPOHHBIH.

2. JIAHb: snexktponHO-OMOMMoTEeYHas cuctema: caifT. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (gata o6pamenus: 10.03.2021). - TekcT: 2IEKTPOHHBIH.

3. ®CTOK Poccun: I'ocymapCTBEHHBINH peecTp CepTHPHUIMPOBAHHBIX CPEICTB 3AIIUTHI
undopmarmu. — Mocksa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mata ob6pamenus: 10.03.2021). -
TexcT: JIeKTpOHHBIN.

4. bubnunorpaduueckas u pedepaTuBHas 0aza JAaHHBIX HAyYHOW MEPUOAUKH «Scopusy -
WWW.SCOpuSs.com.

5. Caiit ®enepanbHoii ciyx0b1 0e3omacHocTu Poccuu (PCB Poccun). -http://www.fsb.ru.

6. Caiir @enepanbHOR CayX OBl MO TEXHUYECKOMY M SKCHOpPTHOMY KoHTpomo (PCTIK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHHYECKOT0 KOMUTETa MO CTaHJapTH3aIMH «3amuTa UHHOpMaIumy. —
http://tk.gost.ru/wps/portal/tk362

8. MHdopMarmoHHO-aHATUTUYECKHI WHTepHer-nopran ISO27000.ru. -
http://www.is027000.ru/.



https://lms.mospolytech.ru/course/view.php?id=2518
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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5. MarepuajbHO-TeXHHYECKOe o0ecreyeHue

Jlns mpoBeneHusl BCeX BUIOB 3aHATUH HEOOXOOMMO NPE3EHTAlMOHHOE O0O0pYIOBaHUE
(MyJTBTUMETUIHBIN POEKTOP, HOYTOYK, 3KpaH UM UHTEPAKTUBHAS TOCKA) — | KOMIUIEKT.

JUid nipoBeAeHUsI IPAKTUUECKUX 3aHATHM HEOOXOAMMO HaJIMYMe€ KOMIBIOTEPHBIX KJIACCOB,
000pYyIOBaHHBIX COBPEMEHHOW BBIYMCIUTEIHHON TEXHMKOW M3 pacueTa OAHO pabodee MecTO Ha

OJIHOTO 00y4aemoro.

6. MeToau4eckue peKOMeHAALUN
6.1 MeTonnueckne peKoMeHIalHH /sl PenoiaBaTeisi 10 OPraHu3auuu 00yYeHus

[Ipn monaroroBke Kk a0OpaTOpHBIM paboTaM cleayeT NpeaBapUTENbHO MpopadoTaTh
TEOPETUUECKUI MaTepua 3aHsATHUs, IPEyCMOTPEB €r0 [10/1a4y TOYHO B OTBEJIEHHOE JIJIs1 3TOTO BPEMs
3aHSTHSL.

[Ipu npoBeneHNY 3aHATHS CIEAYET KOHTPOIUPOBATH M0Jauy MaTepuasa U peleHue 3a1aHnui
C YYETOM y4yeOHOIro BpEMEHH, OTBEACHHOIO JJIsl 3aHATHUS.

[Ipu npoBepke pabOT M OTYETOB CIIEAyeT YYUTHIBATh MPABHIBHOCTh BBIMOJTHEHUS
nabopaTopHbIX paboT HA BCEX dTamax.

6.2 MeTozmqecmae YKazaHus 1Jis oﬁyqamnmxcsl 10 OCBOCHHUIO M CHHUIIJINHBI

N3yuenne qUCHUIUIMHBI OCYILECTBIIETCS B CTPOI'OM COOTBETCTBHH C 1I€JIEBOM YCTaHOBKOM B
TECHOU B3aMMOCBS3H y4yeOHbIM IJIaHOM. OCHOBOM TEOPETUUECKON MOATOTOBKH CTY/IEHTOB SIBJISIOTCS
JIeKYUU.

B mnponecce camocToATENbHOM pabOTHI CTYAEHTH 3aKpeIUIsiioT U YIIyOJsioT 3HaHMS,
MOJIy4eHHbIE BO BpeMs ayAMTOPHBIX 3aHATHH, JOpaOaThIBAlOT KOHCIEKTHI JIEKIUI, TOTOBATCS K
9K3aMEHY, a TAKXKE€ CaMOCTOSITENIbHO U3Y4aroT OTAENbHbIE TEMbl Y4eOHOM MPOrpaMMBl.

JIaGopaTtopHble paboOTBl MPOBOAATCS MO HaubojJee BaXXHBIM TeMaM JAMCLUIUINHBL
OcyuecTBisieTcsl 3aKpeIyieHHue 3HaHUM, MOJYYEHHBIX CTYACHTaMHU Ha JIEeKIUSAX W B Ipolecce
camMocCTosTeNNbHOW paboThl. Ocoboe BHMMaHuE oOpalaercs Ha pa3BUTHE YMEHHUH M HaBBIKOB
YCTAHOBJICHUSI CBSA3U IMOJIOKEHUH TEOpHUM C MPOo(ecCHOHANBHON JIEATENbHOCThIO OyayIIero
cneunanucra no Mb. JlabopartopHble pabOThl MPOBOJATCS MO TEOPETUUECKUM M IMPOOIEMHBIM
Boripocam HMb. JlaGopaTopHbie paGoThl MpeAroiiaraeT TBOPUYECKUE TUCKYCCUM, aKTUBHBIH OOMEH
MHEHMSMU 10 TIOCTaBJICHHBIM BOMpOCaM, 3aciHylIMBaHME M OOCYXXAEHUE JIOKJIAJOB IO
MpeJI0KEHHBIM IIPETIOAABATEIEM TEMaM.

BaxxHbIM 00OCTOSTENBCTBOM SIBIISICTCS NMPHUBJICUEHNE BHUMAHUS CTYJEHTOB K 00CYXIaeMoil
npobiieMe, CTUMYJIMPOBAaHME HWHTEpeca K HeW M OpraHu3alus akTUBHOTO OOCYXIEHUS, Kak
CTPYKTYpPBI IpPOOJEMBbI, TaK U COCTaBISAIOIIMX €e Haubojiee akTyaJdbHBIX TeM. [lJis MOBBIICHUS
3¢ (}EeKTUBHOCTH TPOBENEHUsl 3aHATHS TpeOyeTcsl MpeaBapuTesbHas MOJIrOTOBKAa BCEX €ro
YYaCTHUKOB. B 3Tol CBS3M peKOMeHIyeTcsi 3a0llarOBpeMEHHO (He MeHee, YeM 3a HEJEIo)
OTIOBECTUTH CTYJIEHTOB O TE€ME 3aHATHUS, aTh NEpeUeHb JUTEPaTyphl MO TeMe, HA3HAYUTh U3 YUCIIa
CTYJEHTOB JOKJIaJYMKOB U COJTOKIIAAUNKOB.

[Ipu npoBenenun 1abopaTopHOIl pabOTHI MpENogaBaTEe b BEIMOIHIET, B OCHOBHOM, () YHKIIUH
BEAYILErO - CIETUT 32 PErJIaMEHTOM BPEMEHH, IOMOTraeT YTOYHHMTh (POpMYIUpPOBKH, 0000IIaeT
pe3yNbTaThl TUCKYCCHH, MOJBOJUT WUTOT 3aHATHIO B LeIOM. [IpH BBICOKOM ypOBHE MOJTOTOBKH
CTYACHYECKOH TPYIIIBI OT/IEbHbIE (PYHKIIUU BEIYLIEr0 MOXHO MOPYYUTh OJHOMY U3 CTYACHTOB. B
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ciyuyae He0OXOAMMOCTH, MPEMOAaBaTeNb OKa3bIBACT €My IOJJIEPKKY, a MPHU MOABECHUN HUTOTOB -
JIaeT OIICHKY paboTe BEAYIIETO.

AkTHBHas padoTa CTyAeHTa Ha JabOpaTOpHON pabOTe YUYMTHIBAETCS IPHU OIPEACICHUU
UTOTOBOM OIIEHKH €r0 3HAHWM M0 TUCHUIUIMHE Ha SK3aMeHE.

CamocrosarenbHass paboTa CTYACHTOB TMPEAINONaracT H3y4YeHHE TEOPETUUYECKOTO H
MPAKTUYECKOr0  MaTepuaia [0 akTyaldbHbIM BOMNpOcCaM JUCHUIUIMHBL.  Pexomennyercs
CaMOCTOSITENIbHOE H3ydeHHe Yy4eOHOM M Hay4YHOH JUTEpaTyphl, HCIOIb30BAHUE CIIPABOYHOM
JUTEPaTypsl U Ap..

[Tpu BbImave 3a7aHUl HA CAMOCTOSITEIBHYIO PabOTy HMcnoib3yercs auddepeHnnpoBaHHbII
MOJXOJ K cTyieHTaM. [lepes1 BHINOTHEHUEM CTYIEHTaMU CAMOCTOATEIbHONM BHEAYAUTOPHON pabOTHI
IPEero/IaBaTesb MPOBOIUT HHCTPYKTAX 110 BHIMIOJHEHUIO 3aJaHHsI, KOTOPBIN BKIIIOYAET: LIEJb 3aHus,
€ro coJiep>kaHue, CPOKH BBIINOIHEHUS, OPUEHTUPOBOUHBIN 00beM paboThl, OCHOBHbIE TPEOOBAHUS K
pe3yibTaTtaM padoThl, KpUTEPUH OIICHKH. B mporiecce HHCTpyKTaXKa Mpero1aBaTelib MPeaynpexacT
CTYJCHTOB O BO3MOXKHBIX THIHYHBIX OIIMOKAX, BCTPEYAIOIIMXCS IPH BBINOJIHEHUU 3a/IaHusl.
WHCTpYKTaX MPOBOJUTCS MPETOAABATENIEM 3a CUeT 00beMa BPEMEHH, OTBEJIEHHOIO Ha M3Y4YEHHUE
JTUCIUTUIAHBI.

Texymuii KOHTPOJIb OCYIIECTBISETCS HAa MPAKTUIECKUX 3aHATHIX, IPOMEXKYTOYHBIH KOHTPOJIb
OCYIIECTBIISICTCS Ha SK3aMEHE B MMCbMEHHOM (YCTHOI) opme.

CamocrosiTenbHas paboTa OCyIIECTBISAETCA UHIUBUIYAIBHO.

KoHTponb caMocTosTeNnbHOM pabOThl OpraHu3yercs B 1ByX hopmax:

®  CaMOKOHTPOJIb M CAMOOILIEHKA CTY/ICHTa;

®  KOHTPOJb CO CTOPOHBI MpernoaBaTesiell (TEKYIUi U MIPOMEKYTOUHbIN ).

Texymmii KOHTPOJIb OCYIIECTBISETCS Ha MPAKTHYECKUX 3aHATHSIX, TPOMEKYTOUHBIH KOHTPOJIb
OCYIIIECTBIISICTCS Ha SK3aMEHE B MUCbMEHHOM (YCTHOH) opme.

Kputepusimu o1ieHKH pe3ylIbTaTOB CAMOCTOSTEIIbHOW PaOOTHI CTYACHTA SIBIISIOTCS:

®  ypPOBEHb OCBOCHUS CTYACHTOM y4yeOHOro MaTepuaa,

®  yMEHWs CTYJCHTa UCIIOJIb30BaTh TEOPETHUECKUE 3HAHUS IIPY BBITOJHEHUN TPAKTUIECKUX

3ajauy;
® CcpopMUPOBAHHOCTH KOMITETEHIIUIA;
e odopmieHne MaTepuana B COOTBETCTBUH C TPEOOBAHUSIMH.

7/ MoHJ OLIEHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJISI U OLlEHUBAHMUS Pe3yJIbTATOB 00y4eHuUs!

B nporecce oOydeHus: UCTIONB3YIOTCS CIENYIONIME OIEHOYHbIE (POPMBI CaMOCTOSTEIbHON
paboThl CTYIEHTOB, OLIEHOYHBIE CPEACTBA TEKYIIETO0 KOHTPOJS YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTecTaIui:

- TpoBeleHHE TabOpaTOpHBIX pPAa0OT (MPAKTUYECKUX 3aHATUA C HCIOJB30BAHHEM
CHGHTGXHI/IKI/I) " UX 3alnuTa,

- CaMOCTOSITEIbHAS NIOATOTOBKA U MPOBEICHUE NIPE3CHTALMI 110 TEMaM JUCLHUILINHBL,

- DK3aMEH.

7.2 llIkasa 1 KPpUTEPUH OLleHMBAHUS Pe3yJIbTATOB 00y4YeHU

ITokazaTenem OLICHUBAHUA KOMHGTCHL{I/Iﬁ Ha PAa3JIMYHbBIX 3Talax ux (I)OpMI/IpOBaHI/I}I SABJISACTCA
JOCTHIXCHHC O6y‘IaIOH_[I/IMI/IC${ IIAaHUPYEMBIX PE3YJIbTATOB O6y‘IeHI/I$I 10 JUCHHMITIINHE.
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OIIK-9 CnocobeH npuMeHATH CPeICTBA KPUNTOrpPaduIecKoil H TEXHHYECKOi 3aIUTHI HHPpOPMAIMH 115
peLieHns 32124 NPo¢ecCHOHATBHOM JeATeTIbHOCTH

Kpurepuu ouennBanus

IToka3artenn
2 3 4 5
3HATH: OO0yuaromuiics OO0yuaromuiics OO0y4atontmiics Obyuarommiics
cpencTaa JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JEMOHCTPHPYET
Kpunrorpaguyeckoil | MOJTHOE OTCYTCTBHE | YaCTUYHOE 3HAHHE MIOJTHOE 3HAHUE MTOJTHOE 3HAHHE
3aIUTHI WX HEIOCTATOYHOE | CPEICTB CpencTB CPEICTB
HHPOPMALIUY IS 3HaHUE CPEICTB Kpunrorpadgudeckoii | kpunrorpaduuecko | Kpunrorpaduuec
pelieHus 3a1a4 Kpunrorpaguyecko | 3amuThl HHGOPMAIUU | ¥ 3aLUTHI KO 3alHThI
poheCCHOHATBHOM 1 31U THI JUTS PEUICHUS 33134 HHPOPMALUY IS UHPOpPMATUU
JeSITeIIBHOCTH; HHPOPMALIUH IS npoQheCCUOHANTBHOM peleHus 3a1a4 JUTSL PEIIICHUS
peleHus 3a1a4 JIESITEIBHOCTH. npo)eCCUOHANBHO | 3a1a4
npodeccrnoHanbHON | VcnbIThIBacT I 1eATENbHOCTH, po¢eCCHOHANb
JIESITeTTHHOCTH; 3aTpyAHEHUS MIPH HO JOMyCKaeT HOW
OTIePUPOBAHUH HE3HAYUTEIEHBIE JeSITeTbHOCTH.
TePMHUHAMH U OIINOKH, CsobomHO
TMOHATHSAMHA HETOYHOCTHU orepupyeT
TePMUHAMH U
TOHATHSIMH.
Honyckatorest
HE3HAYUTEIIHLHBIC
HETOYHOCTHU
yMeTh: OO0yJatomntuiics: He OO0y4atomtmiics OO0yJatontuiics Obyuarommiics
MIPUMEHSTH CPEICTBA | yMeeT WIH B JIEMOHCTPHPYET JIEMOHCTPHUPYET JIEMOHCTPHPYET
Kpunrorpaguyeckoil | HEIOCTATOUHOM YaCTUYHOC YMCHUE MOJTHOE YMCHHE MOJTHOC YMCHUE
3aIUTHI CTCTICHU yMeeT MPUMEHSTH CPEJICTBA | MPUMEHSATh TPUMEHSITh
nHpopmanuu ass MIPUMEHSTh KkpunTorpaduiecko | cpeacrsa cperncTBa
petieHus 3ana4d cpencTaa 3amUThl MHGOpPMAIMU | KpUnTorpaduuecko | Kpumrorpaduyec
poeCCHOHATBHOMI KpUNTOrpauyecko | Ui pelIeHHUs 3a1au i 31U THI KO¥ 3aIUThI
NeSITeTIbHOCTH; i 3aIUTHI npodecCUOHANBHOM HHPOPMALIUH IS uHpOpPMAITUT
HHPOPMALIUH IS JIESTeTbHOCTH. pelieHus 3a1a4q JUTSL pELICHUS
pelieHus 3aaa4q Jormyckarorcst npoecCHOHaNbHO | 3a1a4
mpo¢eCCHOHANBHON | 3HAYUTENBHEIC 1 e TeTbHOCTH. po¢eCCHOHATb
JIESTeTHHOCTH OIMOKH Jormyckarorcst HOWU
HE3HAYUTEILHBIE JeSITETbHOCTH.
OIINOKH, Jomyckarorcs
HETOYHOCTHU HE3HAYUTEIILHBIC
HETOYHOCTHU
BJIAIETh: OO0yJaroniuiicst He OO0yJatomtmiics OO0yJatontuiics OO6yuaromnmiics
HHCTPYMEHTAMU yYMEeT HITH B JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
Kpunrorpaguyeckoil | HeIOCTATOYHOM YaCTUYHOE YMEHUE MIOJTHOE YMCHHE MTOJTHOE YMCHHE
3aIIHATHI CTETICHU yMeeT HCTIOJIB30BaTh HCTIOJIb30BaTh HCTIOBb30BaTh
HH(pOPMALIUY IS HCIIOJIb30BATh cpencTaa cpencTaa cpencTBa
pelieHus 3aaa4 cpencTaa Kkpunrorpaduyeckoii | kpunrorpaduuecko | Kpunrorpaduuec
npodeccruoHaTbLHOM KpunTorpadguuecko | 3ammThl HHQOpPMAIMKA | i 3aITUTHI KO 3aIIUThI
NeSITEIIBHOCTH. i 3aIUTHI JUTSL PEIICHHUS 3a1a4 HHpOPMALIH IS uHpOpPMAITUT

HHPOPMALINH IS
pemeHus 3agaq
npogeCcCHOHATBHOM
JIeSITeIIbHOCTH

npodeccnoHamTLHOM
NI TETPHOCTH.
Homyckatorcst
3HAYHUTEIILHBIC
OINOKH,

penieHus 3anaq
podeccCHOHAIBHO
H IeITENHLHOCTH.
JHomyckatores
HE3HAYUTEeJIbHbIE
OIIHOKH,
HETOYHOCTHU

JUTS PELICHUs
3a1a4
npodeccroHab
HOWU
JESITEIbHOCTH.
Jomyckarorcs
HE3HAYHUTEIIbHbIC
HETOYHOCTH
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(I)opMa HpOMe)l(yTO‘IHOﬁ aTrTeCTalluM: 3K3aMCH.
Ilo uroram HpOMeX(YTOqHOﬁ arrecrauuu 110 AUCHUIIIIMHE (MO,I[y.]'IIO) BBICTABJISICTCS OLICHKA
COTIIMYIHO», «XO0POII0», «YAOBJIICTBOPUTCIILHO» NI «HCYAOBJICTBOPHUTCILHO.

HIkaJuaa
Onucanune
OLICHUBAaHUSA
BeimonHeHnsl Bce BUABI  Y4EOHOW padOTHI, MIPEIYCMOTPECHHBIC
y4eOHbIM Tu1aHOM. CTYIEHT JeMOHCTPUPYET COOTBETCTBHE 3HAHMH,
YMEHUH, HABBHIKOB TMPUBEACHHBIM B TaOJMUIIaX IIOKa3aTeleH,
orrecpn CT II I/IO6 CTCHHBIMHN 3HAHUJIMU CHU’IMMU, HaABbBIKaAMHU
OTINYHO pupy puobp , YM ) )

IIPUMEHACT UX B CUTyallUAX MOBBIIICHHON CIIOKHOCTH. HpI/I 3TOM
MOTYT OBITh A0MYHICHBI HE3HAYHUTCJIIbHBIC OH_II/I6KI/I, HCTOYHOCTH,
3aTPYAHCHUA IIPU AHAJIIMTUYCCKUX OIICpaAlUsiX, IEPEHOCC 3HAaHUH U
YMeHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHBIC CUTYalluU.

BeimonHeHsl Bce BUABI y4eOHOW pPabOTHI, MPEAYCMOTPEHHBIC
yueOHbIM T1aHOM. CTYAEHT JEMOHCTPHUPYET HEMOTHOE, IPABUIBLHOE
Xoporio COOTBETCTBHUE 3HAHUM, YMCHHI, HABBIKOB MPUBEICHHBIM B TaOIHIIAX
nokasaresieil, 5nubo ecnu MNpu dSTOM ObUIM JOMyUIEHBl 2-3
HECYIIECTBEHHBIEC OIITMOKH.

BrinmonHensl Bce BUAB Y4eOHOW padOTHI, MPEIYCMOTPEHHBIC
yueOHbIM 11aHoM. CTyIeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUIA,

YI[OBJIGTBOpI/ITCJH)HO B KOTOpOM OCBCII€HAa OCHOBHAA, HanOoJIee BaXKHast 4acTh Martcpuaia,
HO Ipu OSTOM [JONyHICHAa OJHA 3HAa4YUTCIIbHAA omubKa WU
HECTOYHOCTD.

He BpimonHen oauH wiM Oojee BHUAOB Yy4yeOHOM paboThI,
MPEIYCMOTPEHHBIX Y4eOHbIM IIaHOM. CTyIEHT JAEMOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHNUHN, YMEHUH, HABBIKOB IIPUBEACHHBIM B
TabIMIax TIoKa3aTeneil, JONMYCKaloTCs 3HAuYUTENbHbIE OIIMOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHWW, YMEHHH, HABBIKOB IO PSAy
MoKa3aTesie, CTYAEHT HCIbITHIBAET 3HAYUTENIbHbIE 3aTPYAHEHUS
NpHU ONEPUPOBAHUN 3HAHMSIMA W YMEHHSIMH TIPH UX TEPEHOCE Ha
HOBBIE CUTYAIUH.

HeynosnersopurensHo

7.3 OueHoYHbIE CpeacTBA
7.3.1 Texyiuit KOHTPOJIb

Texyuii KOHTPOJIb YCIIEBAEMOCTH CTYAEHTOB OCYILECTBIISETCS B POLIECCE TPOBEACHUS
1a00paTOPHBIX padOT, MPOMEKYTOUHBIX TECTOB H KOHTPOJIBHBIX PabOT, MOATOTOBIEHHBIX B paMKax
CaMOCTOSITENIbHOM pabOThI 110 TEMaM.

Bomnpockl kK KOHTPOJIBHBIM paboTam

1. Jaiite oOmiee nmousthe Kpunrorpaguu. B yem coctout cymHocTs muppoBaHus U JemudpoBaHUs
uHpopmanun?
2. CooTHecHuTe MEeXIY COO0H MOHATHUS «KpUNTOrpadusy, KKPUITOAHATIN3Y» U «KPUITTOJIOTUS.
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10.

11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.
25.

26.
27.
28.

29.

30.
31.
32.

33.
34.
35.
36.
37.
38.

39.
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[TpuBeauTe UCTOpUYECKHUE IPUMEPHI 3aPOKACHUS KPUIITOrpaduu.

OxapakTepu3yiTe MOHAY4YHBIH Mepuoi pa3BuUTHs Kpuntorpaduu. PaccmMoTpurte mepBbie MHEGPHI
3aMEHBI U MEPECTAHOBKH.

C kakoro BpeMeHU Hauajcsl Hay4HbIi nepuosl pa3Butus kpunrorpadun? Kakue coObITHS cTamu s
ATOTO ONPEACISIOIUMU?

Yewm ormpenensieTcss KpunTocToiikoctsh mmdponanus? Kakue apyrue tpeboBaHus NpeabsBISIOTCS K

mmdpoBanuio?
B gem cocrout mpaBuino Kepkroddca? Ilouemy 3T0 mpaBmiio sBIsEeTCS OOIICTIPHHATHIM B
Kkpunrorpadun?
Korma mnosBumace kpunrorpadusi C OTKPHITBIMH KJIIOYaMH M TIepBas pealbHas CHCTeMa
mmdpoBaHus?

Kakux Beimaromuxcs kpunrorpago XX B. Bel 3Haere?

UeM OTIIMYAIOTCS MOAXOIBI K OOecreuyeHHro 0e30MmacHOCTH MH(POpPMALWU B Kpunrtorpaduu u B
crera”orpaduun?

Uro o011ero 1 B ueM oTIHYue Kpunrorpaduyeckoro npeodpasoBanust ”HGOPMALIUU OT KOJUPOBAHUS
ee IpH 3aluTe OT CIyYalHbIX yrpo3 6e30macHoCTH?

Kaknmu meronamu obecrieunBaeTcst KOHGUACHINATLHOCTh HH(DOpMAIIH?

Yro Takoe LeI0CTHOCTh HH(pOopMauu?

HaiiTe onpeneneHne MUMUTOCTOMKOCTH mUdpa.

Yro takoe uMUTOBCTaBKa? /[y Kakux Liesel oHa HCIob3yeTcs?

Jis KakuX aceKToB MHPOPMALMOHHOTO B3aMMO/ICHCTBHS HE00X0AMMa ayTeHTU(HUKALUS?

J1Ba ocHOBHBIX TpeOoBaHUA K X3UI-PpyHKIMAM. [IpOTHB KakuX aTak OHU HapPaBJIECHbI?

Kakue cpencTBa HCTIONB3YIOTCS I 00eCTIeYeHHsI HEBO3MOXXHOCTH OTKa3a OT aBTOPCTBA?

Yo 03HaYaeT CBOMCTBO OAHOCTOPOHHOCTH KpUNTOTrpapuueckon Xau-GpyHKuuu?

B uem cyTh npeaBapUTENBbHOrO pacupeesIeHNs KIoUYei?

Yro takoe cepTU(UKAT OTKPHITOrO Kiroya?

Jis yero ucnonb3yercs cxema pa3JiesieHus cekpeTa?

[TpuBeaure knaccuduKaluo METOJO0B HIM(POBAHUS B 3aBUCUMOCTH OT croco0a npeoOpa3oBaHUs
uH(pOopMaLIUH.

Yro takoe mudpBenuyrHa, muppodo3HaueHUE U KaK ITH MOHATUS COOTHOCATCS?

Kakne 0cOOEHHOCTM XapaKTepHbl AJIi METOAOB IIM(POBAHUS C CHUMMETPHUYHBIM KIIOUOM U
HECHUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

UeM 0TIIMYAIOTCS CUMMETPUYHBIE IH(PPCUCTEMBI OT ACUMMETPUUHBIX?

[TosicuuTe Ha pUMepe CYIHOCTh MU(POBAHUS METO/IOM 3aMEHBI.

[TpuBenure npuMepbl MWHPPOBaHUS METOJaMHU MEpecTaHOBKU. UYUTO o03HauaeT MapuipyTHas
nepecTaHoBKa?

[TosicHuTe CymHOCTP TaMMHUpPOBaHHMS Kak croco0a Kpunrorpaduyeckoro mnpeoOpa3oBaHUs
uHpopmanuu. YTo sBIsSETCS MPU ITOM KIHOYOM MIHPpoBaHUs?

[Touemy anauTHBHBIE METOABI UGPOBAHUS OTHOCITCA K MK (paM raMMUPOBaHUS?

K kaxomy kiaccy mu@poB OTHOCSTCS aHATUTHYECKHUE CIIOCOOBI U(PpOBaHUA?

[TpuBeaute npumMep mudpa nepecTaHoBKU, KOTOPbII MOXKET pacCMaTpUBATHCS M KaK OJIOUHBIN (P
3aMeHbl?

C KakMMH 1eJIMH B KpUITOTpaguu BBOAITCS MOAEITH OTKPHITBHIX TEKCTOB?

Kakue moaxoap! HCTIONB3YIOTCS sl paclIO3HABAaHUS OTKPBITHIX TEKCTOB

Kakoe npaBuiio jJeKuT B OCHOBE BCEX MU(PPOB MEPECTaHOBKH?

Uro siBIIsieTCs KITFOYOM mudpa nepecTaHOBKH?

HazoBute 0cHOBHO# HeOCTAaTOK MIM(POB MEPECTAHOBKH.

[TpuBenute npumMep mudpa nepecTaHoOBKHU, KOTOPIM MOXKET pacCMaTPUBATHCS M KaK OJIOUHBIH
mudp 3ameHbI?

Kak onpenenauTts no Kpunrorpamme, MoJIy4€HHOHN ¢ MOMOLIBIO MIH(pa BEPTUKAIBHON
NEPECTaHOBKH, YUCIIO KOPOTKUX CTOJIOIOB 3aII0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOI'O
PSAMOYTOJIBHUKA?
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Kakue cBOHCTBa OTKPBITOrO TEKCTA HCIIOJIB3YIOTCS TPH BCKPBITUH M (pa IepecTaHOBKHU?

Kaxkue mmdpsr Ha3piBatoTCs mudpaMu MpoCcTon 3aMeHbI?

[TpuBeauTe npumep mudpa NepecTaHOBKU, KOTOPBIA MOXKET PacCMaTPUBATHCS U KaK OJIOYHBIN
mudp 3aMeHbI?

Uro siBrsieTcst KIt04YoM g pa nmpoctoii 3amensr? KakoBo MakCHMabHO BO3MOYKHOE YUCIIO KITFOUYEH
mudpa IpocToit 3aMeHbI?

Uro Gonee nenecoodbpa3Ho i HaIeKHOH 3aIUThl HH()OPMAIK: apXUBAIMA OTKPHITOTO TEKCTAa C
HOCIEIYIOIUM IH(PPOBAHUEM WU MU(PPOBAHUE OTKPBHITOTO TEKCTA € MOCIEAYIOLIeH apX1uBauei?
Nwmeer nu mmdp [Imiidepa sKkBUBaIeHTHBIC KIIOYH, TO €CTh TAKHE KIFOYH, HA KOTOPBIX JIIOOBIE
OTKPBITbIE TEKCTHI IUPPYIOTCSI OAUHAKOBO?

Kakune mm¢psl HassiBatoTcst omodonamu? Ilpuseaure npumep.

K xakum mmdpam otHOcuTCs cuctema mmdpobanus [lerpa [ «lubupp»?

Kakue mmpsl Ha3pIBaIOTCS MU(ppaMu MHOTO3HaUHOM 3aMeHbl? [IpuBeanTe nmpumepsl.

SBnsgercs nu wudp NPONOPLUUOHATIBLHON 3aMEHbI OMO(OHOM?

[TosicHuTe, 4TO BBl MOHMUMAETE MO/ COBEPIIEHHBIM mudppom. [IpuBeaute mpuMepsl.

[Touemy mucpp Tpuremus, nexammii B ocHoBe mmdpa Bukenepa, He sBisgercs muppom
raMMHpOBaHUs?

[Touemy Hano)XXeHHE Ha OTKPBITHIH TEKCT I'aMMBbl, IPEJICTABIAIOLIEH COO0H NepHoIUYEcKyro
MOCJIEI0BATENbHOCTh HEOOJIBILIOTO MEPUOJIA, HE JAET HAJC)KHOM 3aIUThI?

[ToueMy HeZONMYCTMMO HCIOJB30BaTh JBAaXIbl OJHY MU Ty XK€ rammy (Jaxe ciaydalHyl |
PaBHOBEPOSATHOCTHYIO!) /U1 3aIn(pOBaHUSI pa3HBIX OTKPBITHIX TEKCTOB?

[Tepeuncnure OCHOBHbIE TPEOOBAHUS K TaMMe.

KakoBel ¢ TOYkM 3peHus KpunTorpadu MpEerMyIIecTBa M HEIOCTATKH Iepexoaa K OJI0YHOMY
muppoBaHuio?

Kaxk peanmusyercs npemoxennslii K.IIIeHHOHOM NpUHIHAI «TI€pEMENIMBAHUS NIPU NIPAKTHYECKOU
peanu3alyy aNropuTMoB 0J1049HOTO MUuppoBaHUs?

KaxoBbl ocHOBHBIE HefocTaTku anroputMma DES, u kakoBbI myTH ux ycrpaneHus?

B kakux ciyyasx MOKHO PEKOMEHOBaTh MCIIOJIb30BaTh OJOYHBIM MIM(pP B pexUME MPOCTOH
3aMeHbl?

OT KakMX MOTEHIHAJBHBIX CIA00CTEe! MO3BOJIAET N30aBUTHCS MCIIOJIb30BaHHE OJOYHBIX MU(POB B
pexuMax mu@PpoBaHUsi C 0OpaTHOM CBS3bIO?

B yem 3akio4aroTcs JOCTOMHCTBA U HEIOCTATKU CHCTEM IMOTOYHOT'O M (POBAaHUS 1O CPAaBHEHHIO C
6s10uHBIMH I (pamMu?

[ToueMy BO3HMKAET MpoOIeMa CUHXPOHU3ALUHU TOTOYHBIX MIU(POB?

Kakue mpuunHbl 00yCIOBIIN HNIMPOKOE HCIIOJIb30BAaHUE JTMHEHHBIX PErMCTPOB CABHUra B KaueCTBE
YIPaBIAIOUUX OJIOKOB NOTOYHBIX MIHPpcUcTEM?

[TpoBenuTe cpaBHUTENbHBIN aHaIN3 anropuT™MoB mmugppoBanus RC4 u RCS.

[lepeuncnure OCHOBHBIE PEXKUMBI padOTHI, IPETYCMOTPEHHBIE B POCCUIICKOM CTaHIapTe
mudpoBaHuUs TaHHBIX

B uem cocTosT nmpenmymiecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU MEpe]] CAMMETPUYHBIMU
mmdpcucremamu?

Cno’XHOCTBIO KaKOM MaTeMaTU4eCKO! 3a/1laull OIpeeNsieTcs CTOMKOCTh cucteMbl RSA?

Kakue TpeboBaHMs MpeIbsIBIAIOTCS K KitouaM B mudpe RSA?

K kaxomy Ty mu@poB NpruHAUIEKUT cxema MH(POBaHUsI, UCIIONIb3yeMas B CUCTEME Dilb-
[Namansa? B yem ee npeumymiecTBa?

Cno’KHOCTBIO KaKOM MaTeMaTH4ecKou 3a/ladll OMPEeIeTCss CTOMKOCTh HIU(PPCUCTEMBI DJTb-
["amansa?

HazoBuTe HenocTaTku cxeMbl Dab-1"amais.

Kakue npo0iembl nH(pOpMaAIMOHHON 0€30MaCHOCTH MOKHO PEIIUTh € IOMOIIBI0 ACHMMETPUYHBIX
I QpoB.

N310k1Te NPUHIUMINAIBHYIO CXEMY OPraHU3alMK CEKPETHOM CBS3H C UCIIOIb30BAHUEM
HIUPPCUCTEMBI C OTKPBHITHIM KIHOYOM.
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73. Kakum 00pa3oM ¢ moMoIpo KpunrocucreMbl RSA MOKHO OpraHu30BaTh nepenavdy cooOIIeHui,
HOJUIMHHOCTh KOTOPBIX MOT ObI POBEPUTSH JIF000M Moyyarens?

74. Kakum 00pa3oM ¢ MOMOIIbI0 KpuntocucTeMbl RSA MOKHO OpraHu30BaTh nepenavdy cooOIeHui,
HOJUIMHHOCTh aBTOPCTBA KOTOPBIX MOXKHO IPH HEOOXOAMMOCTHU J0Ka3aTh?

75. Yto obmiero mexx 1y 0ObryHON M IM(POBOI moanmuchio? UeM OHU pazryaroTcs?

76. Kakue 3a1a4u 03BOJISET peIuTh U(pOoBas MOANUCH?

77. B yeM 3aKiIt04aeTcsi IPUHIUITHAIBHAS CJIOXKHOCTD B TPAKTUYECKOM MPUMEHEHUH CUCTEM IIU(PPOBOH
HOIIUCHU?

78. Ilouemy B KpuUNTOTpaQHUUECKUX CHUCTEMaX, OCHOBAHHBIX Ha OTKPBITHIX KIIOYax, HEIb3s
UCIOJIb30BaTh OJMHAKOBBIE KIHOUM AJ1s UppoBaHus U MdpoBoit noanucu?

79. IlpuBeauTe mpuMep MOPsAKa OTKPBITOTO pacIpeIeieHUs KII0Uei 0 KBAaHTOBOMY KaHaTYy.

80. KakoBa npupoaa CeKpeTHOCTH KBaHTOBOM Kpunrorpahun?

81. [Touemy KBaHTOBBII KpUNITOAHATIN3 OBICTPO MOXKET BCKPBITh Kpuntocucremy RSA?

82. KakoBsI mpo01eMbl KBAaHTOBOW KpuIiTorpaduu?

TECT-BOITPOCBI

1. Yro susercsa npenmerom Hayku KPUTITOPT AU A?
A) crioco0bl mudppoBaHus U AeMIH(PPOBAHNUS;
B) MeToas! cokpeiTHs akTa repeaadyn CeKpeTHOM HH(PpOpMaInu;
B) crioco6s1 mpeobpa3zoBaHust HHPOPMAIUH C LETBIO €€ 3aIIUTHI OT HECAHKITHOHUPOBAHHBIX
MOJb30BaTeNICH.

2. Kpunrocucrema Ha3bIBaeTCS KPUIITOCUCTEMOM OOIIIETO UCIIOIb30BAHUS, €CIIU €€ CTOMKOCTh
OCHOBBIBAETCS] HA CEKPETHOCTH
A) anropuTMoB MG POBaHUS U pacIUPPOBAHUS;
b) ximoua;
B) pexxuma mudpoBanus.

3. Ha kakue aBe rpynmnbl MOKHO pa3/ieIuTh CHMMETPUYHBIE KPUTITOCUCTEMBI?
A) GJIOYHBIC U TTIOTOYHBIE;
B) cuHXpOHHBIE U aCUHXPOHHBIE;
B) ananoroseie u GpoBHIE.

4. Kakue coObITHS CIIOCOOCTBOBAIM PA3BUTHIO KpUnTorpadgun?
A) pOCT TPaMOTHOCTH CPEAN HACEIICHHUS;
B) paznen TeppuTtopuii, 00pa3oBaHIe roCcyJapCTB, BOHHBI;
B) nepexon k poHEeTHUUECKOMY TUCHEMY, COKpAIIIEHUE MOIITHOCTH ajihaBUTa.

5. Tlouemy motounbie mU@phI B 00IIEM CITydae MO0 CKOPOCTH HAMHOTO MIPEBOCXOAAT OJIOUHbBIE
mgpeI?
A) ocuMBOJIbHOE K (pOBaHKE MEHEE TPYI0EMKO, UeM IndpoBaHre OOJbIINMH OJI0KaMH;
B) notouynoe mmdpoBaHue He TpeOYyeT CXeM CHHXPOHU3AIUH;
B) mumdpyromas nocnenoBaTeabHOCTh YaCTO T€HEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTa MU
mudpTexcra.

6. Ha3zoBute ocHOBHYIO MpoOIeMy NPH OpraHU3aLUU CEKPETHOM CBSI3H B CIIy4ae MOTOYHBIX MUPPOB?
A) ipoGiema nepeiaun Kirodel Mex 1y abOHEHTaMu;
B) npoGnema ycTpaneHHs omMOOK B IOTOKE HIM(PPYEMBIX TaHHBIX;
B) npo6iieMa CHHXpOHU3ALMH TOTOKA IIU(PPYEMBIX JTaHHBIX.

7. Kewm Obuia npeyioxeHa rnepasi pakTHUeCKas peaqn3anus KpUunTorpa@uu ¢ OTKPhITHIM KIH0YOM?
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A) Yurdungom dudpdu (Whitfield Diffie) u Maptunom Xennmanom (Martin Hellman) u Pansdom
Mepxkiem (Ralf Merkle);

B) Ponansnom PaiiBuctom (Ronald Rivest), Agu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) adu N'onmpaBaccepom (Shafi Goldwasser) u CunsBuo Mukanu (Silvio Micali).

K kakoii rpynmne mudpos ornocurcs mupp CLHUTAIIA?
A) mmdp 3aMeHBI;

B) mm¢p nepecraHoBkw;

B) xoMOuHMpOBaHHBIN A )D.

Cnoo KPUIITOI'PA®U S 3ammudporano knaccuaeckum mudpom Llesaps. Beibepure
COOTBETCTBYIOLIUH HIH(PPTEKCT.

A) YBTOUI'CBU'BTh;

B) ®CXKBJIBIKCIT2XIO;

B) HYJII'XCXYI'YJIb.

[Tpu mmpoBaHUN OTKPHITOTO TEKCTA €ro OYKBBI 3aMEHSIOTCS TAPOil YKCeNl, COOTBETCTBYIOIIUX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOH OykBbI B TaOimie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapnano;

B) kBanpar [Tonmubus;

B) ta6numna Ilopro.

Kak Ha3zpiBasncs mudp, Ha 0CHOBE KOTOPOIro ObUI CO3/1aH OAMH U3 HauboJiee CTOMKUX BOGHHO-
Mopckux mmdpos Bennkobputanuu Bo Bpemst Bropoit MupoBoii BOHbI?

A) pemerka Kapnano;

B) xBagpat [Tonm6wus;

B) ta6numna Ilopro.

[Tpu Kakux ycIIOBUSAX BOCCTAHOBHUTH TEKCT IO KPUIITOTPAMME KPUIITOAHAJIMTUKY CTAHOBUTCS
NPUHLIMITAAIBHO HEBO3MOKHO?

A) eciiu mMdpoBaHUe «CTUPACT» U30BITOUHOCTD;

b) eciin ucnionb3yeTcs NIMHHBIN KIIOY;

B) eciu anroput™m mudpoBaHUsl HEU3BECTEH.

Kak Ha3pIBalOTCS UCIIONIb3yeMble B KpUNITOTpaduu MOJEIN OTKPBITOTO TEKCTa, YUUTHIBAIOIINE
3aBHCUMOCTh OYKB TE€KCTa OT MpeAbLAyIuX OyKB?

A) IO3HAYHBIE MOJIEIN OTKPBITOTO TEKCTA;

B) BeposiTHOCTHBIE MOJienu kK -ro mpuOInKeHus;

B) MapkoBckue Moienu OTKPBITBIX TEKCTOB.

Kto B Poccun pykxoBoaun pazpaboTkoil TenedonHoro mudparopa?
A) B.A.KoTenbHHKOB;

b) A.H.Konmoropos;

B) b.b.IInotpoBckuii.

B uem coctout ocHoBHO# npunIun Kepkroddcea?

A) KoMITpoMeTalus CUCTEMBI HC JOJIPKHA TPUYUHATD Hey2106CTB KOPPECIIOHACHTAaM;

B) HeoOxoauMo, 9TOOBI KPUNITOCKUCTEMA ObLIIa IPOCTON B UCHIONBL30BAHUY, U € TIPUMEHEHHUE He
TpeOOBaAJIO COOIOIEHNUS ITTMHHOTO CITUCKA MPABUIT;

B) y KOppecnoHIeHTOB 10JKHA OBITh BO3MOXKHOCTh MO COOCTBEHHOH BOJIE MEHSITh KJIFOY.
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Yo moHUMaETCs MoJi KpUNTorpahuyeckuM mpoToKosIom?

A) anropuT™ mMUQPOBAHKS JAHHBIX TIEPE]T TIepeaaueii Mo o0Ie0CTYITHOMY KaHATY CBS3H;
B) pacnpeneneHHbI adropuT™ pemeHus IByMs WK 0ojiee y4aCTHUKAMH HEKOTOPOi
Kpunrorpaduueckoi 3aaauu;

B) Habop npaBui muppoBaHUs U pacuPpOBaHUS KPUIITOCUCTEMBI.

B gem cocrout kpunrorpaduyeckas 3agada o0ecredeHus eTOCTHOCTH?

A) rapaHTHpPOBaHNE HEBO3MOXXHOCTH BHECCHHUS CIy4aiHBIX OIIMOOK B IpOIecce IMepeaadn mo
KaHaJlaM CBSI3H;

B) rapantupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO M3MEHEHHUSI HH(OPMALIUH;

B) 06a oTBeTa BepHHBI.

Kakue metonbl pazpabaTbIBaroOTCA C IEIbI0 00ecIieueHus ayTeHTU(HUKAIUH?

A) MeTOo/1bl HOATBEPIKICHUS MMOATMHHOCTH CTOPOH U caMOi MH(OpMaIiK B IIporiecce
UH(POPMALIMOHHOTO B3aMMO/ICHCTBHS;

B) MeTo1bl IPUCBOCHUS YHUKAIBHOTO UJICHTU(HUKATOpa B3aUMOACHCTBYIOIUM CTOPOHAM M CaMO
uH(popMaLnu B IIporiecce HH(POPMALIMOHHOTO B3aUMOJEHCTBHS;

B) 06a oTBeTa BEpHBHI.

Kakoii MexaHu3M HCTonb3yeTcs A 00ecreyeHnss HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA UITU
IIPUNHCHIBAaHUS aBTOPCTBA?

A) MEXaHU3M CHMMETPHYHOTO MU(POBAHUS C IPUBJICUCHUEM apOUTpa;

B) Mexanu3m muQPOBOI MOANHCH;

B) 06a oTBeTa BepHHI.

C yeM cBsi3aHa aKTHBHAs aTaka Ha 3allM(pOBaHHYIO HHPOPMALIUIO?

A) ¢ IpoCITyIIMBaHUEM, aHATH30M TpaduKa, IEPEXBATOM, 3aMKCHIO TIEPEIaBaeMbIX IH(PPOBAHHBIX
COOOILIEHU

B) ¢ nemmdppoBanmem, T. €. MOMBITKAMH "B3JI0MaTh" 3aIIUTY C LEIBIO OBJIACHHUS HH(POPMAIIHEH;
B) c nmpepsiBaHNEM Ipoliecca nepeiadn COOOLEHHH, CO3/1aHeM MOIETIbHBIX COOOLICHUH,
MoaudUKaIei nepeaaBaeMbIX COOOIICHHI.

Ot yero 3aBHCUT BBIOOD criocoda muppoBaHus?

A) oT ocobeHHOCTEH nepeaaBaeMoit nHpopmaIuu (ee eHHOCTH, 00beMa, crioco0a MpeACTaBICHHUS,
HE00X0/IMMON CKOPOCTH Iepeiayu;

B) ot Bo3MOXHOCTEH BiIaJeNblIeB M0 3alIUTe CBOEH HHPOPMAIK (CTOUMOCTb IPUMEHSEMBIX
TEXHUYECKHUX YCTPOUCTB, Y100CTBO UCIOIB30BAHUS, HAIE)KHOCTh ()YHKIIMOHUPOBAHUS,

B) o0a oTBeTa BepHBI.

Jlns oOHapy keHus 1ieJIeHapaBIEHHOT0 HaBsI3bIBaHUSI IPOTUBHUKOM JIOKHOW MH(pOpMaLun
A) B nepesiaBaeMoil nH(popMaIK CTHPAETCS U30BITOYHOCTD;

B) B nepenaBaeMyto HHPOpPMAIMIO BHOCUTCS N30BITOYHOCTH;

B) ucnone3yercst KOJl Y4ETHOCTH.

Kak Ha3piBaeTcs uricnoBasi KOMOWHAIMS, UCIIOIb3yeMast IS IPOBEPKU [IETOCTHOCTH?
A) UIMUTOBCTABKa;

B) ko ayrenTudukanm cooOIeHus;

B) o0a oTBeTa BepHBI.

Kakue TpeOoBaHUs MPEIBIBISIOTCS K KITFOYEBBIM X3I-QyHKIMsIM hi(M)=S?
A) HEBO3MOXKHOCTb BBIYHCIIEHUS 3HaUeHUs k(M) =S st 3amaHHoro cooOmeHus M 6e3 3HaHUS
Kiroya K;
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B) HEeBO3MOXKHOCTB TI0100pa JIJIsl 3aIaHHOTO cooO0IeHuss M ¢ U3BeCTHBIM 3HaueHueM hx (M) = S
apyroro coodmienust M1, ¢ u3BectabiM 3HaueHreM hx (M1) = S 6e3 3Hanus kioua K;
B) 06a oTBeTa BepHHBI.

25. Kakoe TpeOoBaHMe HaNpaBiIeHO MPOTHB CO3AAHNUS MOAIEIbHBIX (c(haOpUKOBaHHBIX) COOOIIEHUI
NPY aTaKax THUIA IMUATAIHS?
A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus hy(M) =S s 3amannoro coodOmienust M 6¢3 3HaHUs
kiroua K;
B) HEBO3MOXKHOCTB 110100pa JIJIsl 3a1aHHOTO cooO0IeHuss M ¢ U3BeCTHBIM 3HaueHueM hx (M) = S
apyroro coobiienus: M1, ¢ usBectabiM 3HadeHreM hx (M1) = S1 6e3 3Hanus kioua K;
B) 06a oTBeTa BepHHBI.

26. Kakoe TpeboBaHMe HampaBiIeHO MPOTHUB MOAU(DUKALIMY ITepeIaBaeMbIX COOOIICHUN TIPU aTakax
THIA HoaMeHa?
A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus hy(M) =S s 3amannoro coodOmienust M 6¢3 3HaHus
kiroua K;
B) HEeBO3MOXKHOCTD T10100pa JIJIst 3a1aHHOTO cooOIeHuss M ¢ U3BeCTHBIM 3HaueHueM hx (M) = S
apyroro coodmienust M1, ¢ usBectabiM 3HaueHreM hx (M1) = S1 6e3 3Hanus kimoua K;
B) 06a oTBeTa BepHHBI.

27. Kakas mpoBepka 03HauaeT ayTeHTHU(PHUKAIMIO CeaHCca CBSA3U?
A) mpoBepKa HEeTOCTHOCTH COSTMHEHHUS, HeBO3MOXKHOCTH IMOBTOPHOU MEpe/iauyl JaHHBIX
MIPOTUBHUKOM, CTOPOH B3aUMOJECHCTBUS;
B) npoBepka LEeIOCTHOCTH COSTUHEHHSI, HEBO3MOXKHOCTH IIOBTOPHOM MEpeiadu JaHHBIX
IMPOTHUBHUKOM, CBOCBPEMCHHOCTH IICPEaAaYN JAHHBIX,
B) 00a oTBeTa BEpHHBI.

28. Kakoe cpeICTBO SIBISETCS OCHOBHBIM CPEJICTBOM ISl POBEACHUS UASHTU(DUKAIIIN?
A) IPOTOKOJIBI OJJHOCTOPOHHEHN HICHTUPUKALINH;
B) npoTokombl B3aMMHON HASHTU(UKAIINH;
B) o0a oTBeTa BepHBI.

29. Kaxk BeIrsaut 1udpoBast MOANMKCH TSI COOOIICHHS?
A) 9HCII0, TOTYYEHHOE B Pe3ybTaTe XEIIMPOBAHUS, IPUMEHECHHOTO K 3TOMY COOOIIECHUIO;
B) uncno, momyuyeHHOE B pe3yNbTaTe KpUNTOrpadhuyecKkux npeodpa3oBaHmii, MPUMEHEHHBIX K
TOMY COOOIIEHUIO;
B) ko1 ayTeHTU(UKALUN COOOILIEHHS.

30. /Iy yero npuMEHsIIOTCS CHeMaIbHbIE CUCTEMBI NTPEIBAPUTEIBHOTO paclpeieleHus Kirouei?
A) ipu 60JIBIIIOM YHKCJIE B3aUMOJICHCTBYIONINX CTOPOH TpeOyeTcs MpeBapuTeIbHas pacChliKa
3HAYUTEIBHOTO 00beMa KIIF0UeBONH MHPOPMALIMHU U MTOCTIeTyIolIee ee XPaHEeHue,
b) onpenensercs mopsAa0K UCIIOJIB30BAHUS, CMEHBI, XPAHEHUS U apXUBUPOBAHUS, PE3EPBHOIO
KOIMPOBAHUS M BOCCTAHOBJICHMS, 3aMEHbI MJIM U3BATHUS U3 00pallleH!s] CKOMIPOMETUPOBAHHBIX, a
TaK)K€ YHUUYTOKEHHSI CTAPBIX KIIFOYEH;
B) npenycMmarpuBaeTcs pacipeIeieHHe U XpaHEHNE HE CaMUX KIIIOUel, a HEKOTOPOW MEHBUIEH 110
00bemMy nH(poOpMaly, Ha OCHOBE KOTOPOI Kak/1asi CTOPOHA MOKET BBIUYMCIIMUTD KITFOY JJIsI
B3aUMOJICUCTBUSA C APYTOU CTOPOHOM.

31. Kakum obpa3om Hanbosiee MpoOCTO MOXKHO OCYLIECTBUTh pacipeiesieHne Kirouei s ceteil ¢
OOJIBIITUM KOJMYECTBOM a0OHEHTOB?
A) B cucTeMax NpeaBapUTEIbHOTO PaclpeAesICHUs] CEKPETHBIX KIIIOUEH;
B) B cuctemax OTKPBITOrO pacipeeneHusl CEKPETHBIX KITHYEH;
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B) 06a oTBeTa BEpHHBI.

Uro Ttakoe cepTu(uKaT OTKPHITOrO Kiro4a?

A) Ha0Op TaHHBIX, 3aBEPEHHBIX MU(POBOH IMOAMUCHIO IIEHTPA CePTUHUKALNH, U BKIIOYAIOIINN
OTKPBITBIA U CEKPETHBII KIIIOUYH, UM T10JIb30BATENs, UMs CEPTUPHUKAIIMOHHOTO IIEHTPa, HOMEP
ceprudukata, Bpems JeUCTBHA cepTU(dUKaTa, IpeTHa3sHaYeHHEe OTKPBITOTO Kiltoua (nudposas
MOJIMUCE, MU(POBAHKE);

B) Habop 1aHHBIX, 3aBEPEHHBIX MEYaTHIO IIEHTPa CePTU(PHUKALINK, ¥ BKIIOYAIOIINI OTKPBITHIN KITIOY,
CIHCOK JOTIOJHUTENBHBIX aTprOyTOB, MPUHAIIC)KAIINX a00HEHTY, U IPeJHA3HAUYCHHE OTKPHITOTO
KJTIOYa;

B) Habop naHHBIX, 3aBEPEHHBIX HU(POBOH MOAMUCHIO LIEHTPA CEPTH(PHUKAINHN, U BKIIOYAIOIINN
OTKPBITHIH KJIF0Y ¥ CIIMCOK JOTIOJHUTENBHBIX aTpHOYTOB, IPHHAIJICKAIIIX A00OHEHTY.

Yro 03HAYAET TEPMUH MOIIHOCTH andaBura?

A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM aipaBuTE;

B) uncIiio BO3MOXKHBIX KOMOMHAIIUI CHMBOJIOB OTKPBITOTO aji(haBHTa;
B) xonmuecTBO MUGPBEININH OTKPHITOTO alihaBHTA.

K kakomy kinaccy mmdpoB oTHOCHTCS HUGP, €Ci (PparMeHT OTKPHITOTO TEKCTa (OTACTbHBIC
OYKBBI WM TpyNna OyKB) 3aMEHSI0TCS HEKOTOPBIMU UX 3KBUBajeHTaMu (OykBamu, uppamu,
CUMBOJIAMH WJIH WX KOMOWHaIuei ) B mudprexkcre?

A) mdpsl 3aMEHBI,

B) mmdps! nepectaHOBKY;

B) xoMIO3UIIMOHHBIE ITU(PBHI.

K kaxomy kiaccy mudpoB oTHocUTCs mUGP, eciii OYKBBI OTKPHITOTO TeKCTa MpH MU POBAHUN
KaKMM-HHUOY/Ib CIOCOOOM IIEpeCTaHaBIUBAIOTCS, TO €CTh U3MEHSIETCS TOJBKO HOPSAOK CIIE0BaHUs
CHUMBOJIOB OTKPBITOTO TeKCTa?

A) mmdpsl 3aMEHBI;

B) mudpsl nepecTaHOBKY;

B) xommo3uimoHHbIe MUGPHL.

Uro crnenyer aenaTh A YBEIUYEHUS KPUIITOCTOMKOCTH mudpa?

A) yBEIMYMBATh Pa3HUILy MEXAY YMCIOM MUGPBEIUYUH U YUCIOM OYKB B ajdaBuTe;
B) Oonee paBHOMEpHOI JOKHA OBITH AMAarpaMMa MOBTOPSIEMOCTH 3HAKOB HIM(PPTEKCTA;
B) o0a oTBeTa NpaBUIIBHBL.

Jlj1g 4ero ucnonb3yrTces 0104HbIe HU(PHI?

A) U1 yBeTUUEHUS KOJIMUYECTBA MU (DPBEINYMH;
B) g yBenuueHus: CKopocTH HIM(pPOBaHUS;

B) 06a oTBeTa MpaBUIIbHBL.

B 4yeM cocToUT OCHOBHOE MPEUMYILIECTBO ACUMMETPUYHOTO MU(POBAaHUS NIEPE] CHMMETPUYHBIM?
A) HeT HeoOXO0IMMOCTH B Nepe/laue CEKPETHOrO KIIt0Ua, KOTOPHIN MOXET ObITh IepexBaueH
3JI0YMBIIIJIEHHUKOM;

Bb) 6ob11as TpPyA0EMKOCTh MOCIEIHETO U, KaK pe3ybTaT, MEHbIINE CKOPOCTH IPU MU (PPOBAHUY;
B) 06a oTBeTa BEpHHBI.

Kakue mm¢ps! Ha3bIBatoTCst oMooHaMuU?
A) mrdprl MHOr0O3HaYHON 3aMEHBI;

B) mHoroandasutHbie MU PL;

B) mmdpe1 rammupoBaHus.
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Uro Takoe mudppBeanInHa?

A) YHCJIO BOSMOXXHBIX S3KBUBAJICHTOB [JIA 3aMCHBI OTKPBITLIX CUMBOJIOB;

B) SKBUBaJICHTHI B IIUPPTEKCTE, 3aMEHSFOIINE CUMBOJIBI WJIH TPYIIITBI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) OTKpBITHIN TEKCT Niepe1 Nu(POBaHUEM MPEICTABIISETCS B BUJE MOCIIEIOBATECILHOCTH
«I104CJI0B», HA3bIBACMbIX H_II/I(l)pBeJII/I‘-H/IHaMI/I.

C KakuMU 1eNSIMH B KpUOTOTpaduH BBOAITCSA MOJIEITH OTKPBITHIX TEKCTOB??

A) ciayaT OCHOBOH /17151 aBTOMATU3aLlMU ITPOLIECCOB KPUITOAHAIN3A LIUPPTEKCTOB;

B) ciry>xaT ocHOBOI B Iiporiecce M3y4eHUs: KPUIITOCTOMKOCTH Pa3IMYHbIX CUCTEM IIH(POBAHUS;
B) 06a oTBeTa BepHHI.

K kaxomy kiaccy mudpoB OTHOCSTCS aJAUTHUBHBIC METObI IMPPOBAHUS?
A) oMo OHBI;

B) mmdpe1 MHOTrO3HAYHOM 3aMEHBI;

B) mm@pe1 raMmupoBaHus.

K kakomy kiaccy mu@poB OTHOCATCS aHATUTHIECKUE CIIOCOOBI UG pOBaHUS?
A) mdpsl 3aMEHBI,

B) mmmdps! nepectaHOBKY;

B) mMapuipyTHbI€ IepeCTaHOBKH.

Kakue n3 npuBeieHHBIX MU(POB SABISIOTCS MUGpaMu IEPECTAHOBKU?
A) pemerka KapnaHno;

B) xBaapar [Tonubwus;

B) Tabmuma IlopTo.

Kakune u3 npuBeieHHBIX IU(POB SBISIOTCS MU(PAMU 3aMEHBI?
A) RSA;

B) AES;

B) 'OCT 28147-89.

Kakwue cBoiicTBa OTKPBHITOrO TEKCTA UCTIOIb3YIOTCS PU BCKPBITUH MK (pa NepecTaHOBKU?
A) orpaHMYeHHEM MOXKET MOCTYKUTh MOSABICHHUE 3aIIPETHBIX OUTrpaMM;

B) nau6onee yactbie OUrpaMMbl OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTaBUTh U3 OYKB
paccMaTpUBaeMOro muppoBaHHOTO TEKCTA;

B) o0a oTBeTa BepHBI.

Kaxkas 3 maTemMaTH4eCKUX MOJIeJIEl COOTBETCTBYET alropuTmy mmdpa Arodar?
A) Yiji =ij;

B) Yi = X +3(mod n);

B) Yi = X(qi +1).

1
A=|3
6

© N b
g1 N oo

3amudpyiTe ¢ MOMOIIBIO MATPUYHOTO MIK(Pa C KIIOUYEBONH MaTpHUIIEH
1M(pPOBOTo IKBUBAJIEHTa OYKB OTKPBITOI'O TEKCTA CIIOBO 3a0asa.

A) 28,35,67,21,26,38;

B) 24,38,42,21,32,46;

B) 12,32,7634,17,19.
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49. Yo 6omee menecoodpa3Ho s HAACKHON 3aIUTh HHGOpMAIu?
A) apxuBaIusi OTKPBITOrO TEKCTA C MOCIEYIOLINM;
B) mmudpoBanue OTKPBITOTO TEKCTA C TTOCIICYIONIEH apXUBaIUCH;
B) He umeet 3HaUCHUS.

50. K kakum mmdpam otHocutes cucrema mudposanus [erpa I «L{upups»?
A) oMo(OHBI;
B) mm¢ps1 OurpamMmHO# 3aMeHBI;
B) mmudper mpocToii 3aMeHBI.

51. Ha xakom crioco6e mudpoBanust Obu1 ocHOBaH Ourpammubiii mudp [Lmiidepa (Playfair,
BenukoOpurtanust), npumenssimiics BenukoOopurtanueit Bo Bpems [1epBoit MupoBoii BOHBI?
A) crioco0 mm@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HA OUTPaMMBI;
B) Ha J103yHrOBOM crioco0e 3anoHeHus IHPPTaOIUIIbI,
B) o0a oTBeTa BepHHI.

52. Kakue mmdpsl OTHOCATCS K MG paMyd MHOTO3HAYHOW 3aMEHBI?
A) mmdp Buxenepa u mudp Tpuremus;
B) mmudp [Imiidepa u mmdpp Xumia;
B) mmdp Beprama u mmdp [Nopra.

53. Copmynupyiite ocHOBHOE TpeOoBaHHE K KPUNTOTrpahuIecKr CTONKOMY TeHEpaTopy
IICEBAOCIYYaiiHON NTOCIEA0BATENbHOCTH WIN F'AMMBI.
A) TIeproJT TaMMBI JIOJDKEH OBITh JOCTATOYHO OOJBIIHUM TS UG POBAHUS COOOIIECHUH pa3InIHON
JUIMHBI;
B) rammMa fomkHa OBITH TPYAHO MPEJICKAa3yeMOi, T.€. €CIIM U3BECTHBI TUI T€HEPATOPa U KYCOK
raMMbl, TO HEBO3MOXKHO NPE/ICKA3aTh CIEAYIOIINNA 32 TUM KYCKOM OUT raMMbl C BEPOSTHOCTBIO
BBILIE 33JJaHHOM.
B) 06a oTBeTa BepHbI;

54. TlpuBenuTe MpUMep COBEPIIEHHOTO MHppa.
A) mudp BuxeHnepa ¢ caMOKITIOUOM;
bB) ognopazossiii 61okHOT LllenHoOHa;
B) cucrema Bepnama ams tenerpada ¢ OyMaxxHbIM KOJIBIIOM, COAEPIKAIIUM TaMMYy.

55. Kakue mmdpsl sBiasttoTcs mmdpamMu raMMupoBaHus?
A) mudp Tpuremus;
B) mudp Buxenepa;
B) o0a oTBeTa BepHBI.

56. [To kakOMy MOJTYJTIO TIPOU3BOUTCS CYMMHUPOBAHHE TAMMBI C OTKPBITHIM TEKCTOM B PEKUME
rammupoBanus ['OCT28147-89?
A) CyMMHUPOBaHHUE MO MOAYJIIO 2;
B) cyMMupoBaHHe TI0 MO0 2°2;
B) o0a oTBeTa BepHBI.

57. KakoB pa3mep Oiioka mugpyemoro Tekcra B kpunrocucteme 'OCT28147-89?
A) 32 Owura;
b) 64 Gura;
B) 'OCT28147-89 — noTo4Hast KpUIITOCUCTEMA.



58.

59.

60.

61.

62.

63.

64.

65.

24

Kakue ¢pyHKIMN BBITOTHAET KpUNTocucTema?

A) ycuieHHe 3allUIIeHHOCTH JaHHBIX U o0JierdeHrne paboThl C KPUIITOAITOPUTMOM CO CTOPOHBI
4eJI0BEKa;

b) ycunenue 3aluIeHHOCTH TaHHBIX U 00ecrieueHue COBMECTUMOCTH MOTOKA JAaHHBIX C APYTUM
MIPOrpaMMHBIM 00€CIIEeYCHUEM;

B) 06a oTBeTa BepHHI.

Jl1s1 9ero B MOTOYHBIX MIM(PaxX UCIIOIB3YIOTCS PETHCTPHI CABUTA ¢ 00paTHON CBSI3bIO?
A) 11 TeHepaluu KJIF0UYeBOU MOCIIEI0BATEIbHOCTH,

B) ny1s opranuzanuu pexxuma oOpaTHOM CBSA3H B OJI0YHBIX MU(Dpax;

B) 06a oTBeTa BepHHBI.

Urto Takoe ckpembiuep?

A) IporpaMMHBIEC WJIH alllapaTHbIE pealu3allii FeHepaTopa MCeBI0CTyYaiiHO raMMBbI;

B) nporpaMMHBIe WK anmapaTHbie pealn3alyy alropyuTMa, MO3BOJISIONIETo MU(POBATH TOOUTHO
HETPEPhIBHBIE TOTOKU HH(OpMAIU;

B) 06a oTBeTa BepHHBI.

B gem cocTout rimaBHas mpoOiieMa mu@poB Ha OCHOBE CKpeMOJIepoB?

A) CHHXPOHHU3ALUA MTEePEAIoIEro (KOIUPYIOUIETro) U MPUHUMAIOIIETO (JIE€KOIUPYIOIIETO)
YCTPONCTB;

B) xoaupyromas nocneaoBaTeIbHOCTh OUT MIPOU3BOIUTCS M3 HEOOIBIIOT0 HAYAILHOTO 00BbeMa
uH(popMaLuu;

B) manenbkuii nepruoj raMmmal.

Kakue MeTo/1bl CHHXpOHHU3ALUH IPUMEHSIOTCS Ha IPAKTHUKE B cCHCTeMax MH(POBaHUS Ha OCHOBE
ckpeMOepoB?

A) noGaBiieHue B MOTOK UHPOPMALIUU CUHXPOHU3UPYIOIIUX OUTOB, 3apaHee U3BECTHBIX IPUEMHOM
CTOPOHE, UTO MO3BOJISIET €M MIPU OTCYTCTBUU TaKOT0 OMTA aKTUBHO HAa4aTh MOMCK CUHXPOHU3ALNUHU C
OTIIPaBUTENIEM;

B) ucnonp3oBaHne BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO MO3BOJISIET B
MOMEHTBI IOTEPU CUHXPOHU3ALUHU POU3BOJUTH paciin(poBaHUE TPUHUMAEMbIX OMTOB
uH(popmManuu "o namsTu" 06e3 CHHXpPOHU3ALINN;

B) o0a oTBeTa BepHBI.

Kaxoit meTon1 ucronb3yeTcs A paHAOMHU3alUNA COOOIIEHUN?

A) BHeceHHe CiIydaifHbIX OUT B caM IIH(pyeMblii (ailn ¢ ITHOPUPOBaHKEM UX Ha AeIH(pyromeit
CTOPOHE;

B) mudpoBanue ucxoaHoro ¢aiia ciryyailHbIM KIIFOUOM;

B) o0a oTBeTa BepHBI.

Kaxwue HII/I(i)pCI/ICTeMI)I N3 MICPCUNCIICHHBIX HUXKE ABJISAIOTCA [MIOTOYHBIMU?
A) A5, SEAL, RC4;

b) DES, AES, Rijndael;

B) RC2, RC5, IDIA..

[Tepeuncnure OCHOBHBIE PEKUMBI paObOTHI, MPETYCMOTPEHHBIE B CTaHAapTe MHU(POBAHUS TaHHBIX
OCT28147-89.

A) pocToif 3aMeHbI, FaMMHUPOBaHUS, FTAMMHUPOBAHUS ¢ 00PAaTHON CBA3bI0, TAMMHUPOBAHHUS C
00paTHOM CBA3bIO MO MH)P TEKCTY;

B) npocroii 3amMeHbl, raMMUPOBaHUs, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, BHIPAOOTKH
HUMHUTOBCTABKH,
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B) snexTpoHHAas KOIOBasi KHUTa, CLETUICHUS 0JIOKOB, 00OpaTHasi CBA3b 110 BHIBOILY, OOpaTHas CBS3b
1o MUQPPTEKCTY.

[lepeuncnnre OCHOBHBIE PEKUMBI Pa0OTHI, TPEAYCMOTPEHHBIE B CTaHAapTe MHU(POBAHUS TaHHBIX
DES.

A) pocToii 3aMEHBI, TAaMMHPOBaHMUs1, TAMMHUPOBAHUS ¢ OOPATHOM CBSI3bI0, FTAMMHPOBAHHUS C
00paTHOM CBA3BIO MO MIH(PPTEKCTY;

B) mpocToii 3aMeHbl, TaMMHPOBaHMSI, TAMMHUPOBAHUS C OOPAaTHOH CBSA3bI0, BEIPAOOTKH
UMHUTOBCTABKHU;

B) snexkTpoHHas KOAOBasi KHUTA, CLEIUICHUs OJI0KOB, 00paTHas CBSA3b MO BBIXOAY, OOpaTHas CBS3b
no mudprexcry?

HazoBure aeiicTByrommii crannapt mudpoBanust B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoii kpunrorpadguueckuii anropuT Jier B OCHOBY cTaHaapTa mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue 13 npuBeneHHBIX KpUNITOrpapUueCKUX aIrOPUTMOB HCIIONB3YIOT B OCHOBE ceTh Deticrens?
A) DES;

B) Rijndael,

B) 06a oTBeTa BEpHBHI.

Yro obmero B cranmaprax DES u 'OCT28147-89?

A) pa3mep 0J10Ka, pazMep KItoua, KOJITMIECTBO LIUKIIOB;
B) pa3mep 610ka, mpeodpazoBaHuE, KOTUYECTBO IIUKJIIOB;
B) o0a oTBeTa BepHBI.

Hazoswure pasmep kitoua (B Outax), ncrnoiaszyemoro B kpunrocucreme [OCT28147-89?
A) 32;

B) 56;

B) 256.

[Touemy kpunrorpaduueckuit anroputm 'OCT28147-89 6osiee yCTOWUYUB K BCKPBITHIO ITYTEM
HOJIHOTO Tepedopa Mo MHOXKECTBY BO3MOXKHBIX 3HaUCHUH Kitoda, ueM DES?

A) ¢pyukius mudposanus ['OCT ropasno cnoxsee pynkuuu mudposanus DES;

B) B cuity HaMHOTO G0JIbIIEH UIMHBI KITH0YA;

B) o0a oTBeTa BepHBI.

Yro Takoe manmKecT cooOmenus?

A) pe3ynbTara BEIYUCICHUS XelI-(yHKIIHH;
B) mudpoBoii oTrieyaTtok nanblia;

B) o6a oTBeTa BEpHHI.

Kakas maremaTnueckas mpo0iema JIeXKUT B OCHOBE CXEMBI OTKPBITOTO paclpe/ieieHus Kirouei
Hudou n Xennmana (Diffi W., Hellman M.E.)?

A) onepalyisi BHIYUCIEHUS TUCKPETHOTO Jorapudma;

Bb) dbakropuzanus 00IbLIIOrO YKCIa;
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B) 06a oTBeTa BEpHHBI.

B uem cocTouT OCHOBHOE OTJIMYNE ACHMMETPUYHBIX KPUTITOCUCTEM OT CUMMETPUIHBIX ?

A) Ut Iepeiadd OTKPBITOTO KIIF0Ya OT TMOIyYaTelis K OTIPABUTEII0 CEKPETHBIM KaHAI HE HY)KEH.
BwmecTto Hero ucnonb3yercs ayTeHTUYHBIN KaHaAI, TAPAaHTUPYIOIHA MOJTMHHOCTh HCTOYHUKA
nHpopmanuu;

B) s mmdpoBanus u aemmppoBaHUs UCIOIB3YIOTCS PA3IMYHBIC KITIOYH;

B) 06a oTBeTa BepHHI.

Hazoute Hanboee pacpocTpaHeHHbBIE 00aCTH PUMEHEHUST ACHMMETPUYHBIX
KpUNTOrpapuuecKux cucrem?

A) accuMeTpHYHas CUCTEMa UCTIOIb3yeTCsl U M POBaHUs KOPOTKOTO CEaHCOBOTO KJIIOUa, a
UH(OpPMAIIMOHHBIC IIOTOKH B TCUCHUE CEAHCa MPUXOJIAT 110 CHMMETPUYHOM CHCTEME;

B) accumerpuyHas cuctemMa UCIOIb3yeTCs UTsl JOKa3aTeIbCTBa IPUHAIIICKHOCTH B CIIy4ae 0TKa3a
OTIIPABUTEIISI/TIONYYaTeNsl OT PaHee MepeJaHHOTO/TIPUHATOTO COOOIICHNS;

B) 00a oTBeTa BEpHBI.

Jl7ia pelieHust Kakux 3ajad UCHONIb3yeTcs HU(poBasi MOIUCH?

A) 175 T0Ka3aTenbCTBA MPUHAJICKHOCTH B CITy4ae OTKa3a OTIPABUTEIIS/TIONYYaTelsl OT PaHee
nepeJaHHOTO/TIPUHSATOTO COOOIICHHUS;

B) s obecriedeHust ayTeHTH(GHUKAIIMN U KOHTPOJIS IIEJIOCTHOCTH;

B) o0a oTBeTa BepHHI.

SIBnsieTcs IM BEpHBIM YTBEPKACHUE, YTO IIPUMEHEHNE AaCHMMETPUYHBIX CUCTEM B OOLIEM Cilydae
IPUBOJUT K CYIIECTBEHHBIM 3aJ€pKKaM IIpU MIHU(PPOBaHUU (110 CPAaBHEHUIO C CUMMETPUYHBIMU)?
A) na;

b) ner;

B) 3aBUCHT OT pa3MepOB UCIOJIb3YEMBIX KIIFOUEH.

Kakum 06pa3om Beruucisiercs nudponasi moaIUCH?

A) mociie1oBaTeIbHOE BBIUMCIECHUE XeNI-(DYHKIIUU OT UCXOJHOTO COOOIIeHNs U U pOBaHUE
MOJTY4EHHOTO 3HAUYEHHUS Ha CEKPETHOM KIII0Ue OTIpaBUTENs (WK paciinpoBaHUe HA OTKPHITOM
KJIFOY€ MPU TIPOBEPKE MOIIUCH);

B) nocnegoBarenbHOE MMPPOBAHUE UCXOIHOTO COOOLIEHHUS HAa CEKPETHOM KJIIOU€ OTIIPABUTEINS U
BBIUMCJICHHE XelI-(DYHKIIUHU OT 3alIH(PPOBAHHOTO COOOIICHHUS,

B) nociienoBarenbHOCTh ONEpanurii HE UMEET 3HAYEHUS.

Bepno 11 yTBepKI€HNE, YTO B ACHMMETPUYHOM CUCTEME HUKTO, KPOME OTIIPABHTEIIS
HOJMCAaHHOTO COOOIIEHNUs], HE 3HAET CEKPETHOTO KIIF0Ya, Ha KOTOPOM COOOIIeHHE ObLIO
HOJIMCAHO?

A) na;

B) Her, cekpeTHBIH KIII0Y H3BECTEH TAK)KE YAOCTOBEPSIOIIEMY IIEHTPY, BBIABIIEMY OTIIPABHTEIIO
cepTUdUKaAT LU(PPOBOH NOAMHCH;

B) HeT, CeKpETHBII KII0Y U3BECTEH TAK)KE IIEHTPY ayTEHTU(DUKAINH, B KOTOPOM HUCIIOIB3YeTCs
KpHUITOCHCTEMA.

Kakas pyHkums Ha3pIBaeTcst 0THOCTOpOHHEH (one-way function)?

A) Oynkius f(X) HazpIBaeTCs 0JHOCTOPOHHEH (one-way function), eciu 17151 BceX X U3 ee 001acTH
OIIpeJIeTICHNS JIETKO BBIYUCIUTE Y=F(X), HO HaX0XkIeHNE 110 3aJaHHOMY Yo TaKOTO Xo, VIl KOTOPOTO
f(Xo)=Yo, BBIYUCIUTEIBHO HEOCYIIECTBUMO;
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B) ®yuxkius f(X) HazpiBaeTcss 0JHOCTOPOHHEH (one-way function), eciu 11 HAXOKICHUE 110
3aJJaHHOMY Yo TaKoro Xo, 47151 KoToporo f(Xo)=Yyo TpedyeTcs HACTONIBKO OrPOMHBIH 00BEM
BBIYMCIICHHI, YTO 32 HUX IIPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BepHHI.

BepHo 1u yTBep K IeHHE, YTO HEI0YMCACHHAs oKa3arenbHas ¢pynkuus f(x)=a*(mod n), rae
OCHOBaHMe€ & U [MOKa3arelb CTENCHU X IpUHauIexkat natepany (1,n-1), sBiseTcst OJHOCTOPOHHEH
byHKIIHCH?

A) na;

B) cymiecTBOBaHHE OJJHOCTOPOHHUX (PYHKIIMI HE JIOKA3aHO, HO OHA MOJKET OBITh B3sTa B KAYE€CTBE
IpUOIKEHNS;

B) ner.

K xakum kpunTorpadu4ecKuM CUCTEeMaM OTHOCHUTCS cuctema RSA?

A) K GJIOYHBIM SKCIIOHEHITHAIBHBIM CHCTEMaM, TaK KaK KKl OJIOK M OTKPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esoe yncio B uatepsaie ot 0 10 (N-1) u npeobpasyercst B 610K
mmdpTexcra;

bB) x mudpam ogHO3HAYHOM 3aMEHBI;

B) 06a oTBeTa BepHHBI.

Uewm onpenensieTcs CTOMKOCTh KpuntocucreMbl RSA?

A) CI0XHOCTbIO U3BJICUECHUSI KOPHS CTENEHH € M3 OO0JIBIIOro 1EJI0ro YHUCIa O 3aJaHHOMY MOAYIIIO
n;

B) co’HOCTBIO pa3okKeHUs Ha IPOCTbIE COMHOXKUTEIN OOJIBIIOrO LEIOro YUCa;

B) 06a oTBeTa BepHHBI.

Kakas ¢pyHkuus ucnonb3yercs B kpuntocucrteme RSA 11 reHepanuy CeKpeTHOro kiroyda’?
A) dyHkms Ditnepa;

B) dynkuus Mebuyca;

B) 06a oTBeTa BEpHHI.

Kakoii gaxrop onpenenser pazmep kitoya B kpunrocucreme RSA?
A) pecypcamu OBM, Ha KOTOpO# ycTaHOBJIEHA KPUIITOCUCTEMA;
B) nunHoi mmpyeMoro OTKphITOro TEKCTa;

B) pazmepom Moy N, O KOTOPOMY UJET MU pPOBaHUE.

Yem ormpenensercst croikocTs kpuntocuctemsl Elgamal?

A) CIIO’)KHOCTBIO AUCKPETHOTO JIOTapU(PMUPOBAHUS;

B) cno’HOCTBIO pa3iokKeHUs Ha IPOCTBIE COMHOXKUTEIN OOJIBIIOTO ENIOro YHUCa;
B) o0a oTBeTa BepHBI.

Kakas cxema mudpoBanus jieryiia B OCHOBY CTaHAApTOB 3JIEKTPOHHOM nudposoii noanucu B CLIA
(DSA — Digital Signature Algorithm) u Poccuu (OCT 334.10-2001)?

A) cxema PaiiBecra, [llammnst u Annmemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnb-I"amans (Elgamal);

B) cxema ludpdu n Xemnmana (Diffi W., Hellman M.E.).

[To xakoil popmysie BBIYUCIISETCS CEKPETHBIN KiTtou B mudpe Dnb-I"amans?
— €T

A)Y =g (mod p)

B) ed =1 (mod ¢(n));

B) BIOMpaeTcst mpou3BOIBLHO U3 yelIoBUs 1 <X <p.
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[To kakoit popmyIie BRIYUCISETCS CeKPEeTHBIN KiTro4 B mugppe RSA?
— €T

A)Y =g (mod p)

B) ed = 1 (mod ¢(n));

B) BeIOMpaeTcst mpou3BOJIBLHO U3 yCIIoBUs 1 <X <p.

K xakomy kiaccy mudpoB oTHocuTcs mudp mo cxeme Dib-I"amans?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) cxembl BeposSTHOCTHOTO MIU(POBAHMUS;

B) 06a oTBeTa BepHHBI.

Urto obmero mexay kpunrocuctemamu Iib-I"amans u RSA?
A) b pbl MHOTO3HAYHON 3aMEHBI,

B) mm¢psl 0jHO3HAYHO 3aMEHBI;

B) acummerpuunbie mudpel.

B uem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 4T0OBI HATH METO/ BHIUMCIICHUS KOPHSI CTEIICHH € 13 MOd N,. TOCKOJIbKY KpUIITOrpaMmma

C=M ° (mod n), To kopHem cteneHu € u3 (Mod N) siBisieTcst coodeHnEe M;

B) B TOM, 4TOOBI HAWTH TIIABHBIE COMHOYKHUTEIH 0011er0 Moayisi N (P U (]), MOCKOJIBKY C UX
TIOMOIIBO MOKHO JIETKO BEIUMCIIMTB CEKPETHBIN Koy d s pactmdposarns M= CY (mod n);
B) 06a oTBeTa BepHHBI.

B uem cocTost npenmyniecTBa MUGPCUCTEM C OTKPHITHIMU KIr0YaMu?

A) ni1st oOMeHa KitoYaMu aDOHEHTaM CEKPETHBIN KaHall He HYXKCH;

B) npumMeHeHne CHMMETPUYHBIX CHCTEM MPUBOJHT K CYIIECTBEHHBIM 33/IepP’KKaM IpY MK (POBaHUH
(10 CpaBHEHHUIO C ACUMMETPUYHBIMH);

B) 06a oTBeTa BepHHBI.

Kakue x3m-pyHKIMM UCTIONb3YIOTCS U1 (popMHUpoBaHUS HUPPOBOI moanucu?
A) GeckItoueBble OJJHOCTOPOHHHE X3UI-(PYHKIUH;

B) xitoueBble 0IHOCTOPOHHUE X3II-(PYHKIINH;

B) xpunrtorpapuyeckue Xsm-(QyHKIHH.

Xbsmr-3HaueHue kKakoi anuHbl (B 6aitax) Berauciset cranaapt ['OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

Kakoii mmdp ucnonsizyet oreuectBeHHbIN ctanaapt xaumposanus I'OCT P 34.11-94 nns
mudpoBaHUs UCXOTHBIX JAHHBIX, YTOOBI 00ECTIEYMTh HEBO3MOXKHOCTb M0J00pa cOOOIIEHuH ¢
OJIMHAKOBBIM X3II-3HaU€HUEM?

A) RSA;

B) T'OCT 28147-89;

B) mudp Dab-T'amars.

[Tepeuncnure alIropuTMBbI ANEKTPOHHOU ITUGPOBOI moaIHCH?

A) RSA, DSA, EGDA, cxema IInoppa, TOCT P34.10;

B) T'OCT 28147, DES, AES, ESIGN, ECDSA;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema Tuddu — Jlammopra.

K kaxum Bugam arak ys3Buma nudponas noanucb RSA?
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A) K MyJIbTUIUIMKaTUBHOM aTaKe;
b) HeneneBoro UCNoIb30BAHUS CEKPETHOTO KITHOYA;
B) 06a oTBeTa BepHHBI.

100. Kakumu npeumyniecTBamMu o0agaeT cxema mudpoBoit moanucu Iib-1"aMaist o CpaBHEHHUIO CO
cxemoit nmudpoBoi moanucu RSA?
A) TIpy 3aJaHHOM YPOBHE CTOMKOCTH aNropuT™Ma IU(POBOI MOIIUCH LIETIbIC YHCIIa, YIaCTBYIONTUE
B BBIUMCJICHUIX, UMEIOT 3aITUCh Ha 25% Kopoue, YTO YMEHbBIIAET CJII0)KHOCTh BBIYMCICHUN MTOYTH B
JIBA pa3a U MO3BOJISIET 3aMETHO COKPATHTh 00bEM UCTIOIB3YeMON aMSITH;
B) npu Be16OpE MOAyIs P 1OCTaTOYHO MPOBEPUTH, UTO ITO YUCIIO SIBISIETCS IPOCTHIM;
B) 06a oTBeTa BepHHBI.

7.3.2 IIpomexxyToUHas aTTecTalus
O1eHOYHBIC CPEJICTBA JJIsk IPOMEKYTOUHOW aTTeCTAIluN
DK3amMeH
Cnrcok BOMpOCOB ISl SK3aMeHa

1. Hcropus pa3sutus kpunrorpaduu. 3akoH Kepkrodddea.

2. Konmnermus n36srrounoit nuadopmamnmu K. 1lleanona. Cosepmennsiii mudp. [Hudp Beprama.

3. 3agauu u npobiIeMbl COBPEMEHHOI Kpunrorpaduu.

4. 3anaum kpunrorpaduu. Kondpunenumansnocts. Kpunrorpadudeckue anropuTMel.

5. Araku Ha mudpsl. Kpunrorpaduueckas cTORKOCTb.

6. CuMMeTpUYHbIE U ACHMMETPUYHBIC KPUIITOCHCTEMBI.

7. 3apaun kpunrorpaduu. LlenoctHocTs. UMUTOCTONKOCTS.

8. 3amaum xkpunrorpaduu. Ayrentudukanys. [IpoTokonsl naeHTHGUKAIUH.

9. 3apaunm xkpunrorpaduu. HeBozmoxkHOCTh OTKa3a oT aBTOpcTBa. Llndposas noanuce.

10. Lndposas nmoanuce. CepTuduKanus OTKPHITHIX KIIOYEH.

11. IlpoTokousl pacupeneneHus kiaroued. Cxembl pas3zieneHuss cekpera. ATaKd Ha MPOTOKOJIbI
pacnpenesieHus KIKYen.

12. Knaccudukarus mudpoB 10 pa3aInyHbIM IpU3HAKaM.

13. Hludpsr nepectanoBku. Kpunroananus mmmdpos nepecTaHOBKH.

14. HIudps! 3amensl. Kpunroananus moTo4Horo mudpa npocToi 3aMeHsI.

15. [lInudpsr rammupoBanus. Kpunroananus mudpa Bikenepa.

16. TpeboBanust k ramme. OMUOKY MTPH UCTIONH30BaHUH MH(PPOB raMMHUPOBAHUSI.

17. Peructpsl caura ¢ o0paTtHoi cBsA3bi0. CkpeMOepsl.

18. MeTtonbl paHIOMHU3AINU COOOIIIEHHIH.

19. ITorouHble MUPPCUCTEMBI.

20. bnounslie cuctemsl mudpoanus. Koncrpykuus dericrens.

21. AnropuT™bl OJI0YHOTO MIH(PPOBAHHUS.

22. PexxuMbl muppoBaHus OJIOYHBIX MIH(PPOB. DIEKTPOHHAS KOJOBasI KHHTA.

23. PexxumMbl mudpoBanus 6109HbIX MHPPoB. PexuM crennenus 610K0B.

24. PexxuMbl muQpoBaHus OJOYHBIX MHUPPOB. PexrM 00paTHOM CBA3M 1O MU(PTEKCTY.

25. PexxumMpl mdpoBanus 6;104HbIX MHPPoB. PexnM oOpaTHOMN CBSA3U MO BBIXOY.

26. Anroputm mmdposanus naaasix [OCT 28147-89.

27. Anroputmsl mudpoBanus ganubix I'OCT 34.12-2015.

28. Anroputm mmdpoBanus nanHabsx DES.

29. Anroput™m mmdposanus nanHbIx AES.

30. Pexxumsr 6109nbIX udpos [OCT P 34.13-2015.

31. Pexwums! ucnionszoBanus DES.

32. MynprummkatuBable GyHkmun. X cBolicTBa. @yHKIUS Ditepa.

33. HenpepsiBuble 1pobu. AnroputM EBkinna. Pemero Dpatocdena. HenpepoiBabie 1poou.
3aK0H BBIYUCIECHUS MOIXOISAIINX TPOOEH.
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CpaBHeHue 1enblx ynucen 1no Mmoayito. CBolicTBa cpaBHEHUN. PelleHne cpaBHEHNH.
Beruucnenne MyapTHINIMKaTUBHOIO OOPAaTHOIO 3JIEMEHTA 110 3alaHHOMY MOJYJIIO.
Knaccsl uncen. Cuctemsl BeiueToB. Mx colictBa. Teopema Diinepa. Mainas Teopema
depmMa.

['pynmsl. Konbia. Homst. [Mons Tanmya. Onepanyu cnosxeHust 1 ymHOkeHus. Jlorapugpm
HEHYJIEBOT'O JIEMEHTA MOJIS.

Dunrryeckas KpuBas HaJl KOHEUHbIMU NOIsAMU. [1ops10K 3/1IMnTHYeCKOi KpUBOH.
Komnosunus u ciokeHue TOYeK Ha SJUINNTUYECKUX KPUBBIX.

Cuctembl U(PPOBAHUS C OTKPHITBIMU KITIOUAMH.

PexuMbl NCIIOIIb30BaHUS CUCTEM € OTKPBITBIM KIIFOYOM.

OTkpeIToe pactpenenenue kioueit. Cxema Auddu-Xennmmana.

Kpunrocucrema RSA. Kpunroanamms mmdpa RSA.

Cucrema mmdpoanus El Gamal. Kpuntoananus mmdpa El Gamal.
Kpunrocucrems! 0e3 nepeaaun kitoya. Opranusanus CeKpeTHON CBSI3H.
Kpunrorpadus Ha 37UTMOTHYECKUX KPHUBBIX.

Kpuntorpaduueckue xem-¢pynkiuu. KiarodueBsle u OeckitoueBble GyHKIIUU XEIIUPOBAHUS,

UX CBOMCTBA U Ha3HAYCHUE.

OnexTpoHHas udpoas noanuck. Kpunrorpaduueckre npoToKOIIbI.
Anroput™msl 1H(POBOI MOATTUCH.

[Tpotoxon b poBoit noanuCH 1Mo anroputTMy RSA.

Anroput™ nudposoii nognucu EGSA.

Anroputm uudposoit noanucu DSA.

[TpoTokoun udpoBoit moanucy mo cranaapty DSS.

Anroputmsl 1M(poBoil moanucH.

Anroputm nudposoii nognucu ['OCT P34.10-94.

Anroput™m nudposoit noanucu 'OCT P34.10- 2012.

OnexTpoHHas uQpoBas moanuch. TpedoBaHMs K Xel-(pyHKIUAM.
Oyukuus xemmposanus no 'OCT P 34.11-2012.

DnekTpoHHas UG POBas MOANUCH. AJITOPUTMBI XemupoBanus MDX.
OnexkTpoHHas 1M(poBas NoAIUCh. AIrOpUTMBI XemupoBanus SHA-1.
KpunToananus oTHOCTOPOHHUX X3I-(PYHKIIHH.



