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1 ]_Ie.]ll/l, 3a/lavYi U IVIAHUPYEMBIC PE3YyJbTaTbl oﬁyqunﬂ o TMCIOMIIJIMHE

K 0CHOBHBIM 1eJIIM OCBOCHHUS JUCIUILTHHBI «3amuTa HHOOPMAIIMI» OTHOCHTCS:

J o0yuyeHHe CTYJCHTOB NpUHIMIAM >PPEKTUBHON OpraHu3aluyd WHPOPMALMOHHOM
3aIIUTHI;

J ¢dbopMHpOBaHUE Y HUX YMEHHI BOCCTAHOBJICHUS YACTUYHO MOTEPSTHHON MHPOPMALIUH.

J 3aKperuIeHHE NOTy9aeMbIX B CEMECTPE 3HAHUI U HaBBIKOB HA MPAKTHKE;

J (dopMHpoBaHHE B3aUMOCBS3EH, TOIYYaeMBIX B CEMECTpE 3HAHMHA W HAaBBIKOB C

W3YYEHHBIMU PAHEE;

L4 oAroToBKa CTYACHTOB K ACATCIBHOCTH B COOTBCTCTBHU C KBaHPI(l)PIKaLIPIOHHOfI

XapaKTepUCTHKON OakaaBpa.

K ocHoBHBIM 3aJavdamM JUCHUIIIINHBI «3aHH/ITa I/IH(i)OpMaIII/II/I» OTHOCATCA:

o 3aKpeIIEHUE OCHOB NPOrPaMMHUPOBAHMS;
o OCBOEHHUE COBPEMEHHBIX TEXHOJIOTUH 3alUTHI OT PA3JIMYHBIX aTak B MIHTEepHETE;
J CHOCOOHOCTh UCHOJIB30BATh OCHOBHBIE NPUHIUIBI HH(POPMAILIMOHHON 0€3011acHOCTH

B PA3JIMYHBIX C(l)ean JACATCIIBHOCTH.

OOydenue mo AuCHUILIMHE «3amuTa WHPOPMALUW» HANPaBICHO HAa (OPMHPOBAHUE Y

00y4aroImuXxcs CIeAYIOIUX KOMIIETEHIUI:

Koa v HaumenoBanue KOMIeTeHIINI

I/IHI[I/IKaTOpr JOCTHKCHUA KOMIICTCHIIUN

OIIK-3. CniocoGeH pemaTh CTaHIapTHBIC
3a/1a4u podeccuoHaNIbHON 1eATeIbHOCTH Ha
OCHOBE MH(POPMAIIMOHHON U
ounbmmorpaduuecKoi KyJIbTyphl C
pUMEHEHHEM MH()OPMAIIMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHH U C YYETOM
OCHOBHBIX TpeOOBaHMI NH(OPMALIMOHHON
0e30MmacHOCTH

NOIIK-3.1. 3HaeT npuHLIUIIBI
nH(OpPMAITMOHHOMW 1 OMOIHOTrpaduIecKOi
KYJIBTYPBI, METOJIbI, CIOCOOBI U CPE/ICTBA
MOJTyYeHUsl, XpaHEHHsI U TTepepadoTKU
UH(OPMALINH; TIPUHIIUIIEI TOCTPOSHHS
COBpPEMEHHBIX HHPOPMAIITMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHIA; MOJIEIN
OpraHMU3aliK JAHHBIX, CETEBBIE MOJIEIIH,
UepapXuuecKrue MOACIH, PEISIIHOHHYIO
MOJieIb U 0OBEKTHYIO MOJIENb.

NOIIK-3.2. Ymeer pemiats CTaH1apTHHIE
3a/1a4¥ MpodeccuOHANbHON 1eATeIbHOCTH Ha
OCHOBE WH(OPMAIIMOHHOH U
OoubMorpaguIecKoil KyJIbTyphI C
npUMEHEeHHEM HH()OPMaIMOHHO-
KOMMYHHKAITIOHHBIX TEXHOJIOTHHA U C Y4ETOM
OCHOBHBIX TpeOOBaHUI HH(OPMAITHOHHON
0€30MacHOCTH.

NOIIK-3.3. Braneer MmeTogamu 1oucka u
aHanu3a UHQOpPMAaIMK JUIS TOATOTOBKH
JIOKYMEHTOB, 0030pOB, pedepaToB, JOKIAIOB,
nyOauKanuii, Ha OcCHOBe HH(GOPMAIIMOHHOHN U
O6ubarorpaduueckoil KyJabTyphbl, C yYETOM
cOOIOICHHS aBTOPCKOTO TIpaBa u
TpeboBaHMi HHHOPMAITMOHHON
0e30MacHOCTH.




2 MecTO ITMCHUIIMHBI B CTPYKTYpPe 00pa3oBaTeIbHOI MPOrpaMMbl

Huctummaa «3amuTta  WHQOPMAIUK» OTHOCUTCS K YHCITY YYEOHBIX JUCIUTUIAH
dbopMupyeMbie y4aCTHHKaMHU 00pa3oBaTelbHBIX OTHOmEeHUH wactu «WT-pa3paboTka» OCHOBHOM
00pa3zoBaTeIbHON MTPOTPaMMBI.

JlucuumimHa B3aMMOCBSI3aHa JIOTHYECKU U COJIEPKATEIbHO-METOAUYECKU CO CIIETYIOIUMU
aucuuiuHaMu U npaktukamu OOIT:

o «OCHOBBI TECTUPOBAHUS»,

. «[IpuknanHoe NpOEKTUPOBAHUEY,

. «JlokymMeHTHpOBaHME TANOB XU3HEHHOro 1ukia UCy,
o «IIpoexkTupoBanue 6a3 1aHHBIXY,

. «OcHoBsI pazpadbotku KUCy,

J «MoOunbHas pa3paboTkay,

° «Hagexxnocts 110 u UC»,

o «IIpoekTHas 1eATEIbHOCTDY.

3 CTpykKTypa U colepkaHue TUCUUIINHBI

OO0r11ast TpyI0EMKOCTh AMCIUILIMHBI COCTABJISACT 3 3aYCTHBIX eIUHMIBI 108 akanieMUIecKux
4acoB).

3.1 Buasbl yueOHOii padoThl M TPYA10€MKOCTh
(mo ¢popmam oGyueHus)

3.1.1 Ounas popma oOyueHHs

Ne . KoauuecTBO CemecTpnl
Buj yue6Hoii padoThl
n/n 4yacos 6
1 | AyautopHble 3aHATHSA o4 o4

B ToM umucie:

1.1 | Jexuuu 18 18

1.2 | CemuHapckue/mpaKTHUECKUE 3aHIATUS - -

1.3 | JIabopaTopHble 3aHATHS 36 36
2 | CamocTosiTesbHasi padoTa 54 54
3 | IIlpomekyTOUHAs aTTeCTALMS
3auet/aud.3auer/sK3aMeH Aud.3auer JAud.3auer
Uroro: 108 108




3.2 TemaTnueckuii NJIaH U3yYeHUS TUCHUIIMHBI

(mo ¢popmam oGyueHus)

TpyaoeMkocTsb, yac

AyautopHas paéora 3
Ne Pa3znennbl/TemMbl S g = S g E
- o s |2 E4Ex|85E£|¢&E
n/n AU CHUIITIMHBI ¥ = 2, 0 5 9 = 2 o | 5 S
= 5 |EE3&8z|E¢g|5d
= S =2 832835 F| S
5 &8 e g | 2
O E = = O
1 BBoanas gexinsa «OCHOBEI 4 2
nH(pOpMaMOHHOM 0€301MacHOCTH
5 Jl/p Nel «3ammra ot XSS 4 2
INJECTION (mocTosiHHOI# )»
3 JI/p Ne2 «3amura ot XSS 4 2
INJECTION (oTpaxeHHO )»
4 JI/p Ne3 «3amuta ot FILE 4 2
INJECTION»
5 Jlexuus «Ysi3BUMOCTH BeO- 4 2
MIPUIIOKEHUI»
6 Jl/p Ne4 «3ammra or BRUTE 4 2
FORCE»
7 JI/p Ne5 «3ammuta ot 4 2
CLICKJACKING»
3 Jl/p Ne6 «3ammra ot SQL 4 2
INJECTION (cnemnoit)»
9 Jlexnus «udpopmanmonnas 4 2
6e3onacHocTh B IHTEepHET. TpeHabp»
10 JI/p Ne7 «3ammra ot SQL 4 2
INJECTION (s1BHOI1)»
1 Jl/p Ne8 «3ammra ot 3arpy3Ku 4 2
BPEIOHOCHBIX (paiimoBy
12 JI/p Ne9 «3ammura ot cmaboro 4
mmdpoBaHUs»
13 Jlexmus «3amnuTa BeO-TPUITOKEHHI 8 4 2
Ha PHP»
14 JI/p Nel0 «3amuTa OT BBITIOJTHEHHS 4 2
KOMaHJ Ha CEpBepe»
15 | JI/p Nel1 «3amura ot CSRF ataku» 4 2
16 JI/p Nel2 «3ammTa OT pacKpbITUS 4 2
My TH
17 | Jlekuus «OcHoBHbIE yrpo3sl Mb» 6 4
Jl/p Nel3 «3amuTa OT mosyueHus 4 2
18 | ucxonHOro KOa MPUIOKECHHUS

(monHOrO)»




19 JI/p Nel4 «3amura ot osrydeHus 4 2 2
TpaH3aKIHUH TOJH30BaTENICH

20 JI/p Nel5 «3ammTa oT mosrydeHust 4 2 2
JIAHHBIX MTOJIh30BATEIICI

21 Jlexnus «MoTtuBanus 6 4 2
37I0YMBIIIJICHHAKA

29 JI/p Nel6 «3amura ot osrydeHus 6 2 4
MIOJTHOTO JTIOCTYTIA K CEPBEPY»

93 JI/p Nel7 «3ammTa oT aBTOpH3aIIUN 6 2 4
I10JT TPOM3BOJILHBIM OJIE30BATEIICM)
JI/p Nel8 «3amura ot mepeBoaa 6 2 4

24 | cpeACTB OT JIULA APYTOTO
10JIH30BATEISN

Hroro 108 18 36 54

3.3Coaepxanue TUCHUNINHBI

OcHOBBI HHPOPMALIMOHHOH 0€3011acCHOCTH
Vs3Bumoctu BeO-npunoxenuit u UC
HNudopmannonnas 6e3onacHocts B HTepHeT. TpeH sl
3amura BeO-npuioxenuit Ha PHP.

OcHoBHble yrpo3s! Ub.

o khwbdpE

MOTI/IBaI_[I/ISI 3JIOYMbBIIIJICHHUKA

3.4 TemaTuka Ja00paTOPHBIX 3aHATHIT

1. 3AIUTA OT XSS INJECTION (ITOCTOSIHHO)

Cooeporcanue u nopsi0ok 8biNOIHeHUs 1AOOPAMOPHOU pabomut.

° aHaJIU3 KOJ1a TECTOBOTO MPUJIOKEHUS H HAXOXK/ICHUE YKa3aHHOH Ys3BUMOCTH;
° pa3paboTka npuaoKeHus: 6e3 ykazaHHOU ysI3BUMOCTH.

2. 3AIUTA OT XSS INJECTION (OTPAXEHHO)

Cooeporcanue u nopsa0ox 8binoHeHUs 1a00pamopHoOU pabomut.

° aHaJIM3 KOJIa TECTOBOTO MPUIIOKEHUS M HAXOXKICHHE YKA3aHHOH YSI3BUMOCTH;
° pa3paboTKa MPIIOKEHUS 0€3 YKa3aHHOW YSI3BUMOCTH.

3. 3AIIUTA OT FILE INJECTION

Cooepoicanue u nopsooK 8bINOIHeHUs. 1ADOPaAmMOpPHOU pabombi.

° aHaJIU3 KOJIa TECTOBOT'O MPUJIOKEHUS U HAXOXKJICHUE YKa3aHHOH ySI3BUMOCTH;
° pa3paboTKa NpUIIOKEeHUs 0e3 YKa3aHHOH ysI3BUMOCTH.

4. 3AIINUTA OT BRUTE FORCE

Cooeporcanue u nops0ox 8binoIHeHUs 1aOOPaAmopHOU pabomut.

° aHaJIN3 KOJIa TECTOBOT'O MPUJIOKEHUS U HAXOXKJICHUE YKa3aHHOH ysI3BUMOCTH;
° pa3paboTKa MPUIOKEHUS 0e3 yKa3aHHOH ysI3BUMOCTH.

o. 3AIIIUTA OT CLICKJACKING




Cooepoicanue u nopsooK GbINOIHEHUsL 1ADOPAMOPHOU pabombi.
° aHaJIu3 KOJ1a TECTOBOT'O MPUIIOKEHHUS M HAXOXKJICHUE YKa3aHHOM ysI3BUMOCTH;
° pa3paboTKa NpUIIOKEeHUs 0e3 YKa3aHHOH ysI3BUMOCTH.

6. 3AILIMTA OT SQL INJECTION (CJIEIION)

CoOeporcanue u nopsooK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJIU3 KOJ1a TECTOBOI'O MPHJIOKEHUS U HAXOXKJCHHUE YKa3aHHOM ysI3BUMOCTH;
° pa3paboTka npuiIoKeHus 0e3 yka3aHHOH ysI3BUMOCTH.

7. 3AIUTA OT SQL INJECTION (SIBHOI)

Cooeporcanue u nops0ox 8binoHeHUs 1aO0pamopHoU pabomut.

° aHAJIN3 KOJIa TECTOBOTO MPHJIOKECHHS M HAXOXKICHUE YKA3aHHOHN YSI3BUMOCTH;
° pa3paboTKa NpUIIOKEHHUs 0e3 yKa3aHHON YsS3BHMOCTH.

8. 3AIIATA OT 3AT'PY3KHU BPEJIOHOCHBIX ®AMJIOB

CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJM3 KOJ1a TECTOBOT'O MPHIIOKEHUS U HAXOXKJCHNUE YKa3aHHOM ysI3BUMOCTH;
° UCTIPaBJICHUE YS3BUMOCTH.

9. 3AIIUTA OT CJIABOT'O HIM®POBAHUA

Cooeporcanue u nopsi0ok 8binoJIHeHUs 1aO0PamopHoU pabomot.

° aHaJIM3 KOJ1a TECTOBOT'O MPUJIOKEHUS M HAXOXK/ICHUE YKa3aHHOH YS3BUMOCTH;
° UCIIPABIICHUE YA3BUMOCTH.

10. 3AIIUTA OT BBITIIOJIHEHMA KOMAH]I HA CEPBEPE

Cooeporcanue u nopsa0oK 8binoHeHUs 1aO0PaAmopHOU pabomut.

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKa3aHHOHN YSI3BUMOCTH;
° UCTIPABIICHUE YSI3BUMOCTH.

11. 3AIINUTA OT CSRF ATAKU

Cooeporcanue u nopsi0ok 8bINOJIHeHUs 1aOOPAMOPHOU pabomoi.

° aHAJIU3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKa3aHHOHN YSI3BUMOCTH;
° UCTIPABIICHUE YSA3BUMOCTH.

12. 3AIIUTA OT PACKPBITUA TTYTU

Cooeporcanue u nopsi0oK 8biNoJIHeHUs 1aOOPamopHoOU pabomut.

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKA3aHHOHN YSI3BUMOCTH;
° UCTIPaBJICHUE YSI3BUMOCTH.

13. 3AIIUTA OT T[OJYYEHUA HNCXOJHOI'O KOHA [TPUJIOXEHUA
(ITOJIHOT'O)

Cooeporcanue u nopsa0oK 8binoIHeHUs 1aO0pamopHoOU pabomut.

° aHAJIM3 KOJIa TECTOBOTO TMPUJIOKEHUS M HAXOXKICHUE YKa3aHHOHN YSI3BUMOCTH;

° UCTIpaBJICHUE YSI3BUMOCTH.

14.  3AILUTA OT IIOJIYYEHHMS TPAH3AKIIUI ITOJIb3OBATEJIEN



Cooepoicanue u nopsooK 8bINOIHeHUsL 1AOOPAMOPHOU pabombi.
° aHaJIu3 KOJ1a TECTOBOT'O MPUIIOKEHUS M HAXOXKJICHUE YKa3aHHOH YsI3BUMOCTH;
° UCTIpaBJICHUE YSI3BUMOCTH.

15.  3AILIUTA OT IOJIYUYEHMS JAHHBIX I10JIb30BATEJIEN
CoOeporcanue u nopsooK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJI3 KOJ1a TECTOBOI'O MPUIIOXKEHUS U HAXOXKJICHUE YKa3aHHOM ys3BUMOCTH;
° UCTIPABJICHUE YS3BUMOCTH.

16. 3AIIUTA OT INOJIYUEHUA TTOJIHOI'O JOCTVYIIA K CEPBEPY
Cooeporcanue u nops0ox 8binoHeHUs 1aO0pamopHoU pabomut.

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKa3aHHOH YSI3BUMOCTH;
° UCTIPaBJICHUE YSI3BUMOCTH.

17. 3AIIUTA OT ABTOPU3ALIUU 11O/ ITPOU3BOJIBHBIM ITOJIb3OBATEJIEM
CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJU3 KOJ1a TECTOBOT'O MPHIJIOKEHUS M HAXOXKJICHUE YKa3aHHOH ys3BUMOCTH;

° UCTIPaBJICHUE YS3BUMOCTH.

18. 3AIIUTA OT IIEPEBOJAA CPEJACTB OT JIMLA APYT'OI'O ITOJIb3OBATEJIA
Cooeporcanue u nopsi0ok 8binoIHeHUs 1aO0PamopHoOU pabomot.

° aHaJIM3 KOJ1a TECTOBOT'O MPUJIOKEHUS M HAXOXK/ICHUE YKa3aHHOH YS3BUMOCTH;

° UCIIPABIICHUE YA3BUMOCTH.

4  YyeOHO-MeTOAMYECKOE U MH(OPMAINIMOHHOE oOecreyeHmne

4.1 OcHoBHas 1UTEpPATYypa
1. Kpakosckwii, FO. M. 3amura nundopmanuu : yaedHoe mocoodue / F0. M. KpakoBckuid.
— PocroB-na-Jlony : ®enukc, 2016. — 347 c. — ISBN 978-5-222-26911-4. — TexkcT :
AJIEKTPOHHBIN /! Jlann : AJIEKTPOHHO-OMOIMOTEIHAS cucrTema. — URL:
https://e.lanbook.com/book/102279 (mara oOpamenus: 28.09.2023). — Pexum moctyma: s
ABTOPH3. MOJIb30BATEIICH.

4.2 lonoJHUTEJIbHAS JUTEPaTypa

1. JleontneB, A. C. 3amura nnpopmanuu : yuebHoe nocobue / A. C. JleoHTbEB. —
MockBa : PTY MUPDA, 2021. — 79 c¢. — Tekct : snekTpoHHBIA // JlaHh : 3IEKTPOHHO-
oubnmuotreunas cuctema. — URL: https://e.lanbook.com/book/182491 (mara oOparieHus:

28.09.2023). — Pesxum moctyma: s aBTropus. [Toas3oBaresiei.

4.3 JnekTpoHHBbIE 00pa30BaTeIbHbIE PeCYyPChI

https://online.mospolytech.ru/course/view.php?id=10487

4.4 JInuieH3MOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoe
o0ecmeuyenmne

1. Visual Studio Code
2. bpaysepst Chrome, Edge, Firefox



OpenVPN c npaBamu 114 3a1ycka y CTy/I€HTOB
FileZilla

PuTTy

Git

Node.js 18

Python 3.10

Wireshark

©oNo AW

4.5 CoBpemMeHHbIe TPO(ecCHOHATbHBbIE 0a3bl IaHHBIX U HH(OPMAaIIMOHHbIE
CIPaBOYHbIE CHCTEMbI

1. https://owasp.org/
5 MarepuajJbHO-TEXHHYECKOE O0ecreyeHue

Jyis ipoBeAicHHsT JTaA0OPATOPHBIX PabOT U CaMOCTOSATEIBHONW PAOOTHI CTYACHTOB IMOAXOJST
ayJIMTOPUH, OCHAIICHHBIE KOMIBIOTEpAMU C TPOTPAMMHBIM OOECIICYEHHEM B COOTBETCTBHH CO
CITMUCKOM B MYHKTE 4.5 ¥ MOJIKIIOYCHHBIE K UHTEPHETY.

Uucno paboumx MeECT B ayIUTOPUU JIOJDKHO OBITH JIOCTATOYHBIM JUIsi 0O€CIeueHUs
WHAUBUIYaIbHON pabOThI CTYIEHTOB.

PaGouee mecTo npemnoaaBaress J0JKHO ObITh OCHAILIEHO KOMITBIOTEPOM C MOJKIIFOUEHHBIM K
HEMY [IPOEKTOPOM WJIM MHBIM aHAJOTHYHBIM 10 (YHKIIMOHATFHOMY Ha3HAYEHUIO 000PYI0BaHUEM.

6 MeToauuecKue peKoOMeH AU

6.1 MeToanuyeckue peKoMeH AIUH IS MIPenogaBaTeis M0 OpraHu3anuu
00y4eHus

Metoauka npenoaaBaHusi AMCUUIUIMHB «HpOpMamonHas 6e30MacHOCTb» M peasln3alus
KOMIIETEHTHOCTHOTO IIOJXOJAa B H3JIOKEHUHM U BOCHPUATHUM MaTepuallia IpeayCMaTpUBaeT
UCTIOJIb30BaHUE CIENYIOIINX AaKTUBHBIX M WHTEPAKTUBHBIX (OpPM TPOBEAECHUS TPYIIOBBIX,
VUHAMBUYAJIbHBIX, AayAUTOPHBIX 3aHATUN B COYETAHUHM C BHEAYJUTOPHOW paboToOil C Lenbio
¢dopmMEpoBaHUs M pa3BUTHS MPOHECCHOHATFHBIX HABBIKOB y 00YYaIOIIHXCS:

° BBITNIOJIHEHHE JTa00PAaTOPHBIX paboT B TaOOPaTOPHSIX By3a; MOCEIIEHUE JIEKIIN;
° MHIUBUAYaIbHBIE U TPYIIIOBbIE KOHCYJIBTAIMU CTYIEHTOB IIPETIOAABATEIIEM;
° nocenienre npoQmIbHBIX KOH(EpeHIni 1 paboTa Ha MacTep-Kiaccax dKCIEPTOB U

CIIEIIMAJIUCTOB B  BeO-TEXHOJOTHUSAX, BeO-pa3paboTke, WHTEpHET-MapKeTHHIe | JPYTHX
npohecCHOHANBHBIX 00IaCTAX.

CamocTosTenbHass BHeayJUTOpHas paboTa CTYIEHTOB COCTOMT W3 TIOATOTOBKH K
BBITIOJIHEHUIO W 3alUTE JIA0OPATOPHBIX PabOT, M3YUYEHHUIO TEOPETUYECKOrO MaTepuala, a TaKxKe
MOATrOTOBKHU K IPOMEKYTOUYHOM aTTECTAllMU BO BPEMS 3K3aMEHALIMOHHOW CECCUMU.

Pexomennyercs:

1. [Ipu moAroTOBKE K 3aHATHSIM CIEAYeT NPEIBAPUTEIHLHO MPOpadoTaTh MaTepuai
3aHATHS, MPEIYCMOTPEB €ro IMojlayy TOYHO B OTBEJAEHHOE ISl 3TOro Bpemsi 3aHsaTusa. Cremyer
MOJIFOTOBUTH HEOOXOIMMbIE MaTEepPHAaIbl — TCOPETUUECKHE CBEJCHMS, 3a1a4uu U aAp. [Ipu npoBeneHun
3aHATHUS CIEAYeT KOHTPOJIMPOBATh IM0Jady MaTepHaja M pelieHHe 3aJaHuid ¢ y4eToM y4eOHOro
BpCMCHI/I, OTBCACHHOT'O AJIsd 3aHSTHUS.
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2. [Ipu mpoBepke pabOT M OTYETOB CIEAYET YUYHMTHIBATh HE TOJBKO MPABUIBHOCTD
BBITIOJIHEHHSI 33/IaHUi, HO W ONTHUMAJIBHOCTh BBIOPAHHBIX METOIOB PEIICHHsS, IMPABHILHOCTH
BBIIIOJIHEHMSI BCEX €T0 IIAroB.

6.2 MeToanuyeckue yKa3aHusl JJ1s1 00y4al0UIUXCsi 0 OCBOECHUIO TN CIUNJIMHBI

W3ydyeHne TUCHUILINHBI OCYIIECTBIISIETCA B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTAHOBKOMU B
TECHOH B3aMMOCBSI3U yueOHbIM IIIaHOM. OCHOBO TEOPETHUECKOI MOrOTOBKU CTYIEHTOB SIBIISIOTCS
ayoumopHuvle 3aHAmus, 1eKyuu, 1ab60pamopHule pabomoi.

B mpouecce camocTosITeNIbHONW pabOThl CTYJIEHTHI 3aKPEIUISIOT U YIIyOJSIOT 3HAHUSA,
IIOJIyYE€HHBIE BO BPEMsI ayJIUTOPHBIX 3aHATUN, 1OpadaThIBalOT KOHCIIEKTHI U 3alllCH, TOTOBATCS K
IIPOBEJCHUIO M 00pabaThiBalOT Pe3yJbTaThl J1a0OPAaTOPHBIX pabOT, TOTOBITCS K MPOMEKYTOUHON
aTTeCTalllH, a TAK)KE CAMOCTOSITENIbHO U3y4aloT OTJENIbHbBIE TEMbI YU4EOHOI POrpamMmBbl.

Ha 3aHsATHSX CTYJIEHTOB, B TOM YHUCIIE NPEIINOJAraloliUX MPAKTUYECKYIO JESATEIbHOCTD,
OCYILECTBIIACTCS 3aKPEIJICHUE MOJYUYEHHBIX, B TOM YHCJIE U B IIPOLIECCE CAMOCTOSITEIbHON PabOTHI,
3HaHui. Ocoboe BHMMaHME OOpalaeTcsd Ha Pa3BUTHE YMEHUH M HAaBBIKOB YCTAHOBIICHUS CBS3U
HOJIOXKEHUH TEOPUH C MPO(PEeCCHOHANBHOM NesTeTIbHOCThIO Oy IyIIero crenuanucTa B o0i1actu Beb-
TEXHOJIOTHUM.

CamocrosTenpHas paboTa OCYIIECTBIACTCS WHAMBHIYadbHO. KOHTPOIB caMOCTOSTEIHHOM
paboThl opranusyercs B IBYX Gopmax:

° CaMOKOHTPOJIb M CAMOOIIEHKA CTY/ICHTA;

° KOHTPOJIb CO CTOPOHBI ITpenojaBaTeiell (TEKYIUi U IPOMEKYTOUHbIH ).

Texymuii KOHTPOJIb OCYILECTBIAETCS HAa Ay JUTOPHBIX 3aHATHUSX, IPOMEKYTOYHBINA KOHTPOJIb
OCYILECTBIIICTCS HAa SK3aMEHE B MUCbMEHHOMU (YCTHOH) hopme.

Kputepusimu o1leHKH pe3yIbTaTOB CAMOCTOATENBHON pabOoThI CTyIEHTA SBIISIOTCS:

° YpOBEHBb OCBOEHUS CTYJIEHTOM yueOHOr0 MaTepHarna;

® YMCHUA CTYACHTA HCIHOJB30BATH TCOPCTUUCCKHUEC 3HAHHA TIPU  BBIIIOJIHCHUA
MPAKTHYECKUX 3a7a9;

° c(hOopMUPOBAHHOCTH KOMIIETEHITUH;

° odopmIieHre MaTeprala B COOTBETCTBHU C TPEOOBAHUSIMHU.

7 @OHJ OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI U OLIEHUBAHMS Pe3yJbTATOB 00y4eHUs!

B mporiecce o0yueHus: UCTONB3YIOTCS CIEAYIONIUE OIEHOYHBIE (DOPMBI CAMOCTOSTEIHHOU
paboThl CTY/IEHTOB, OLICHOYHBIE CPEJCTBA TEKYIIETO KOHTPOJS yCIEBAEMOCTH M MPOMEKYTOUYHBIX
aTTeCcTaIHii:

° BBITIOJTHEHHE JTa00OPAaTOPHBIX PaboT, 3a4erT.

7.2 Ikajia 1 KPpUTEPUH OLEHMBAHMS Pe3yJIbTATOB 00yUeHUSI

[Tokazarenem orieHHMBaHMS KOMIIETEHIMI HA pa3IMYHbBIX ATamax UX GOPMUPOBAHUS SIBIISIETCS
JOCTI)KEHUE 00yJaloUIMMHUCS TUIAHUPYEMBIX Pe3yJIbTaTOB 00YUYEHHS MO JUCLUIUIMHE.

Kpurtepun ouennBanus

IToxa3zaTean
2 3 4 5
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OIIK-2

OOyuarommiics | O0ydarommiics OO6yuarommiicst | OOydarommiics
JEMOHCTPUPYET | AEMOHCTPUPYET | AEMOHCTPUPYET | JEMOHCTPHUPYET
MOJIHOE HEIOJIHOE YaCTUYHOE MOJIHOE
OTCYTCTBHE COOTBETCTBUE COOTBETCTBHUE COOTBETCTBHUE
Wi CIEAYIOIINX CJIeIYIOIIUX CJIeIYIOIIUX
HEJOCTAaTOYHOE | 3HAHUM, 3HAHHI, 3HAHHMH,
COOTBETCTBUE | YKa3aHHBIX B YKa3aHHBIX B yKa3aHHBIX B
Marepuaity WHJUKATOpax WHJIUKATOpax WHJUKATOpax
MYCIUTIIUHEI KOMIIETEHIINH KOMIETEHINH KOMIIETEHIINH
3HaHUM, JUCUUIIIUHBI. JUCLUTIIUHBI. JUCLUTIIUHBI.
yYKa3aHHBIX B Jomyckarores Ho CBoboniHO
WHJUKATOpax 3HAUYUTEIbHbBIC JIOITY CKaI0TCA onepupyeT
KOMIIETCHIIMA | OIIMOKH, HE3HAYUTEJIbHbIE | IPUOOPETEHHBIMU
JTUCITUATIITAHBI. MIPOSIBIISIETCS OIINOKH, 3HAHUSIMHU.

HEJI0OCTAaTOYHOCTh | HETOYHOCTH,

3HAHWMH, 110 PSIAY | 3aTPyAHCHUS

roKa3aresiei, npu

oOy4aromuics AHAJTUTUYECKUX

UCIIBITHIBAET onepanusx.

3HAUYUTEIbHbIE

3aTpyaHEHUS TIPU

OTNIEPUPOBAHUU

3HAHUSIMU TIPU

WX TIEPEHOCe Ha

HOBBIE CUTYallUH.

7.3 OueHo4HbIE CpeACTBA

7.3.1 Tekymuii KOHTPOJIb
B pesynbrare ocBoeHUs AUCHUTUINHBI OpMUPYIOTCA cienytomiue kommereHun: OITK-2

B mporecce ocBoeHwmst 06pa3oBaTENbHON MPOTrPaMMBbl TaHHBIE KOMIIETEHIIHH, B TOM YHCIIE UX
OTACJIBbHBIC KOMIIOHCHTHI, (I)OpMI/Ip}/IOTCSI IIO3TAaITHO B X0J1€ OCBOCHUA 06y‘-IaIOIHI/IMI/IC$I JUCHUITIINHBI
B COOTBETCTBUU C yU€OHBIM TUIAHOM U KaJIeHJapHBIM rpaduKoM y4eOHOro mpoiiecca.

7.3.2 TlpomexyToUyHasi aTTeCTaIUs

[[Ixansl OIIEHUBAaHUS PE3yIbTATOB IPOMEKYTOUYHOMN aTTECTALIMU U UX OIIMCAHUE:!

®OPMA ITPOMEKYTOUYHOM ATTECTAIIMM: SK3AMEH.

[IpomexxyTouHas arTectaius o0Oydaromuxcs B GopMe SIK3aMeHa IPOBOTUTCS 110 Pe3yJIbTaTaM
BBITIOJIHEHHSI BCEX BHUIOB YYEOHOH pPa0OThI, MPEIyCMOTPEHHBIX YUYEOHBIM IUIAHOM IO JIaHHOU
JUCHUILINHE (MOIYJII0), IPU 3TOM YUUTBIBAIOTCS PE3YJIbTAThl TEKYIIETO KOHTPOJIS yCIEBAEMOCTH B
TedeHue cemectpa. OlLEHKa CTENeHH AOCTIDKEHHsS OOyYaloUIMMHCS IUIAHUPYEMBIX pPE3yJIbTaTOB
0o0y4eHus1 MO JUCUUIUIMHE (MOIYJI0) TPOBOAUTCS TMpPENoaaBaTesieM, BEAYIIUM 3aHATHS TIO
JUCIUILIMHE (MOIYJII0) METOJIOM 3KCIEPTHOM oueHKH. [1o uToram npomexyTouHOM arTecTanuu 1o
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JUCHUITIIINHEC (MOI[yJHO) BBICTABJIAACTCA OLCHKA «OTIUYHO», «XOPOII0», «YIAOBJICTBOPUTCIILHO» HIIN

«HCYOOBJICTBOPHUTCIBLHO.

K HpOMe)KYTOIIHOI\/'I aTTeCTallU OOIYCKAIOTCA TOJIBKO CTYACHTBI, BBIMIOJIHUBIINEC BCC BUABI
y4eOHOU paboThI, IPeAYyCMOTPEHHBIE paboueil mporpammoi o aucuumuinae «HMudopmanmonHas
0€30MaCHOCTh» — BHITIOIHEHUE | 3amuTa JIabopaTOpHBIX padOT COTJIACHO MOJIYYCHHOMY 33aHHUIO0 C

AOCTHIKCHUCM ITOPOT'OBOTO 3HAUYCHUS OLCHKH.

Hkanaa
OLICHUBAHUSA

Onucanue

OTJINYHO

Cpennee 3HaueHue JUid BceX (OPMHUPYEMBIX HA MOMEHT IPOBEICHHUS
aTTecTalluy yPOBHEH KoMIeTeHIIuH — 5. BoImonHeHbl Bce BUIBI yUeOHOM
paboThl, IPenyCMOTPEHHBIC YUeOHBIM TUTaHOM. CTYJIEHT AEMOHCTPUPYET
COOTBETCTBUE 3HAHUW, YMEHHUH, HABBIKOB NMPHBEACHHBIM B TaOJIMIIAX
roKasaresiel, onepupyer NpUOOPETEHHBIMU 3HAHUSIMH, YMEHUSIMU,
HaBBIKAMM, IPUMEHSIET UX B CUTyalUsIX MOBBIIIEHHOM cilokHOCTH. [Ipn
TOM MOTYT OBITh JOMYIICHbl HE3HAUYUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTpyIHEHUS IPU AHAIUTUYECKUX ONEPaLUsX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBBIE, HECTAHJAPTHBIE CUTYAIIUH.

Xopouio

Cpennee 3HayeHuwe g BceX (HOPMHUPYEMBIX HA MOMEHT IMPOBEICHUS
aTTECTAIlMU YPOBHEW KOMIETCHIINI — 4. BoImoaHEeHbI BCe BUIBI YICOHOM
paboThl, IpeyCMOTPEHHbIE Y4eOHbIM MIaHOM. CTyIEHT AEMOHCTPUPYET

HETIOJIHOE, TPAaBWJIBHOE COOTBETCTBUE 3HAHW, YMEHUH, HABBIKOB
MIPUBEJICHHBIM B Ta0JIUIIaX MTOKA3aTeJIeH, MO0 €CIIM P STOM OBLITH
JIOMYIIEHHI 2-3 HECYIECTBEHHBIC OIHOKH.

yI[OBJ'ICTBOpI/ITCJ'ILHO

Cpennee 3HauyeHue g BceX (HOPMHPYEMBIX HA MOMEHT IMPOBEICHUS
aTTECTAIlMU YPOBHEW KOMIETEHIINI — 3. BhIMoaHEeHbI BCe BUIBI YUEOHOU
paboThI, IPEyCMOTPEHHBIE YIeOHBIM I1aHOM. CTYIEHT AEMOHCTPHUPYET
COOTBETCTBUE 3HAHUI1, B KOTOPOM OCBEIleHa OCHOBHAsI, HanboJjee BakHas
4acTh MaTepHasa, HO IpHU 3TOM JOMYIIeHa OJIHA 3HAYUTENbHas OlIHOKa
WJIM HETOYHOCTb.

HeynosneTBopuTenbHO

He nocturnyTo nmoporoBoe 3Hau€HUE XOTsI ObI /ISl OJHOTO YPOBHS
(dbopMHpyEeMBIX HA MOMEHT NPOBEICHHUS aTTecTalluu KomnereHuuid. He
BBITIOJIHEH OJMH WM OoJiee BUAOB yueOHOM paboThl, IPeayCMOTPEHHBIX
yueOHbIM M1aHOM. CTyJIeHT JEeMOHCTPUPYET HETIOJIHOE COOTBETCTBUE
3HaHUH, YMEHUH, HABBIKOB ITPUBEICHHBIM B TaOJIMIIaX MOKa3aTelNeH,
JIOITYCKAIOTCS 3HAUUTENbHBIE OITMOKH, TIPOSIBIIIETCS] OTCYTCTBUE 3HAHUIA,
YMEHH, HaBBIKOB MO Psiy MOKa3aTeslel, CTYACHT UCIIBITHIBACT
3HAUUTENIBHBIE 3aTPYAHEHUS [IPU ONIEPUPOBAHUM 3HAHUAMU U YMEHUSAMHU
IIPU X MEPEHOCE Ha HOBBIE CUTYAIIUH.
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7.411lepevyeHb OLICHOYHBIX CPEICTB

oC

HanmenoBanue [Ipencrasnenue
OICHOYHOTO Kpatkas xapakrepuctuka OICHOYHOTO

CpeJicTBa OLICHOTHOTO CPEACTBA cpesictea B POC

CpeAcTBO  KOHTPOJISi, OpraHU30BaHHOE
Kak Mpe3eHTaLus o0yJarommmcst
. €3yNnbTaToB BbIMONHEHHs  KypcoBoro
YcTHbIH onpoc / pesy . P
OpOeKTa C JEMOHCTpaluell HarjIsaHbIX KonTtponsHbie
cobecenoBaHue,
(VO) MaTepHaioB W OTBETOB  HAa BOIPOCHI BOTIPOCHI
NeJarornuyecKux pabOTHUKOB
(paboTHHMKA) HA TEMY JTOKJIaa, TEME,
npobseMe U T.I1.

Koneunslii  mpoayKT, MOJIyYaemblii B
pesynbTare TUTAHUPOBAHHSI u
BBIIIOJTHEHUSI KOMIUIEKCA  Y4YEOHBIX U
UCCIIEI0BATEIbCKUX 3aJJaHHN.
[To3Bonsier OILICHUTH YMEHHUS
00yJaromuXxcst CaMOCTOSITEITEHO
KOHCTPYUpOBaTb  CBOM  3HAHUS B
[Tpoext nporecce  pemIeHUs  MPaKTHYECKUX
(IT) 3a/1a4 v Mpo0JieM, OpUEHTHUPOBATHCS B
UHPOPMALIMOHHOM  TNPOCTPAHCTBE U
YPOBEHb c(hOpMUPOBAHHOCTH
AHATUTHYECKUX, HCCIIeIOBATENbCKUX
HABBIKOB, HABBIKOB MPAKTUYECKOTO U
TBOPYECKOTO MBIIILTCHHYS. Mosxer
BBITIOJTHATHCS B HHIUBUYalTbHOM
HOPSIJIKE WIM TPYNIION 00yYaronIuXCsl.

Tunosas nmporpamma
JK3aMEHa

1.

7.50nucaHue OLIEHOYHBIX CPE/ICTB

[Iporpecc nHGOPMAIIMOHHBIX TEXHOJIOTHI U HEOOXOIUMOCTh 00ECTICUCHUS

MH(GOPMallMOHHON OE30MaCHOCTH.

2. OcHOBHBIE MOHATHS HHPOPMAITIOHHOM 0€301aCHOCTH.

3. CtpykTypa nOoHSTHS HHPOPMALIMOHHAsT 0€30ITaCHOCTb.
4. Cucrema 3amuThl THPOPMAIMU U €€ CTPYKTypa.
5. DxoHOMMYECKas MH(OpMAIHsI KaK TOBap U 0OBEKT 0€30MacCHOCTH.

6.

[Tpodeccuonanvubie TaitHbl, BX BUABL. OOBEKTHI KOMMEPUECKON TaliHBI Ha

IPEANPUATHH.

7. TlepcoHanpHbIE JaHHBIE U UX 3aIIUTA.

8. NHbopMarrioHHbIe YTpo3bl, HX BUIIBI U IPUYUHBI BOSHUKHOBEHUSI.

9. MudopMarmoHHbIe yTPO3bI I TOCYIapCTRa.

10. MudopManrmoHHbIE YTPO3bI sl KOMIIAHUH.
11. MudopmManroHHbIE YTPO3bI JUIsl THYHOCTH ((PU3NUECKOTO JUIIA).
12. [leiicTBus M cOOBITHSA, HApYLIAIOIIME UHHOPMAITMOHHYIO OE€30MTaCHOCTD.

13.

JInyHOCTHO-TIpO(peCcCHOHANBHBIE XapaKTEePUCTUKU U IEHCTBUS COTPYAHUKOB,

CIOCOOCTBYIOIIUX peai3aiy HH(HOPMAIIMOHHBIX YTPO3.

14. CnocoOsI BO3A€HCTBHS HH(OPMAIIMOHHBIX YTPO3 HA OOBEKTHI.

15. Buaemaue u BHyTpeHHUE CYyOBEKTHI HHPOPMAIIMOHHBIX YTIPO3.
16. KommbroTepHbIie MPECTYIUICHHS M X KiIacCu(PUKaIus.
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17.

Hcropuueckue aclieKTbl KOMIIBIOTEPHBIX MPECTYIUIEHUN U COBPEMEHHOCTb.

18. CyObeKTHl ¥ IPUYHHBI COBEPIICHUS KOMITBIOTEPHBIX MPECTYIIICHHM.

19. BpenoHocHBIE IPOTPaMMBI, X BUIBI.

20. VcTtopusi KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCT.

21. T'ocynmapcTBeHHOE peryIupoBaHue HH(POPMaIMOHHON 6€30MacHOCTH.

22. JleSaTenbHOCTh  MEXAYHApOAHBIX  OpraHm3aluii B  cdepe UHPOPMAIMOHHON
0€30IaCHOCTH.

23. HopmaTuBHO-TIPaBOBBIE AaCHEKTHl B 00JAacCTH WH(POPMALMOHHON O0€30macHOCTH B

Poccuiickoit ®enepanumu.

24,
25.
26.
217.
28.
29.
30.
31.
32.

Jokrpuna nadopmannonHoii 6e3onacHoctu Poccun.

VYT0J10BHO-TIPaBOBOM KOHTPOJIb HAJT KOMIIBIOTEPHOU IPECTYNHOCTHIO B Poccun.
®enepanbuble 3akoHbI 110 VIb B PO.

[TonuTrka 6€3011aCHOCTH U €€ IPUHLUIIBI.

@®parMeHTapHbIN M CUCTEMHBIH OJXO/ K 3alIUTe HHPOPMALIUH.

MeToab! U CpeCTBa 3aLIUTHI HH(OPMALIHH.

Opranuzannonnoe obecneuenue Ub.

Opranuzanys KOHQUICHIUATBHOTO JEIOTPOU3BO/ICTBA.

KoMIuiekc opraHu3aliMOHHO-TEXHUYECKUX MEPOIPHUATHH MO 00ECIEUEHUIO 3allUThl

HuH(pOpMaLIUH.

33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.

50.

HmxeHepHO-TEXHUYECKoe obecrieueHne KOMIIBIOTEpPHON 0€30acHOCTH.

Opranu3aliOHHO-TIPaBOBOM cTaTyC CIy>KObI 6€30MaCHOCTH.

3ammra nuadopmanuu B HTEpHETE.

DNEeKTpOHHAs ToYTa U €€ 3aluTa.

3amuTa OT KOMIBIOTEPHBIX BUPYCOB.

«BoNBHBIE» MOOWIHHHUKY U UX «JICUCHUE).

[TonynsipHBIE aHTUBHPYCHBIE TIPOTPAMMBI U UX KIIACCUPUKAIIUS.

Opraau3anyst CHCTEMBI 3alIUTHI WHPOPMAIIMN YIKOHOMHYECKIX 00OBEKTOB.

Kpunrorpaduueckne MeTo bl 3a1IMTHl HH(OPMALIUH.

DTarbl MOCTPOSHHS CUCTEMBI 3aIIUThHI HH(OPMAIIUH.

Ornenka 3((eKTUBHOCTH MHBECTUIINN B HH(POPMAITMOHHYIO O€30MaCHOCTb.
44, [Inan oOecrieuyeHnuss HENMPEPHIBHOWM pabOThl W BOCCTAHOBJICHUS

(YHKIIMOHMPOBAHUS aBTOMATU3MPOBAHHONW HH(POPMALIMOHHON CUCTEMBI.

45, Ynpasnenue HHPOPMAITMOHHOM 6€30MacHOCTH Ha TOCYJapCTBEHHOM YPOBHE.
46. Aymut b aBTOMaTH3UpOBAaHHBIX OAHKOBCKUX CHCTEM.

47. DneKTpoHHAsi KOMMEPIUS U €€ 3aluTa.

48. MeHeKMEeHT U ayauT WHG(OpPMAlMOHHOW O€30MacHOCTH Ha ypOBHE
TIPEIPUSTHSL.

49. NudopmannoHHas 6€300aCHOCTb NPEANPUHUMATEIBCKOM e TeTbHOCTH.

Oo6ecneuenne HHGOPMAIIMOHHON 0€30MaCHOCTH JOJKHOCTHBIX JIUIT ¥ TIPEICTABUTEIEH

ACJIOBBIX KPYTOB.

7.6 TumoBasi mporpamMma 3K3aMeHa

BPEMA BBIITOJIHEHU A 3AZTAHUA
4 acrpoHomMHuueckuX 4aca. [lepepbiBbl BO BpeMsl BBIIIOJIHEHMS 3a/1aHUS HE TPEIOIaraloTcs.
3AJJAHUE DK3AMEHA
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PykoBozcTBa GaHKa BechbMa JOBOJBHO BAaIlIUMH YCIIEXaMU B MOOMJIBHOH pa3paboTke
U pPE3KUM YBEIMYCHHEM 4Hclia KIMeHTOB. [loGega B koHkypce "Jlydumiee OaHKOBCKOE
MOOWIIbHOE TIPWIIOKEHHE" OTKPBLIO Tepesl BaMH TOPU30HT HOBBIX 33Jad, OJHA M3 KOTOPBIX
JISKUT B 007aCTH MHGOPMAITMOHHONW O€30MTaCHOCTH.

MHorouuciaeHHble KanoObl KJIMEHTOB BBISIBUIM CYIIECTBEHHYIO MpoOiieMy B
UCIIOJIb3YEMOM IPOTrPaMMHOM OOECIEYEHUN — HAJM4Yue YS3BUMOCTEH BEO-NPHIIOKEHUH U
CEepBHUCOB, ¢ KOTOpbIMU Bl pabotanu. Kak cnenuanucty Haubosiee XOpoIo 3HaKOMBIM C UX
API (x coxanenuto pazpabotunk cobcrtBenHo [10 ucues u3 moss 3peHust OaHKa, MO CIIyXaM
NOCJIEeTHUHA pa3 ero Buaenn Ha KaHapcKuxX ocTpoBax... HO Ciryk0a 0€30MacHOCTH aKTHBHO
ero uuiet) Bam nopydeHo npoBeCTH ayJUT CEPBUCOB U OOHAPYKUTH BCE YSI3BUMOCTH.

PykoBoncTBo OaHka mociie MpUCKOPOHOIO MCYE3HOBEHHS Pa3pabOTYMKa HE BIOJHE
JIOBEPSIET BaM, TIOATOMY TECTHPOBaHUE OyIeT MPOU3BOJUTHCS IO METOLy “dEPHOTO SIIIHUKA”,
TO €CTh H3HAuYaJbHO y Bac He OyJeT JocTyla K HCXOAHOMY KOJIy MPUIIONKEHUS (XOTs
BIIOCJICJICTBUH, IIPU YCIICIIHOM B3JI0Me, BBl cMOkeTe mocMOTpeTh JaHHBIN Koj1). B mepByto
ouepelb ayAUTy JOJDKHO IMOJBEPTrHYTHCS XOPOIIO H3BECTHOE CTaHIApTHOE OaHKOBCKOE
NPUIOKEHUE, UMEIoIee 3HAKOMbII MHTep(elc 1 BO3MOKHOCTH — aBTOPU3ALUs, TOTyUECHUE
CHHCKa JIpy3el, MPOBEJCHNE TPAaH3aKIMU U MOJyYeHUE CIHCKA TpaH3aKuui. FIMeHHO OHO,
Onarozapst ycrnexy MOOMIIBHOTO MPUJIOKEHHUSI, HAN0O0JIee YacTO UCTIONb3YETCs KIIMEHTaMHU.

CpouHOCTh M Ba)XXHOCTb 33/JaYd BBIHYJIWJIO PYKOBOJCTBO ©OaHKa OOBSBUTH
CYIIECTBEHHYIO Harpajy 3a yCIICIIHOE BBIMOJIHEHHE 3aJaHus, JaKe €CJIM OHO BBIIOJIHEHO
aumb 9yactuyHo. [Ipemust 3aBUCUT Kak OT CJIOXHOCTH, KPUTHUYHOCTH U KOJIMYECTBA
OOHapy»XEHHBIX  YS3BHUMOCTEH, MPUBOIALIIMX K YTE€YKE TMEPCOHANBHBIX JIaHHBIX
MaTepUalbHBIM M PEMyTAalHOHHBIM IOTEPSM, TaK M OT IIOJHOTHI HX ONUCAHHUS U
pekoMeHanuii o ycrpanenuto. Ho momHuTe — Baia naibHeias cyap0a Kak coTpyIHUKa
0aHKa 3aBUCHUT OT IIOJIHOTHI PEIICHHON 3agauu, cTapaifTech HaWTH Kak MOXKHO OOJbIIe
ySI3BUMOCTEH MHaue OyZeTe YBOJICHBI.

BXOIHBIE JAHHBIE

st Toro, uToOBI TeCThI He MoBpeamIH padodee [10, anmuHUCTpaTOPH OaHKA CO3/IATH
JIBE BUpPTyaibHble MammHbel B ¢opmate VirtualboxX, mosHOCTBIO KOMUPYIOIIUE CHUCTEMBI
NENCTBYIONINX CEPBEPOB, KOTOPBIe BBl MOXKeTe UCIoNb30BaTh I pabOTHI.

1. BuptyanpHas mammHa ¢ JEHCTBYIOIIMM  BEO-TIPUJIOKEHUEM s
tectupoBanus. Ilocne 3amycka oOpa3a BeO- MPUIIOKEHHUE TOCTYIHO 10 JIOKAJIBHOMY aJipecy
BupTyanbHoi wmammubl (http://192.168.56.12). Hcnons3oBaHWEM MaHHON BHUPTyalbHOM
MalIMHbl Kak-mnbo kpome mporokosa HTTP, nubo TectupoBaHue ysS3BUMOCTH APYTUX
IPOTOKOJIOB HE Tojapa3dyMmeBaercs. Mcxons M3 3TOro Ha HEH OTCYTCTBYeT rpaduyueckas
000J104Ka, U MalIMHA 3alUIIEHA TapOJIeM.

2. Buptyanpnas mamuna Kali Linux 2016.2 co cnennanbHbIM AUCTPHOYTHBOM
Linux ¢ rpaduyeckoii 060J0YKOH U MpeayCTaHOBIEHHOW BO3MOXHOCTBIO BBOJ]a TEKCTa Ha
PYCCKOM SI3bIKE I MTPOBENICHUS TecTUpoBaHus. JlaHHAast BUpTyalibHAsl MAllIMHA HAXOJIUTCS B
TOW ’XK€ BHUPTYQJIbHOW MOJACETH, YTO M MalllMHA C BEO-NPHIIOKEHHEM — TaKUM 00pa3oM,
UMeeTCss BO3MOXKHOCTh HCIOJIb30BaTh MHCTPYMEHTHI, Bxoasdmue B coctaB Kali Linux,
HANpSIMYIO HA TECTUPYEMOM TPHIIOKEHHH.

BBIXO/IHBIE JTAHHBIE

B pesynbrare padotsi B manke "Pabouuti cmon/PHUO - Homep epynnvt/WEBSECURE™
JOJKEH OBITH TIpefocTaBiieH daiia report.docx, comepskariuii CIeAyONy0 HHPOPMAIIHIO.

Bamry ®HO.
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Howmep rpymnmst.

Tabmuiyy ¢ OT4ETOM MO HaWAEHHBIM  YSA3BUMOCTSIM, COJEPIKAIIYyI0 CIEIYIONIYIO
UH(POPMALIHIO:

Ne o mopsiaky:

. BUJ| YS3BUMOCTH;

J MECTO PaCIOJIOKEHHE B BeO-CEpBHUCE;

o UCIIOJIb3YEMBbIH CIOCO0 OOHAPYXKEHHUS YSI3BUMOCTH;

J OIHCaHKE YSI3BUMOCTH;

o NOTEHIMAJIBHBIE YTPO3bI ISl pACCMAaTPUBAEMOT0 BEO-TTPUIIOKECHHUS;

o METO/Ibl YCTPAHEHUS YSI3BUMOCTEN JaHHOIO TUIIA;

J IPUYMHBI BO3HUKHOBEHHUS YA3BUMOCTH B JAHHOM BEO-IIPUIIOKEHUH;

o PEKOMEHIALNY IO YCTPAHEHUIO YSI3BUMOCTH;

J CKPUHILIOTHl 3KPaHOB, IIOKA3bIBAIOLIME IIPOLECC OOHApY)KEHUS U pe3yibTar

UCIIOJIb30BaHUS YSI3BUMOCTHU 3JI0YMBIIITICHHUKOM.

YCJIOBUA BEIITOJIHEHN A PABOTDI

J11s1 BBIIOJIHEHM S 3a/1aHMSI JOIYCKAETCsl UCIIOIb30BAHUE TOJBKO YCTAHOBIICHHBIX CPEICTB U
1O nokanbHOrO KOMIIBIOTEPA M YKa3aHHBIX BUPTYaJbHBIX MalllvH. He nomyckaercs nucnojap30BaHue

UHTEpHET B Jio0oM Buje, flash-wakonureneii, TenedonoB, HOYyTOYKOB, MAaTEpHAIIOB HA CEPBEPAX.
KPUTEPUU OLIEHKU 3AJIAHW A

HaiinenHas ysi3BUMOCTb WJIM BO3MOKHOCTH COBEPIIUTH JeliCTBHE Harpana, $
XSS INJECTION (TIOCTOSHHAS) 2000
l|Haxoxneune 200
2|ITonHoE omucanue 800
3|Pexomenparmm mo ucrpaBiIeHUIO 1000
XSS INJECTION (OTPAKEHHAS) 1000
A HaxoxaeHue 100
5|ITonHoe onucanue 400
6| PekoMeHmarmm 1o ucnpaBiIeHUIO 500
FILE INJECTION 2000
7|Haxoxnenue 200
8|I1onHoe onucanue 800
9[PexoMeHganny 1o UCIpaBICHHUIO 1000
BRUTE FORCE 3000
10{Haxoxnenue 300
11{ITonnoe onucanue 1200
12| PekoMeH 1AMy 110 HCTIPABJICHHUIO 1500
CLICKJACKING 1000
13|Haxoxneune 100
14{ITonHoe onucanue 400
15|Pexomengam no uCrpaBiIeHUIO 500
SQL INJECTION (CJIEITIAS) 3000
16 [Haxoxnenue 300
17 [[TomHoe ommcanue 1200
18 |PexomeHmamu 1Mo NCIpaBICHUIO 1500
SQL INJECTION (SIBHA$I) 2000
19 [Haxoxxneuue 200
20 |[TosHOE omucaHue 800
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21 |PexoMenanuu mo HCHpaBICHHIO 1000
3AI'PY3KA BPEJJOHOCHBIX ®ANJIOB 2000
22 |Haxoxnenune 200
23 [[TonHOE OmMcaHue 800
24 |PexomMeHaIuu Mo UCTIPABJICHUIO 1000
CJABOE IIU®POBAHUE 2000
25 |Haxoxnenue 200
26 ([TomHoe ommcaHue 800
27 |PexoMeHIaluy 10 MCIPABICHHUIO 1000
BBIIIOJITHEHUE KOMAH/I HA CEPBEPE 4000
28 |Haxoxneune 400
29 |[TosHOE omucaHue 1600
30 |PexoMeHanuuy 1o UCIpPaBJICHUIO 2000
CSRF ATAKA 1000
31 |Haxoxnenue 100
32 |[TonHoe omucaHue 400
33 [Pexomenpanuu 1mo uCIpaBICHHUIO 500
PACKPBITHE ITYTHU 1000
34 |HaxoxueHue 100
35 |[TonHoe omucaHue 400
36 |PexoMeHanmuy mo UCIpaBICHUIO 500
MNOJYUYEHHUE UCXOJHOI'O KOJA NPUJIOKEHUSA (ITOJIHOI'O) 6000
37 |Haxoxneuue 600
38 |[Toanoe omucanue 2400
39 [Pexomenpanuu mo uCIpaBICHHUIO 3000
MOJIYYEHUE TPAH3AKIIUN MMOJIb30BATEJIEN 1000
40 |Haxoxnenue 100
41 |[TonHoe omucaHKe 400
42 |PexoMeHIAIIH 110 UCTIPABICHHUIO 500
MOJIYYEHME JJAHHBIX TIOJIb30OBATEJIEN 1000
43 |HaxoxneHue 100
44 |[Toanoe onucaHue 400
45 |PexoMeHaIMy TI0 UCTIPABJICHUIO 500
MNOJYYEHHME MOJIHOI'O JTOCTVYIIA K CEPBEPY 10 000
46 |Haxoxnaenue 1000
47 |IToaxoe omMcaHue 4000
48 [PekoMeHmaMM 1O UCTIPABICHHUIO 5000
ABTOPU3AIUA 11O/ MTPOU3BOJIBHBIM ITIOJIb3OBATEJIEM 1000
49 |Haxoxnaenue 100
50 |[TomHoe omucanue 400
51 |PexoMeHanmy Mo UCIpaBICHUIO 500
IHNEPEBO/ CPEJCTB OT JIMLA JIPYT'OI'O ITIOJIB3OBATEJISA 1000
52 |Haxoxnenue 100
53 |[TonHoE omucaHue 400
54 |PexoMeHaINH 110 UCTIPABICHUIO 500

COOTBETCTBUE HABPAHHBIX BAJIVTOB OLIEHKE OK3AMEHA

PesynbraT paboThl OLIEHUBAETCS COTJIACHO NMPUBEIACHHBIM BBIIIE KPUTEPUSM, BBHIIOJTHEHUE
KQKIOr0 M3 KOTOPBIX YBEINYMBACT PE3yJBTUPYIOLIEE BO3ZHATPAXKICHUE HA YKAa3aHHOE 3HAYCHHUE.
MakcumanbHOE BUPTYaJbHOE BO3HAIPAXKICHUE, IT0JIy4aeMO€E CTYJEHTOM 32 YCIEIIHOE BBIITOJIHEHHE
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3a7aHus ¢ yaetoM Beex kpurepues — 44 000S. MroroBoe Bo3HarpaxxaeHue mpeoOpa3yercsi B OLIEHKY

COTJIACHO CJIeIYIOIIel TabuIle.

Jlnama3oH 6ajioB Ornenka
0...11999 HeynosnerBopurenbHo

12 000 ... 15999 Y 10BHETBOPUTEIHLHO

16 000 ... 21 999 Xopomio

22 000 ... 44 000 OtanyHO

Ha6paHHI)Ie 0aJIbl U COOTBETCTBYIOIIIAad UM OLICHKAa MMECT peKOMeH,Z[aTeJ'II)HHﬁ XapaKTep —

9K3aMEeHaTOp UMEET MPaBO CKOPPEKTUPOBATH OLICHKY B Ty UJIM UHYIO CTOPOHY.



