[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

ONO: Makcumos Anekceit bopUMBIMICTEPCTBO HAYKMU U BBIC

LlomkHocTb: ampeiap AR BaRTANRSES PR-SPRATRERERIRSE RH U fo
[lata nognucaxus: 04.%2023 15:10:05 "

YHUKanbHbI MPOrpaMMHbIA KIKOY: «MOCKOBCKHH TOJI
8db180d1a3f02ac9e60521a5672742735c18b1d6 (MOCK

[LIETO OBPA3OBAHUS POCCUNICKON ®EJEPALIMUA
HOE OBPA30OBATEJIBHOE YUPEXJEHUE BBICUIEI' O OBPA3OBAHIA

MTEXHUYECKWA YHUBEPCUTET»

OBCKHWM MMOJIUTEX)

dakyabpTeT HHPOPMALIMOHHBIX TEXHOJIOTUI

VTBEPJIEHO

DAY, ',‘,'{‘:‘
A ST, Jlemuzion /

» A

2023 r.

PABOYASA MTPOI'PAMMA JIMCHUITJINHBI
«AJIMUHHCTPUPOBAHHUE OMEPAUOHHBIX cHcTeM Linuxy»

HanpaBnenue noaroToBku
10.03.01 «Mu¢popmannoHHAS 0€30ACHOCTH

[Mpoduns/cnenuanuzanus

«be3omacHocT

b KOMIIBIOTEPHBIX CUCTEM»

Kpanuduxarnms

bakanasp

®opmbl 00yueHus

M

Ounas

ockBa, 2023 1.



PazpaboTunk(u):

I[Mpemnonasarennb % /.. Jlenxos/
CoraacoBano:

W.o. 3aBenytomiero kadeapoit « MupopmannonHast 6e30macHOCTbY, s

{ A JO. T'ueBIIEB

PykoBoauTens 00pa3oBaTebHOM POrpaMMBl, 7

| ¢ AJO. 'neBuieB



Conepxanue
1 Henu, 3a1a4n 1 niIaHUPYEMbIe pe3yIbTaThl 00yUEHHS MO JUCLUIUINHE
2 MecTo TUCIMIUIHHEI B CTPYKTYpe 00pa30BaTeIbHOM MTPOTpaMMBbI
3 CrpykTypa U cofepKaHue TUCIUIITMHbI
3.1  Bupasl yueOHOI pabOTHI U TPYTOEMKOCTb
3.2  Temarnyeckuil I1aH U3y4eHUS AUCLHUILUINHBI
3.3 ConepxaHue TUCITUTLTAHBI
3.4  Temaruka CeMMHapCKHX/IPAaKTUYECKUX U JTa0OPATOPHBIX 3aHATUN
3.5  Temaruka KypcOBBIX TPOEKTOB (KypCOBBIX padOT)
4 VY4ebHO-MeTon4YecKoe U HHPOPMALMOHHOE obecrieueHue
4.1  HopmatusHblie nokyMeHThl U [[OCThI
4.2  OcHOBHas IUTEpaTypa
4.3  JlomoJsHUTENBbHAS JTUTEpaTypa
4.4  DnexTpoHHBIE 00pa3oBaTeNbHbBIE PECYPCHI
45  JluneH3moHHOE U CBOOOJIHO PACTIPOCTPAHIEMOE MPOTPAMMHOE 00ECTICUCHHE
4.6  CoBpeMeHHbIE podeccuoHanbHble 0a3bl JAHHBIX U HH(POPMALIMOHHBIE CIIPABOYHBIE
CUCTEMBI
5 MarepuanbHO-TEXHHUYECKOE 00ecTIieyeHne
6 MeTtoanyeckie peKOMeHIanu
6.1  Meroanyeckue peKOMEHALUH I IPEo1aBaTelis 0 OpraHu3au 00yueHHs
6.2  Meroandeckue ykazaHus Ui 00yUJaIOMIUXCSI IO OCBOCHHUIO TUCIUILIMHBI
7 @DOH/ OLIEHOUHBIX CPENICTB
7.1  Metoabl KOHTPOJISl M OLICHUBAHUS PE3yJIbTaTOB O0YUCHHUS
7.2  lkana u KpUTEpUHU OLIEHUBAHUS PE3YJIHTATOB O0yUECHHUS
7.3  OrteHOYHBIE CPECTBA

ON~NNNNNNOBADNAD

O O O O 00 0o O o oo



4

1 ]_Ie.]ll/l, 3a/lavYi U IVIAaHUPYEMBIC PE3YyJbTaTbl oﬁyqunﬂ o AMCIUIIJIMHE

Heabio npenonaBanys AUCHUIUIMHBI SBISETCS (OPMUPOBAHUE y CTYJCHTOB 3HAaHUH B 00JacCTH
aJIMUHHUCTPUPOBAHUSI OTIEPALMOHHBIX cHCTeM Linux.
3ajgaum npenogaBaHus AUCLUILIUHBL
® U3yuYeHHE NPUHIMIIOB OPraHU3alUU HWH(GOPMALMOHHBIX CHUCTEM B COOTBETCTBHU C
TpeOOoBaHUAMH 110 3aIuTe HHPOpManny;
® OCBOGHHE METOAOB, CIIOCOOOB M CPEIACTB pa3BepPTHIBAHUS, KOH(QUTYPHUPOBAHUS
BBIYUCIUTENbHBIC CETH, HACTPAUBAHUS MOJIMTHKU 0€30MaCHOCTH PAaCIPOCTPAHEHHBIX
OTIEPAIIMOHHBIX CHCTEM, a TAK)KE JIOKAJIBHBIX BBIYMCIUTEIBHBIX CETEH, TOCTPOSHHBIX
Ha UX OCHOBE, NMPUMEHEHHs] OTEYECTBEHHBIX M 3apyOEKHBIX CTaHIAAPTOB B 00JIACTH
KpUNTOrpaguIeckux METOAO0B KOMITBIOTEPHOI 0€30MacHOCTH Ul MPOSKTHPOBAHMS,
pa3pabOTKU U OLICHKH 3alUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;
® U3ydYeHHE TUIOBBIX KPUNTOTrPa()UIECKUX alTOPUTMOB.
B pesynbTaTe OCBOSHHMS JUCHHMIUIMHBI «AJIMHUHUCTPUPOBAHHE OINEPALMOHHBIX cucTeM Linux» y
oOyyaromuxcst (pOpMUPYIOTCSL CIEAYIOIINE KOMIIETEHIMA M JIOJKHBI OBITH JOCTHTHYTHI
CIIC/TYIOIIUE PE3YJIbTaThl O0YYEHUS KaK Tal (OPMUPOBAHUS COOTBETCTBYIOINX KOMIICTECHIIHHI:
3HATb:
- NPUHOUOBI OPraHU3alMd MH(OPMALMOHHBIX CHCTEM B COOTBETCTBHHM C TPEOOBaHMSAMH IO
3ammre  HMH(OpManuHM, Kpunrtorpaduyeckue CTaHAapThl W KaK WX HCIOJIb30BaTh B
MH(OPMAIIMOHHBIX CHCTEMAX;
YMETh!
- pa3BepTHIBaTh, KOHPUIYPUPOBATh U HACTPAMBATh BBIYHUCIUTEIBHBIE CETH, (pOpPMYIHPOBATH U
HACTpaMBaTh MOJUTUKY OE30MaCHOCTH PACHPOCTPAHEHHBIX OINEPALMOHHBIX CHCTEM, a TaKXKe
JOKAJIBHBIX BBIYUCIHUTENBHBIX CETEH, TOCTPOCHHBIX Ha UX OCHOBE, IPUMEHSTh OTCYECTBEHHBIE U
3apyOeKHbIE CTAaHAAPTBI B  OOJACTH  KPUNTOrpaUYEeCKHX METOJOB  KOMITBIOTEPHOM
0€30macHOCTH JUIS TPOEKTHUPOBAHUS, Pa3padOTKM M OLEHKH 3aIIMIIEHHOCTH KOMITBIOTEPHBIX
CHCTEM;
BIIAJICTh!
- HaBBIKAMH UCTIOJIb30BAaHUS TUIIOBBIX KPUNTOTPaQUUECKUX aITOPUTMOB.

OOyueHue 1Mo JUCHUILIHHE «AJIMUHACTPHUPOBAHKUE ONEPAIIMOHHBIX cucTeM LINuX» HampaBieHo
Ha (opMUpOBaHHUE Y 00YYAIOUIMXCS CASAYIOMINX KOMIETEHIUH:
Ko u HauMeHOBaHHe KOMIIeTeHIMI NuaukaTopsl 10CTHKEHUSI KOMIIETEHIMHU

OIIK-1.2 CnocoGeH aqMUHUCTPUPOBATH NOIIK-1.2.1. 3HaeT npuHIUNIBI OPraHU3ALNH
CpeICTBa 3aIUThl HHPOPMAIIH B MH(OPMALIMOHHBIX CUCTEM B COOTBETCTBHUH C
KOMIIBIOTEPHBIX CUCTEMAX U CETHX; TpeOOBaHUSAMH MO 3alIUTe WHPOPMAINH,
Kpunrtorpaguueckue CTaHAapThl M Kak HX
UCIIOJIb30BaTh B UH(POPMALIMOHHBIX
CUCTEeMaXx;

NOIIK-1.2.2. YmMmeer pa3BepTHIBATS,
KOH(pUTYpUpOBaTh u HACTpauBaTh
BBIYUCIUTENbHBIE CETH, (OPMYIHPOBaTH H
HacTpauBaTh MOJUTUKY  0€30MacHOCTH
PacpOCTPaHEHHBIX OINEPALMOHHBIX CHUCTEM,
a TakXe JIOKaJIbHbBIX BBIYMCIUTEIbHBIX CETEH,
IIOCTPOEHHBIX Ha WX OCHOBE, IPHUMEHATH
OTEYECTBEHHBbIE U 3apyOe)KHbIE CTAaHAAPTHI B
o0mactd  KpunTorpau4eckux  METOJIOB
KOMITBIOTEPHOI 0€e3011aCHOCTH IS
POCKTHPOBAHUS, PA3pabOTKU U  OICHKH




3alTUIIICHHOCTH KOMITBIOTEPHBIX CHCTEM;
HNOIIK-1.2.3. Bmaneer HaBBIKAMH
HCITOJI30BaHHUS THUIIOBBIX
KpUITOrpaMUIeCKUX aJIrOPUTMOB.

2 MecTO TMCUMILTUHBI B CTPYKTYpe 00pa30BaTe/IbHOM NMPOrpaMMbl

JuctumnuHa «AJIMUHUCTPUPOBAHHME OINEPALMOHHBIX cHCTeM Linux» OTHOCHTCA K YHUCITY
y4eOHBIX 3eKTUBHBIX Auctuiuind (b1./1B.2) ocHOBHOM 00pa3oBaTEIbHON MPOTPAMMBI.
W3ydyeHue AUCUMILIMHBI ONMUPAETCSl Ha 3HAHUS, YMEHUS M HaBbIKM, HIpPUOOpETEHHBIC B
NPEIIIeCTBYIOMUX JUCHUIUIMHAX: «be3omacHocTh  omepanmuoHHBIX —cucteM  Windowsy,
«be3zonacHOCTh ceTeil ANMEKTPOHHBIX BHIYUCIUTEIBHBIX MAITHH.

3 CTpyKTypa U cojeprKaHue TUCHUIIIMHBI

OO0mass TpydOEMKOCTh ITUCIHUIUIMHBI COCTaBisieT 4 3aueTHBIX eauHul, T.e. 144 dacoB
(mabopatopHbie 3aHATUS — 72 4aca, caMOCTOsTebHas pabora — 72 yaca, GpopMa KOHTPOJIS —
9K3aMeH) B 4 cemecTpe.

CTpyKTypa U coAep:KaHHE AUCIUIUINHBI «AJIMHHACTPUPOBAHKUE OMEPAIMOHHBIX cUcTeM Linux»
M0 CPOKaM U BUJIaM pabOThI OTPAKEHBI B MPUIIOKEHUN

3.1Buasbl yueOHol padoThl U TPYA0EMKOCTH
(mo popmam oOyueHus)

3.1.1 Ounas popma oOyueHuUs

Ne B G100l DG KoanuecTBO CemecTpbl
w/n U1 yueOHoi padoTshl 4ACOR 4
1 | AyauTtopHble 3aHATHSA 72 72
B TOoM unce:
1.1 | Jlexuuu
1.2 | CemuHapCcKue/IPAKTUIECKHIE 3aHITHSI
1.3 | JlabopaTopHbIe 3aHATH 72 72
2 | CamocTosiTe/ibHasI padoTa 72 72
B TOoM unce:
21 | ...
3 | [IpomeskyTouHasi aTTeCTAUS
3adet/nud.3auer/7K3aMeH DK3aMeH
Hroro 144

3.1.2 Ouno-3a04Hast popma o0yUeHHUs
He npenycmotpeHna

3.1.3 3aounas popma oOyueHUs
He npexycmotpena

3.2 TemaTu4eCKUil IJIAH U3YYeHUS TUCHUILTUHBI
(mo popmam oOyueHUs)

3.2.1 Ounas popma oOyueHUs




TpynoeMKOCTb, 4ac
AyautopHas padora
Camoc
Ne Paspnenbl/Temsl Cemmnap JTaGopa Hpaxr TOSATE
n/n JHCHHTLITHHBI Beero | Jlex | S<U¢/ Tophpie | o | ibHast
MPAKTHYIC o
1007051 3aHATH pa6oTt
CKHUe N MOAroT |~
3aHSITHS OBKa

1 Pazgen 1.

1.1 | Tema 1. Ycrpoticto OC Linux. 28 14 14

1.2 | Tema 2. PaboTa ¢ KOMaHIHOHN CTPOKOIA, 28 14 14
nporpaMMupoBanue Ha Bash.

1.3 | Tema 3. MexaHu3Mbl pa3rpaHUuCHHUs 28 14 14
npas goctyna B OC Linux.

1.4 | Tema 4. CereBas noacucrema OC 28 14 14
Linux.

1.5 | Tema 5. Mounutopunr coobituii, COB u 32 16 16
ayaut OC Linux.

Hroro | 144 72 72
3.2.2 OyHo-3a04Hast opma 00ydeHus
He npenycmotpena.
3.2.2 3aounas ¢popma oOydeHus
He mpenycmorpena
3.3. Coaep:xxaHue IUCHUNINHBI

Ne Pa3nen (Tema) Conep:xkanue

n/n AUCHUTLIMHBI

1 2 3

1 Paznen 1

1.1 | Yerpoiicto OC Linux. Pabora ¢ o0opynoBanuem, ynpasieHue ycrpoiictBamu B Linux.

[Ipouecc 3arpy3ku Linux. Maunmanuzanus sysV, systemd,
upstart. [ToacucremMa HHUITMAIU3AINY U YIIPABICHUS CIYKOaAMH
systemd. 3arpy3unku Linux. Ynpasienue Oubimnorekamu B
Linux. Ynpasnenue nakeramu B Redhat-nono6usix u B Debian -
noxobuerx OC. Pabora ¢ »eCTKMMH IUCKaMU: CO3MaHNUE U
dbopMaTupoOBaHUE pa3/Ie]IOB KECTKOTO JIMCKA, YIIPABICHHE
kBoTaMu auckoB. CTpykTypa daitnosoii cuctemsl OC Linux.
[IpoBepka (haiioBO# CUCTEMBI, MOHTUPOBAHUE H
JIEMOHTUpOBaHUE. MSTKUE U )KECTKHE CChITKU. [Tonck u
pacnosnoxeHnue komana u gaitnos B LINUX.

1.2 | Pabora ¢ komanmHo# | [loHsTHE KOMaHAHOW 000JOYKH, HACTPOITKA, IEPEMEHHBIE
CTpPOKO11, cpenpl, anuackl. PaboTa ¢ mpoueccamu B Linux, mpuopuTeTs
porpaMMUpOBaHuEe  Ha | mporieccoB. PaboTta B koMaHIHO# cTpoke Linux: TeKCTOBBIC
Bash. MOTOKH, OTepaiuu ¢ ¢pailnamMu U JUPEKTOPUSIMH, UCTIOTH30BaHUE

MMOTOKOB, KOHBEMEPOB U NepeHanpasieHui. [I[porpammupoBanme
Ha Bash: nmepeMeHHBIe, YCTIOBHBIE ONEPATOPHI; MACCUBBI, ITUKJIBL;




BXOJHBIE MTapaMeTpbl, QYHKIUU. PerynspHbie BEIpakeHUs:
oOmmii mpuHIMMI, 06padoTka (aiiaoB popmara csv.

1.3

MexaHu3Mbl
pa3rpaHu4eHUs npaB
noctymna B OC Linux.

[Ipouecc ayrentudukanuu nonszosareineit B OC Linux, PAM-
ayTeHTU(UKalMs. YIpaBleHUEe YYETHBIMU 3aMUCIMU
II0JIB30BATENIECH U IPYIII, UX CBOMCTBAMU. MeXaHU3M POBEPKH
npaB JocTyna y cyobekra kK 00bekTy. Brajenbiibl manok u
daitnos, mpaBa JocTyna K QaiiyiaM U mankam, Macka CO37aHus
daiinoB u marok. SUID SGID STICKY 6utbl. CTpyKTYypbI
IIOTOKOB U MpoLeccoB. MexaHu3M KOHTeHHepHU3aluu IpoLeccoB
cgroups. CucremMa npuHYTUTEITLHOTO KOHTPOJIS JJOCTYIIA
SELinux, AppArmor. Knaccuduxkanus yszsumocrteid OC Linux.

1.4

CeteBas nonacucrtema OC
Linux.

Cetu: IPv4 aapeca u Macku nojiceTei, KiaccoBas U 6e3
KJaccoBas agpecanyu, crek TCP/IP, ceTeBbie MOPTHI U CITYKOBI,
npotokoi [Pv6. Kondurypannonnsie dhaiiasl ceTd, pyyHas
HACTPOMKa CETH, YTUIUTBI HACTPOMKHU CETH, YIIPABIICHHUE
cereBbIMU AeMoHamu. CereBast mapmpytusaius B OC Linux,
MHCTPYMEHTBI IMarHOCTUKU CETH, HacTpolika kiueHTa DNS.
Hacrpoiika n ucnonp3oBanue MexcereBbix 3kpaHoB B OC Linux.
[Iporokon FTP/SFTP: mexanusm paboThl, HACTpOUKa
6e3onacuoro FTP/SFTP-cepsepa. [IpoTokoun ssh: mexanuzm
paboTbl, HacTpoiika 6e3omacHoro ssh-cepsepa. VPN.
TyHHENIMpOBaHUE CECCU U TTOPTOB, M poBaHue (HanIoB.
[Iporokosn IPSec: TyHHENbHBIN U TPAHCTIOPTHBIN PEKUMBI.
[TocTpoeHue 3alUIIEHHOTO KaHana cB3u. Beenenue B git,
pa3BepThIBAHKE JOKAJILHOTO git-cepBepa.

1.5

MOHUTOPUHT  COOBITHH,
COB u ayaut OC Linux.

[1naHMpOBIIMKY 3a/1a4 Cron, anacron: CHHTaKCUC U
pacnoioxkeHue Gaityios, MOIH30BATEIILCKHE U CUCTEMHBIE
3a/laHusl, CUCKH noctyna. JKypHanupoBaHue coObIThid: syslog,
rsyslog, syslog-ng, journal, logrotate. MoHuTOpHHT ceTH ¢
nomMonpio ELK-cTeka: HacTpolika U UCIOJIb30BaHUE. AHAIU3
sanmumeHHocTH ELK-cteka. Cuctembl 0OHapyKeHUsT BTOPKEHUI
(COB), nactpoiika u ucnonp3zoBanue COB Snort. Ayaut
cuctemsl ¢ momoieto auditd: HacTpoiika u MpUMEHEHHE.
Hcnonp3oBaHue 1 HACTpOWKa CpeicTBAa KOHTEIHepU3aluu
Docker Ha ocHoBe OC Linux.

3.4TemaTuKa CEMUHAPCKUX/MIPAKTHYECKUX U JIA00PATOPHBIX

3aHATUN

3.4.1 CemuHapcKue/IpaKTUIECKHE 3aHATHS

He npedycmompennl yueOHbIM NAAHOM.

3.4.2 JIaGopaTopHbI€ 3aHATUS
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HaumenoBanue nabopaTtopHoii paboThl qac

Brinonnenue nabopatopaoit padotsl Nel mo teme 1
BoinonHenue sabopatopHoit pabotsl Ne2 no teme 1
Brimonnenue naboparopaoit pabotel Ne3 mo Teme 2
Brimonaenue nadoparopHoii padotel Ne4 1o teme 2
Brimonnenne gabopatopHoii pabotsl NeS o Teme 3
Brinonaenue 1adbopatopHoii paboTel Ne6 1o teme 3
Brimonnenue nabopatopHoii pabotsl Ne7 o teme 4
Brinonaenue 1adboparopHoii pabotel Ne8 o reme 4
Breimonenue madoparopaoi padotel Ne9 mo Teme 4
Brinonnenue naboparopaoit pabotsl Nel0 mo teme 5
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3.5 TemaTnka KypCcOBbIX IPOEKTOB (KYpPCOBBIX padoT)

KypcoBoe mpoekTupoBaHue MO JTaHHOW JUCLUMIUIMHE y4E€OHBIM IUIAHOM 3aIIaHUPOBAHO, TEMbI
KYyPCOBBIX paboT:

1. AHanu3 onepanuoOHHBIX CHCTEM OECIPOBOHBIX TOYEK JOCTYIIA.

2. Pa3BepThIBaHKE IIEHTPAIM30BaHHON CUCTEMBI cOOpa JIoToB Ha Oase pemeHus ELK-cTexka.

3. Meronsl 06xona ayrentudukanuu B OC Linux.

4. BximroueHre B KOPIIOPaTUBHYIO CETh MO yrpaBieHueM Microsoft Active Directory cepBepoB
Ha 6a3e OC Linux.

5. Beinenenue namsaru u ee ucnoiap3zosanue B OC Linux.

6. PazpaboTka mporpaMmHoro obecrnieuenus B oonactu ayaura OC Linux.

7. ITocTpoeHue 3alMIEHHOTO KaHaa cBsi3u Ha 6ase [PSec.

8. MeTo/IpI COKPBITHS CIIeI0B HECAaHKITMOHUPOBaHHOTO ocTyna B OC Linux.

9. Pa3BepThiBaHUE M HACTPOKKA CUCTEMBI OOHAPYKEHHUS BTOPKEHHUH Snort.

10. Hactpoiika u ucrionb30BaHue cpeacTBa konternepusanuu Docker Ha ocHoBe OC Linux.

11. YcrpotictBo BupTyanpHoi nmamsata OC Linux.

12. Cpencrsa ornaaku siupa OC Linux.

13. Ananus 6e3onacaoctu OC Linux.

14. Pa3BepThIBaHUE IICHTPATM30BAaHHOTO CEPBEpa COOpPA CHCTEMHBIX JIOTOB.

15. Hactpoiika u 6e3omacHas KoH(puUrypanus cepepa Apache.

16. Hactpoiika u 6e3omacHas koHpurypamus cepsepa NGINX.

17. MexceteBoii a3xpad B OC Linux: cpeacTBa GuUiIbTpaIuu CETeBOTO Tpaduka.

18. TIporpammupoBanue Ha bash: aBToMaTH3aIUsT MOHUTOPUHTA JTUCKA.

19. TIporpamMmmupoBanue Ha bash: HacTpoiika QuiIbTpanuu NManok U ¢GaiiaoB B CETH Ha OCHOBE
PEryJIIPHBIX BBIpaKEHUH.

20. Hacrpoiika 6e3onacaoro SMTP-cepsepa B OC Linux.

21. AntuBupycs Linux.

22. Apredaktsl, octaBisiembie B pe3yabTatre HCJ] B OC Ubuntu.

23. Aptedaktsl, octaBisiemble B pesyibrate HCJ] B OC Cesntos.

4 YyeOHO-MeTOAMYECKOE U MH(OPMALIMOHHOE O0ecreYeHne

4.1 HopmatuBHble 1okyMeHThI H 'OCThI
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[Tporpamma coctaBieHa B COOTBETCTBUH ¢ DenepaabHbIM TOCYIapCTBEHHBIM 00pa30BaTeIbHBIM
CTaHJapTOM BBICHIET0 OOpa3oBaHHUS MO HamMpaBlIeHUIO MOAroToBkH OakanaBpoB 10.03.01
«MHpopmanoHHas 6€30MacCHOCTbY.

4.2 OcHOBHAas JJUTEpaTypa

1. «Bash u kubepOe3onacHOCTh. ATaka, 3alIUTa U aHATU3 U3 KOMAHIHOW CTPOKW», aBTOPHI:
On6unr Kapn, Tponkon Ilom, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Snmpo Linuxy», aBtop: M. boser, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3onacHocTh Linux. PykoBOACTBO aqMUHUCTpATOPa MO CUCTEMAM 3aIUTHI C OTKPHITHIM
UCXOIHBIM KOI0M», aBTop: CkoTT MawH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.3 JlonoJHUTeIbHAS JIUTepaTypa

1. «Linux rnazamu xakepa. 6-¢ wu3a.», asrop: ®nenoB Muxamwn EsrenbeBuy, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

4.4 JnexkTpoHHBIE 00pa3oBaTe/ibHbIE PeCypPChI
1. DOP «be3onacHoCTh oOmepanuoHHbIX cucteM Linux» [Dnektponusiii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nara oopamenus: 01.09.2023).

4.5 JIMueH3u0HHOe U CBOOOHO PACPOCTPaHsieMoe MPOrpaMMHOe
ob0ecrieyenmne

1. Virtual Box
2. Tuctpudytus OC Centos?7, Ubuntu 20.04
3. Muctpubytus OC Kali Linux

4.6 CoBpemenHble mpodeccuoHaIbHbIe 0a3bl TAHHBIX H

MH(OPMALMOHHBbIE CTIPABOYHbIE CHCTEMbI
1. Joxymenrtamus CentOS [Dnexrponnsiii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mata obpamenus: 01.09.2023).
2. loxymenTanus Ubuntu [Dnextponnsrii pecype] — URL: https://help.ubuntu.com/ (nata
obparmenusi: 01.09.2023).

5 MarepuajbHO-TEXHUYECKOE 00ecriedeHue

Jlns mpoBeneHus Bcex BHUIOB 3aHATHM HEOOXOAMMO NPE3EHTALHMOHHOE 000pyJOBaHUE
(MyIBTUMEIUHHBIA IPOEKTOP, IKpPaH) — 1 KOMIUIEKT.

Jns mpoBeneHuss 1aO0OpaTOPHBIX 3aHATHA HEOOXOIMMO HAJWYHE KOMITBIOTEPHBIX KJIACCOB,
000pyIOBaHHBIX COBPEMEHHON BBIYMCIUTEIHHON TEXHUKOW U3 pacdyera OJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.
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6 MeToanuyeckne peKOMeHIAUT

6.1MeToanuyeckne peKOMeHIAUMH ISl IPenoaaBaTes 1o
OpPraHu3anuu 00y4eHust

1. Ilpu mOArOTOBKE K 3aHATHUSAM CIEAyeT IMpEeABAPUTENBHO MPOpadOTaTh MaTepuan 3aHATHS,
IPEIyCMOTPEB €ro Imojady TOYHO B OTBEACHHOE Uil 3TOro Bpems 3aHsATus. Crenyer
MOJrOTOBUTh HEOOXOJMMBbIE MaTepHalibl — TEOpeTHYEeCKHe CBeleHus, 3aaauu u Ap. llpu
IIPOBEACHUM 3aHATUS CIIEAyeT KOHTPOJIMPOBATH IIOJAady MaTepuaja W pPEIICHUE 3aJaHuil ¢
y4eToM y4eOHOTO BPEMEHHU, OTBEJICHHOTO ISl 3aHATHSL.

2. Ilpu npoBepke pabOT ¥ OTYETOB CIEIYET YUUTHIBATh HE TOJIBKO IIPABWIIBHOCTH BBIIIOJIHEHUS
3aJjaHUil, HO U ONTHUMAJbHOCTH BHIOPAHHBIX METOJOB PEUICHUS, MPABUIBHOCTH BBIOJIHEHUS
BCEX €ro LIaros..

6.2 MeToanueckue ykazaHusi JJsi 00y4arOIHUXCs M0 0CBOEHUIO
AUCIHUNIMHBI

W3ydyeHne OUCUUILIMHBI OCYILECTBIISETCS B CTPOIOM COOTBETCTBHM C IICJIEBOM YCTAaHOBKOHM B
TECHON B3aMMOCBSI3U yueOHBIM ITaHOM. OCHOBOM TEOPETUUECKOM U MPAKTUYECKON MOJTOTOBKH
CTYZECHTOB SIBJIIOTCS JIEKLUH U 1a00OpaTOpHble PaOOTHI.

B npomecce camocTosiTenbHON pabOTHI CTYACHTHI 3aKpEIUISIOT W YIIyONsiOT 3HaHHA,
IIOJIy4Y€HHBIE BO BpeMs ayJUTOPHBIX 3aHATHH, TOTOBATCA K JK3aMEHY, a TAKXKE CaMOCTOSATEIIBHO
U3Y4aloT OT/AEJIbHbIE TEMBI yU€OHOW IPOrPaMMBI.

7 ®DoHI OLIEHOYHBIX CPEACTB

7.1MeToabl KOHTPOJISA U OLIEHUBAHUS Pe3yJIbTATOB 00yUYeHus!

B mnpouecce oOyueHMs] HCIOJB3YIOTCS CIIEAYIOLIME OLIEHOYHBIE (DOPMBI CaMOCTOSTENBLHOU
pabOThl  CTYJIEHTOB, OIICHOYHBIE CpEACTBa TEKYLIET0 KOHTPOJS  YCIEBAEMOCTH H
MIPOMEKYTOUHBIX aTTeCTALlUM:

- IpoBesieHue Ja00paTOPHBIX pabOT (MPAKTUYECKUX 3aHATUN C UCIOJIb30BAaHUEM CHEITEXHUKH)
U UX 3alIUTa;

- CaMOCTOSTENbHAsI TIOATOTOBKA U IIPOBEEHUE NMPE3EHTALIUMI 110 TEMaM JUCLUIUINHBI;

- DK3aMEH.

7.2111kajna u KpUTEPHUHU OLleHUBAHNUS Pe3YJIbTATOB 00y4YeHHUS
d)opMa HpOMC)KyTO‘-IHOfI aTTeCTalluu. 3K3aMCH.

[To mToram mMpoMeKyTOUHOM aTTECTAIIUHU IO TUCIUTITAHE (MOJIYITIO) BBICTABIISIETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIIH «HEYIOBIECTBOPUTEIIHLHOY.

Ixkana oueHNBaHUA Onucanue

Beimonnensl Bce BHABI yueOHOH paboThI, MperyCMOTPEHHbIE
y4eOHBIM U1aHOM. CTYIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB MPHUBEICHHBIM B TaOMUIaX IOKa3aTeneH,
omnepupyeT NpUOOPETEHHBIMU 3HAHUSIMM, YMEHUSIMH, HAaBBIKAMH,
IIPUMEHSET UX B CUTyalMsX MOBBIIEHHOW CIOXHOCTU. [Ipu 3TOM
MOTYT OBITh JONYILIEHbl HE3HAYUTEIbHBIE OLIMOKH, HETOYHOCTH,

OTIN4YHO
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3aTpyAHEHUS MPU AHATIMTUYECKUX OMEpalusix, IepeHoce 3HaHUU U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAaIlHH.

Xoporio

BoimonHensl Bce BHIBI  y4eOHOUM pabOThL, MpPeryCMOTPEHHbBIE
yueOHbpIM  mnaHoM.  CTyAeHT  JI€eMOHCTpUPYET  HEIOJHOE,
MpaBWJIbHOE  COOTBETCTBHE  3HAHWM,  yMEHMH,  HABBIKOB
NPUBEJICHHBIM B Ta0JIMIaX MOKa3aTese, 11u00 eciu MpHu 3TOM ObUIH
JIOTYIIIEHBI 2-3 HECYIIeCTBEHHBIC OIIHOKH.

Y,HOBHGTBOPHTCJIBHO

BbimonHensl Bce BHAbl yuyeOHOH paboOThI, IperyCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYJIeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOPOM OCBELIEHa OCHOBHas, Haubojee BaKHas YacTb
MaTepuaia, HO MPH 3TOM JOIyIIeHa OJHA 3HAYMTENbHAs OIINOKa
WJIM HETOYHOCTb.

HeynosnerBopurenbHo

He Bbmmonnen oxuH wunu Oonee BUAOB y4eOHOH paboOTHI,
NPEIYCMOTPEHHBIX Y4eOHBIM TuTaHOM. CTYAEHT JIE€MOHCTPUpPYET
HEMOJIHOE COOTBETCTBHE 3HAHWN, YMEHUH, HABBIKOB IPUBEICHHBIM
B TaOJuWIlax MOKa3aTeJe, JOMyCKAIOTCS 3HAYMTEIbHBIE OIIMOKH,
NpOSIBIISICTCS. OTCYTCTBHE 3HAHWH, yMEHHMH, HABBIKOB IO DAY
nokaszaresiei, CTYACHT HCIBITHIBACT 3HAYUTEIbHBIC 3aTPyIHCHHS
NPy ONEPUPOBAHUM 3HAHMSAMHU M YMEHUSIMH IIPH HMX ITEpPEeHOCe Ha
HOBBIE CUTYaIUH.

7.3.1 Tekyiuii KOHTPOJIb

7.3 OueHovHbIe CpeACTBA

OneHouHbIE CpesicTBa )i TEKYIIEH aTTecTalluu
- 3a1UTa OTYETOB O BBITOJHEHUH J1a00PaTOPHBIX paboT

7.3.2 IIpomexyTouHas aTTeCTaIMs

OI_IeHOIIHBIe cpeacTBa IJisd HpOMCH(YTOHHOﬁ aTTeCTallnn

- DKk3aMeH

Criucok Bompoc ist MpOBEIEHHs SK3aMeHa 110 IUCIUILTHHE:

1. PaGota ¢ o6opyoBaHHMEM, YIIpaBiIeHHE yCTpOocTBaMu B Linux.

2. Ilpouecc 3arpy3ku Linux. Mannmanu3anus sysV, systemd, upstart.

3. IloacucremMa MHUTIMATTU3AIMH U YIIPABICHHS CITy)kOamu systemd.

4. 3arpy3unku Linux. Ynpasnenue oubnuorekamu B Linux. Ymnpasnenue nakeramu B Redhat-
nmono0HEIX U B Debian - nomgoousix OC.

5. Pabora ¢ XeCTKUMH AMCKaMHU: CO3JaHue W (OpMATUPOBAHUE DPA3JIEIOB JKECTKOTO JHCKA,
yIpaBJICHUE KBOTAMH JTUCKOB.

6. Ctpykrypa ¢aiinoBoii cucrembl OC Linux. [IpoBepka ¢aitioBoil CHCTEMBI, MOHTHPOBAHUE U
JIEMOHTHPOBaHUE. MSTKHE M KECTKHE CChUIKH. [IOMCK M pacrojiokeHHe KOMaHI U (ailjioB B

LINUX.

7. TToHsTHE KOMaHIHOW 000IOYKH, HACTPOIKA, IEPEMEHHBIC CPEIbI, ATHACHI.

8. Pabora ¢ mpomeccamu B Linux, MpHOPUTETHI MPOIIECCOB.

9. Pabora B KOMaHIHOW CTpoke Linux: TEKCTOBbIe IOTOKH, oOmepaiuu ¢ (ainamu u
JTUPEKTOPHUSIMHU, UCTIOJIb30BaHNE TOTOKOB, KOHBEWEPOB U MEPEHANPABICHHIA.
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10. IIporpammupoBanue Ha Bash: mepeMeHHBIE, YCIOBHBIE ONEpPATOPHI; MAaCCHBBI, I[HKJIbI,
BXOJIHbIE MTapaMeTpbl, (PYHKIHH.

11. PerynsipHble BBIpaXeHHUs: OOIMINN PUHIINII, 00padboTKa (aiiioB hopmaTa csv.

12. Ilpouecc ayrentudukanuu nouszosateneit B OC Linux, PAM-ayrentudukanus.

13. YrpasieHnue y4eTHBIMHU 3aIHCSIMU TI0JIH30BATENEH M TPYTIIL, UX CBOWCTBAMH.

14. MexaHnu3M IpoOBEpKH MpaB AOCTyHa y cyObekTa K o0bekTy. Branenblupl mamnok u ¢aitios,
mpaBa JocTymna K (aitnam u mankam, macka coznanus ¢aiinos u namnok. SUID SGID STICKY
OUTHI.

15. CtpykTypHhl NOTOKOB U IPOILIECCOB.

16. MexaHu3M KOHTEHHEPHU3AIUH MPOIIECCOB CZroups.

17. Cucrema npuHyAUTEIbHOTO KOHTPOJS AocTyna SELinux, AppArmor.

18. Knaccuguxkanus yszsumocreir OC Linux.

19. Cern: IPv4 anpeca m MacKu TOJICETEH, Ki1accoBas U 0e3 kiaccopas aapecanuu, crek TCP/IP,
CETEeBbIE MOPTHI U CIYkKObI, MpoTOKOI IPV6.

20. Kondwurypanuonusie ¢ailiel ceTH, py4Has HACTPOHKA CETH, YTHJIUTHI HACTPOWKU CETH,
yIpaBJIeHUE CETEBbIMU IEMOHAMHU.

21. CereBas mapmpytusanusi B OC Linux, MHCTpYMEHTHI THAarHOCTHUKH CETH, HACTpOIKa
knueHTa DNS.

22. Hactpoiika u BcIionib30BaHue MexceTeBbIX FkpaHoB B OC Linux.

23. IIpotokon FTP/SFTP: mexanusm pabotsl, HacTpoiika 6e3onacHoro FTP/SFTP-cepsepa.

24. TIpotokoun ssh: MexaHu3M pabOTHI, HacCTpOlika Oe3omacHoro ssh-ceppepa.

25. VPN. TyHHenupoBaHue ceccuil ¥ nopToB, mudpoBanue Gailyios.

26. VPN. Ilpotokon IPSec: TyHHENbHBIN U TpaHCHOPTHBIN pexxuMbl. [locTpoeHue 3auIeHHOTO
KaHaJla CBSI3H.

27. Benenue B git, pa3BepThIBaHHE JOKAJIBHOTO git-cepBepa.

28. IlnaHupoBIIMKM 3aJad Cron, anacron: CHHTAKCUC W  pacrnoioxeHue (aiiios,
MOJIb30BATEIBCKHE U CUCTEMHBIE 3a/IaHHsI, CIFCKH JJOCTYTIA.

29. Kypuamuposanue coobiThii: syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonuTopuHr cetu ¢ nomomnibio ELK-cTeka: HacTpoiika 1 UCTIONb30BaHUeE.

31. Cuctemsbl ooHapyxeHus Bropkeruii (COB), HacTpoiika u ucnons3oBanue COB Snort.

32. Aynut cuctemsl ¢ moMoltnbto auditd: HacTpolika U IpUMEHEHHE.

33. Ucnonb30BaHKEe U HACTPOMKa cpencTBa KoHTeiHepu3auu Docker Ha ocHoBe OC Linux.

[Tpumep Ournera.
MUHHCTEPCTBO OBPA30BAHK S MU HAYKI POCCUVCKO ®EJIEPALIUU
®EJIEPAJILHOE I'OCY IAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUPEXKIEHUE BBICILIETO
OBPA30OBAHUS

«MOCKOBCKHUM HOJIHTEXHI@‘IECKHFI YHUBEPCUTET»
(MOCKOBCKHWH ITOJIMTEX)

®axynbpTeT HTHPOPMAITMOHHBIX TEXHOIOTH

Kadenpa: MudopmarmonHas 6€30macHOCTh

JlucuurinHa: A IMUHUCTPUPOBAHUE OTNICPAIIMOHHBIX chcTeM Linux
Bbakanaspsl. Kypc 2, cemectp 2

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Cucrema npunyauTensHoro KoHTpoist gocryna SELinux, AppArmor.
2. Tlonatue koMaHAHOI 000JI0UKH, HACTPOIIKA, TEPEMEHHBIE CPE/Ibl, ATHACHI.

[TpemomaBaTens / Denkxos N.U. /




