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1 ]_Ie.]ll/l, 3a/lavYi U IVIAHUPYEMBIC PE3YyJbTaTbl oﬁyqunﬂ o TMCIOMIIJIMHE

K OCHOBHBIM WeJsIM OCBOCHHUS IUCIUIUIMHBI «HpOpManmoHHass 0e30MacHOCTh

OTHOCHTCSL:
. o0ydeHHe CTYJCHTOB NpUHIHIAM >PPEKTHBHON OpraHu3anuyd WHPOPMAIMOHHOM
3aIlUTHI;
J (dbopmMHpoBaHUE y HUX YMEHHI BOCCTAHOBJICHHUS YACTUYHO MMOTEPSIHHON HHPOpPMALINH.
o 3aKpeIICHHUE MOIy4acMbIX B CEMECTPE 3HAHUM U HAaBBIKOB Ha IIPAKTHUKE;
. (dopMHpOBaHUE B3aUMOCBSA3EH, MOIy4aeMbIX B CEMECTpe 3HAaHMH U HABBIKOB C

U3YYECHHBIMU paHEe;

L4 MoAroTOBKAa CTYACHTOB K ACATCIBHOCTH B COOTBCTCTBHU C KBaJ'II/I(l)I/IKaIII/IOHHOI\/II
XapaKTepUCTHKON OakanaBpa.

K ocHoBHBIM 3a1auam nuctumuinabl « MTHPOpMannonHas 6€301MacHOCTE» OTHOCSTCS:

o 3aKperyIeHue OCHOB MPOrPaMMHUPOBAHMUS;
o OCBOEHHUE COBPEMEHHBIX TEXHOJIOTUI 3alIUTHI OT PA3IMYHBIX aTak B MIHTEepHETE;
J CHOCOOHOCTh UCHOJIB30BATh OCHOBHBIE MPUHIUIBI HH(OPMAILIMOHHON 0€3011acHOCTH

B PA3JIMYHBIX C(l)ean JACATCIIBHOCTH.

O6yuenne mno gucnumiuHe «WHbopmanronHas 6€301MacHOCTHY

dbopMupoBaHHEe Y O0YJAIOIITUXCSI CICTYIONTUX KOMIETEHITUH:

HaIpaBICHO Ha

Koa v HaumenoBanue KOMIeTeHIINI

I/IHI[I/IKaTOpr JOCTHUKCHUA KOMIICTCHIIUN

OIIK-3. Cnoco0eH pemiaTh cTaHapTHBIE
3a71au Mpo(ecCUOHANBHOM JesITeIbHOCTH Ha
OCHOBE MH(OPMALIMOHHON U
oubnmorpaduyeckoit KyabTyphl ¢
npUMeHeHHEeM MH()OPMAaIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C y4eTOM
OCHOBHBIX TpeOOBaHMI HH(POPMAIIMOHHOM
Oe3omacHoCTH

NOIIK-3.1. 3HaeT npuHUIUIIBI
UHPOPMALIMOHHON 1 Oubnmorpaduyeckoi
KYJIBTYpBI, METOJIBI, CIOCOOBI U CPE/ICTBA
NOJY4YEHHUs, XpaHEHUs U IepepaboTKU
WHGOPMAIMN; TIPUHITAITEI ITOCTPOSHUS
COBPEMEHHBIX HH()OPMAITHOHHO-
KOMMYHUKAITHOHHBIX TEXHOJIOTHH; MOICIH
OpraHu3alK JaHHbIX, CETEBBIE MOJIEIH,
HepapXuvecKnue MOICITH, PETSIIHOHHYIO
MO/JIENIb M OOBEKTHYIO MOJIEIb.

NOIIK-3.2. YMmeer pemiatb CTaHJapTHBIE
3aa4u Npo(ecCuoHaNbHOM NesITeTbHOCTH Ha
OCHOBE UH(GOPMAITMOHHOH U
6ubnuorpaduueckoi KyJabTyphl C
MpUMeHeHHEeM UHPOPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C y4eTOM
OCHOBHBIX TpeOoBaHMI HH()OPMALIMOHHON
0€30I1aCHOCTH.

HOIIK-3.3. Bnageer MeTogaMu OUCKA U
aHanu3a MHGOpPMaIUK JUIs HOATOTOBKU
JIOKyMEHTOB, 0030pOB, pedepaToB, JOKIA/I0B,
nyOJsinkanuii, Ha OCHOBE MH(POPMALIMOHHON 1
O6ubarorpaduueckoil KyJabTyphbl, C yYETOM
COOJIIO/ICHHsI aBTOPCKOTO MIPaBa U
TpeGoBaHMi HHOOPMAITMOHHON
0€30I1aCHOCTH.




2 MecTO ITMCHUIIMHBI B CTPYKTYpPe 00pa3oBaTeIbHOI MPOrpaMMbl

Jucuunnuna «MHpopManimonHas 6€30MacHOCTb) OTHOCUTCS K YUCITY YYEOHBIX AUCLUUIUIMH
dbopMupyeMbie y4aCTHHKaMHU 00pa3oBaTelbHBIX OTHOMmEHWH dactu «MT-pa3paboTka» OCHOBHOM
00pa3zoBaTeIbHON MTPOTPaMMBI.

JlucuumimHa B3aMMOCBSI3aHa JIOTHYECKU U COJIEPKATEIbHO-METOAUYECKU CO CIIETYIOIUMU
aucuuiuHaMu U npaktukamu OOIT:

o «OCHOBBI TECTUPOBAHUS»,

. «I[IpoexTrpoBaHue MOIb30BATEILCKUX UHTEPHENHCOBY,
° «Pa3paboTka TEKCTOB U JOKYMEHTAIUNY,

o «ba3pl 1aHHBIX»,

. «KopnopaTtuBHble ”HGOPMALIMOHHBIE CUCTEMBI,

J «Be0 paspaboTtkay,

o «IIpoekTHas 1eATEIbHOCTDY.

3 CTpykKTypa U colepraHue TUCUUIINHBI

OO1mast Tpy10eMKOCTh JUCHUILIHHBI COCTABISACT 4 3aUeTHBIX eNUHHLBI 144 akaeMHYecKux
9acoB).

3.1 Buabl yueOHoii padoThl U TPYA0EMKOCTH
(mo ¢popmam oGyueHus)

3.1.1 Ounas popma oOyueHHs

Ne . KoanuecTBo CeMmecTpbl
Buna yueOHoi# padoThl
n/n 4yacoB 7
1 | AyauTtopHble 3aHATHSI 54 54

B toMm uucne:

1.1 | Jexuuu 28 28

1.2 | CemuHapCKHe/IPaKTHUECKUE 3aHITUS - -

1.3 | JlabopaTopHbIe 3aHITHS 26 26
2 | CamocTosiTesibHAsI padoTa 90 90
3 | IlpomexxyTouHasi aTTecTalUs
3auet/nud.3a4er/>K3aMeH aug.3aqyer aug.3ager
Hroro: 144 144




3.2 TemaTnueckuii NJIaH U3yYeHUS TUCHUIIMHBI

(mo ¢popmam oGyueHus)

TpyaoeMkocTsb, yac

AyautopHas paéora 3
Ne Pa3znennbl/TemMbl S g = S g E
- e s | EESJEx|5E]|¢EE
n/n AU CHUIITIMHBI ¥ = 2, 0 5 9 = 2 o | 5 S
= 5 |EE3&8z|E¢g|5d
= S 23 388| % 3| S
5 &8 e g | 2
O E = = O
1 BBoanas gexinsa «OCHOBEI 7 4
nH(pOpMaMOHHOM 0€301MacHOCTH
5 Jl/p Nel «3ammra ot XSS 4 1
INJECTION (mocTosiHHOI# )»
3 JI/p Ne2 «3amura ot XSS 4 1
INJECTION (oTpaxeHHO )»
4 JI/p Ne3 «3amuta ot FILE 4 1
INJECTION»
5 Jlexiust «Ys13BUMOCTH BeO- 7 4
MIPUIIOKEHUI»
6 Jl/p Ne4 «3ammra or BRUTE 4 1
FORCE»
7 JI/p Ne5 «3amura ot 5 1
CLICKJACKING»
3 JI/p Ne6 «3ammra o SQL 5 1
INJECTION (cnemnoit)»
9 Jlexnus «udpopmanmonnas 8 4
6e3onacHocTh B IHTEepHET. TpeHabp»
10 JI/p Ne7 «3ammra ot SQL 5 1
INJECTION (s1BHOI1)»
1 Jl/p Ne8 «3ammra ot 3arpy3Ku 5 1
BPEIOHOCHBIX (paiimoBy
12 JI/p Ne9 «3ammura ot cmaboro 5 1
mmdpoBaHUs»
13 Jlexmus «3amnuTa BeO-TPUITOKEHHI 8 4
Ha PHP»
14 JI/p Nel0 «3amuTa OT BBITIOJTHEHHS 6 2
KOMaHJ Ha CEpBepe»
15 | JI/p Nell «3ammra or CSRF aTakn» 6 2
16 JI/p Nel2 «3ammTa OT pacKpbITUS 6 2
My TH
17 | Jlekuus «OcHoBHbIE yrpo3sl Mb» 10 6
Jl/p Nel3 «3amuTa OT mosyueHus 6 2
18 | ucxonHOro KOa MPUIOKECHHUS

(monHOrO)»




19 Jl/p Nel4 «3amuTa OT moTydeHHS 6 2 4
TpaH3aKIUH MOJIb30BATEIECH»

20 JI/p Nel5 «3ammTa ot mosrydeHust 6 2 4
JAaHHBIX MOJIb30BaTENICH»

21 Jlexnus «MoTtuBanus 10 6 4
37I0YMBIIIJICHHAKA

29 JI/p Nel6 «3amura ot osrydeHus 6 2 4
MIOJTHOTO JTIOCTYTIA K CEPBEPY»

93 JI/p Nel7 «3ammra oT aBTOpH3aIIUN 6 2 4
10J1 TPOU3BOJILHBIM MOJIB30BATEIEM)
JI/p Nel8 «3ammura ot nepeBoaa 6 2 4

24 | cpeACTB OT JIULA APYTOTO
MOJIb30BATEIIS

Hroro 144 28 26 90

3.3Coaepxanue TUCHUNINHBI

OcHOBBI HHPOPMALIMOHHOH 0€3011acCHOCTH
Vs3Bumoctu BeO-npuinoxenuit u UC
HNudopmannonnas 6e3onacHocts B HTepHeT. TpeH sl
3amura BeO-npuioxenuit Ha PHP.

OcHoBHble yrpo3s! Ub.

o khwbdpE

MOTI/IBaI_[I/ISI 3JIOYMbBIIIJICHHUKA

3.4 TemaTuka Ja00paTOPHBIX 3aHATHIT

1. 3AIUTA OT XSS INJECTION (ITOCTOSIHHO)

Cooeporcanue u nopsi0ok 8biNOJIHeHUs 1AOOPAMOPHOU pabomoi.

° aHaJIU3 KOJ1a TECTOBOTO MPUJIOKEHUS U HAXOXK/JICHUE YKa3aHHOH YsI3BUMOCTH;
° pa3paboTka npuaoKeHus: 6e3 ykazaHHOU ysI3BUMOCTH.

2. 3AIUTA OT XSS INJECTION (OTPAXEHHO)

Cooeporcanue u nopsa0ox 8binoHeHUs 1a00pamopHoOU pabomut.

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHHS M HAXOXKJICHHE YKA3aHHOH YSI3BUMOCTH;
° pa3paboTKa MPIIOKEHUs 0€3 YKa3aHHOW YSI3BUMOCTH.

3. 3AIIUTA OT FILE INJECTION

Cooepoicanue u nopsooK 8bINOIHeHUs. 1ADOPaAmMOpPHOU pabombi.

° aHaJIU3 KOJIa TECTOBOT'O MPUJIOKEHUS U HAXOXKJICHUE YKa3aHHOH ySI3BUMOCTH;
° pa3paboTKa NpUIIOKEeHUs 0e3 YKa3aHHOH ysI3BUMOCTH.

4. 3AIINUTA OT BRUTE FORCE

Cooeporcanue u nops0ox 8bINOIHeHUs 1aOOPaAmopHOU pabomut.

° aHaJIN3 KOJIa TECTOBOT'O MPUJIOKEHUS U HAXOXKJICHUE YKa3aHHOH ysI3BUMOCTH;
° pa3paboTKa MPUIOKEHUS 0e3 yKa3aHHOH ysI3BUMOCTH.

o. 3AIIIUTA OT CLICKJACKING




Cooepoicanue u nopsooK 8bINOIHeHUsL 1AOOPAMOPHOU pabombi.
° aHaJIu3 KOJ1a TECTOBOT'O MPUIIOKEHUS M HAXOXKJICHUE YKa3aHHOM YsI3BUMOCTH;
° pa3paboTKa NpUIIOKEeHUs 0e3 YKa3aHHOH ysI3BUMOCTH.

6. 3AILIMTA OT SQL INJECTION (CJIEIION)

CoOeporcanue u nopsooK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJIu3 KOJ1a TECTOBOI'O MPHJIOKEHUS U HAXOXKJCHUE YKa3aHHOM ysI3BUMOCTH;
° pa3paboTka npuiIoKeHus 0e3 yka3aHHOH ysI3BUMOCTH.

7. 3AIUTA OT SQL INJECTION (SIBHOI)

Cooeporcanue u nops0ox 8binoHeHUs 1aO0pamopHoU pabomut.

° aHAJIN3 KOJIa TECTOBOTO MPHJIOKECHHS M HAXOXKICHUE YKA3aHHOHN YSI3BUMOCTH;
° pa3paboTKa NpUIIOKEHHUs 0e3 yKa3aHHON YsS3BHMOCTH.

8. 3AIIATA OT 3AT'PY3KHU BPEJIOHOCHBIX ®AMJIOB

CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJM3 KOJ1a TECTOBOT'O MPHIIOKEHUS U HAXOXKJCHNUE YKa3aHHOM ysI3BUMOCTH;
° UCTIPaBJICHUE YS3BUMOCTH.

9. 3AIIUTA OT CJIABOT'O HIM®POBAHU A

Cooeporcanue u nopsi0ok 8binoJIHeHUs 1aO0PaAmopHOU pabomot.

° aHaJIM3 KOJ1a TECTOBOT'O MPUJIOKEHUS M HAXOXK/ICHUE YKa3aHHOH YS3BUMOCTH;
° UCIIPABIICHUE YA3BUMOCTH.

10. 3AIIUTA OT BBITIIOJIHEHMA KOMAH]I HA CEPBEPE

Cooeporcanue u nopsa0oK 8binoHeHUs 1aO0PaAmopHOU pabomut.

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKa3aHHOH YSI3BUMOCTH;
° UCTIPABIICHUE YSI3BUMOCTH.

11. 3AIINUTA OT CSRF ATAKU

Cooeporcanue u nopsi0ok 8bINOJIHeHUs 1aOOPAMOPHOU pabomoi.

° aHAJIU3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKa3aHHOHN YSI3BUMOCTH;
° UCTIPABIICHUE YSA3BUMOCTH.

12. 3AIIUTA OT PACKPBITUA TTYTU

Cooeporcanue u nopsi0ok 8binoIHeHUs 1aO0PamopHoOU pabomut.

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKA3aHHOHN YSI3BUMOCTH;
° UCTIPaBJICHUE YSI3BUMOCTH.

13. 3AIIUTA OT T[OJYYEHUA HNCXOJHOI'O KOHA [TPUJIOXEHUA
(ITOJIHOT'O)

Cooeporcanue u nopsa0ox 8binoHeHUs 1aO0pamopHoU pabomut.

° aHAJIM3 KOJIa TECTOBOTO TMPUJIOKEHUS M HAXOXKICHUE YKa3aHHOHN YSI3BUMOCTH;

° UCTIpaBJICHUE YSI3BUMOCTH.

14.  3AILUTA OT IIOJIYYEHHMS TPAH3AKIIUI ITOJIb3OBATEJIEN



Cooepoicanue u nopsooK 8bINOIHeHUsL 1AOOPAMOPHOU pabombi.
° aHaJIu3 KOJ1a TECTOBOT'O MPUIIOKEHUS M HAXOXKJICHUE YKa3aHHOM YsI3BUMOCTH;
° UCTIpaBJICHUE YA3BUMOCTH.

15.  3AILIUTA OT IOJIYUYEHMS JAHHBIX I10JIb30BATEJIEN
CoOeporcanue u nopsooK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJI3 KOJ1a TECTOBOI'O MPUIIOXKEHUS U HAXOXKJICHUE YKa3aHHOM ys3BUMOCTH;
° UCTIPABJICHUE YS3BUMOCTH.

16. 3AIIUTA OT INOJIYUEHUA TTOJIHOI'O JOCTVYIIA K CEPBEPY
Cooeporcanue u nops0ox 8binoHeHUs 1aO0pamopHoU pabomut.

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKa3aHHOH YSI3BUMOCTH;
° UCTIPaBJICHUE YSI3BUMOCTH.

17. 3AIIUTA OT ABTOPU3ALINU I1O/] ITPOMN3BOJIBHBIM ITOJIb30OBATEJIEM
CoOeporcanue u nops0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomat.

° aHaJU3 KOJ1a TECTOBOT'O MPHIJIOKEHUS M HAXOXKJICHUE YKa3aHHOH ys3BUMOCTH;

° UCTIPaBJICHUE YS3BUMOCTH.

18. 3AIIUTA OT IIEPEBOJAA CPEJACTB OT JIMLA APYT'OI'O ITOJIb3OBATEJIA
Cooeporcanue u nopsi0ok 8binoJIHeHUs 1aO0PamopHoU pabomot.

° aHaJIM3 KOJ1a TECTOBOTO MPUJIOKEHUS  HAXOXK/JICHUE YKa3aHHOH Ys3BUMOCTH;

° UCIIPABIICHUE YA3BUMOCTH.

4  YyeOHO-MeTOAMYECKOE U MH(OPMAINIMOHHOE oOecreyeHmne

4.1 OcHoBHas 1UTEpPATYypa

1. Kpakosckwii, FO. M. 3amura nndopmanuu : yaeoHoe nocooue / FO. M. KpakoBckuid.
— PocroB-na-Jlony : ®enukc, 2016. — 347 c. — ISBN 978-5-222-26911-4. — TexkcT :
AJIEKTPOHHBIN /! Jlann : AJIEKTPOHHO-OMOIMOTEIHAS cucrTema. — URL:

https://e.lanbook.com/book/102279 (mara oOparmienus: 28.09.2023). — Pexum gocTyma: s
aBTOPU3. MOJIL30BATEIIEH.

4.2 lonoJHUTEJIbHAS JUTEPaTypa

1. JleontseB, A. C. 3amuta undopmammu : yuebHoe nocodbue / A. C. JleoHTheB. —
MockBa : PTY MUPDA, 2021. — 79 c¢. — Tekct : snekTpoHHBIA // JlaHh : 3IEKTPOHHO-
oubnuoreunas cucrema. — URL: https://e.lanbook.com/book/182491  (mata oOparieHus:

28.09.2023). — Pesxum moctyma: s aBTropus. [Toas3oBaresiei.

4.3 JnekTpoHHBbIE 00pa30BaTeIbHbIE PeCYyPChI

3amura uadopmanuu https://online.mospolytech.ru/course/view.php?id=10487

4.4 JInuieH3MOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoe
o0ecmeuyenmne

1. Visual Studio Code
2. bpaysepst Chrome, Edge, Firefox


https://e.lanbook.com/book/102279
https://e.lanbook.com/book/182491
https://online.mospolytech.ru/course/view.php?id=10487

OpenVPN c npaBamu 114 3a1ycka y CTy/I€HTOB
FileZilla

PuTTy

Git

Node.js 18

Python 3.10

Wireshark

©oNo AW

4.5 CoBpemMeHHbIe TPO(ecCHOHATIbHBbIE 0a3bl IaHHBIX M HH(OPMAIIMOHHbIE
CIPaBOYHbIE CHCTEMbI

1. https://owasp.org/
5 MarepuajJbHO-TEXHHYECKOE O0ecreyeHue

Jyis ipoBeAicHHsT JTaA0OPATOPHBIX PabOT U CaMOCTOSATEIBHONW PAOOTHI CTYACHTOB IMOAXOJST
ayJIMTOPUH, OCHAIICHHBIC KOMIBIOTEpAMU C TPOTPAMMHBIM OOECIICYEHHEM B COOTBETCTBHH CO
CITMUCKOM B MYHKTE 4.5 ¥ MOJIKIIOYCHHBIE K UHTEPHETY.

Uucno paboumx MECT B ayIUTOPUU JIOJDKHO OBITH JIOCTATOYHBIM JUIsi OOecreueHus
WHAUBUIYaIbHON pabOThI CTYIEHTOB.

PaGouee mecTo npemnoaaBaress J0JKHO ObITh OCHAILIEHO KOMITBIOTEPOM C MOJKIIFOUEHHBIM K
HEMY [IPOEKTOPOM WJIM MHBIM aHAJOTHYHBIM MO (YHKIIMOHATFHOMY Ha3HAYEHHUIO 000PYI0BaHUEM.

6 MeToauuecKHe peKoOMeH AU

6.1 MeToanuyeckue peKoMeH AIUH IS MIPenogaBaTeis M0 OpraHu3anuu
00y4eHus

Metoauka npenoaaBaHusi AMCUUIUIMHB «HpOpMamonHas 6e30MacHOCTb» M peasln3alus
KOMIIETEHTHOCTHOIO IIOAXOJAa B H3JIOKEHUHM U BOCHPUATUM MaTepuallia IIpPeayCMaTpUBaeT
UCTIOJIb30BaHUE CIENYIOIUX AaKTUBHBIX M WHTEPAKTUBHBIX (OpM TPOBENEHUS TPYMNIOBBIX,
VUHAMBUYAJIbHBIX, AayAUTOPHBIX 3aHATUN B COYETAHUHM C BHEAYJUTOPHOW paboToOil C Lenbio
¢dopmMEpoBaHUs M pa3BUTH MTPOGECCHOHATEHBIX HABBIKOB y 00YYaOIHXCS:

° BBITNIOJIHEHHE JTa0OPATOPHBIX paboT B 1TaOOPaTOPHSIX By3a; MOCEIIEHUE JIEKIIN;
° MHIUBUAYaIbHBIE U TPYIIIOBbIE KOHCYJIBTAIMU CTYIEHTOB IIPETIOAABATEIIEM;
° nocenienre npoQmIbHBIX KOH(EpeHIni 1 paboTa Ha MacTep-Kiaccax dKCIEPTOB U

CIIEIIMAJIUCTOB B  BeO-TEXHOJOTHUAX, BeO-pa3paboTke, WHTEpHET-MapKeTHHIe | JIPYTHX
npohecCHOHANBHBIX 00IaCTAX.

CamocTosTenbHass BHeayJUTOpHas paboTa CTYIEHTOB COCTOMT W3 TIOATOTOBKH K
BBITIOJIHEHUIO W 3alUTE JIA0OPATOPHBIX PabOT, M3YUYEHHUIO TEOPETUYECKOrO MaTepuala, a TaKxKe
MOATrOTOBKHU K IPOMEKYTOUHOM aTTECTAllMU BO BPEMS SK3aMEHAIMOHHOW CECCUMU.

Pexomennyercs:

1. [Ipu moAroTOBKE K 3aHATHSIM CIEAYeT NPEIBAPUTEIHLHO MPOpadoTaTh MaTepuai
3aHATHS, MPEIYCMOTPEB €ro IMojlayy TOYHO B OTBEJAEHHOE ISl 3TOro Bpemsi 3aHsaTusa. Cremyer
MOJIFOTOBUTH HEOOXOIMMbIE MaTEepPHAaIbl — TCOPETUUECKHE CBEJCHMS, 3a1a4uu U aAp. [Ipu npoBeneHun
3aHATHUS CIEAYyeT KOHTPOJIUPOBATh IMOJady MaTepHuaja M pelIeHHe 33aJaHul C Y4eTOM Yy4eOHOro
BpCMCHI/I, OTBCACHHOT'O AJIsd 3aHSTHUS.
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2. [Ipu mpoBepke pabOT M OTYETOB CIEAYET YUYHMTHIBATh HE TOJBKO MPABUIBHOCTD
BBITIOJIHEHHSI 33/IaHUH, HO W ONTUMAJIBHOCTh BBIOPAHHBIX METOJOB pPEIICHUs, MPaBHILHOCTH
BBIIIOJIHEHHSI BCEX €r0 IIaroB.

6.2 MeToanuyeckue yKa3aHusl JJ1s1 00y4al0UIUXCsi 0 OCBOECHUIO TN CIUNJIMHBI

W3ydyeHne TUCHUILINHBI OCYIIECTBIISIETCA B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTAHOBKOMU B
TECHOH B3aMMOCBSI3U yueOHbIM II1IaHOM. OCHOBO TEOPETHUECKOI MOrOTOBKU CTYIEHTOB SIBIISIFOTCS
ayoumopHuvle 3aHAmus, 1eKyuu, 1ab6opamopHulie pabomoi.

B mpouecce camocTosITeNIbHONW pabOThl CTYJIEHTHI 3aKPEIUISIOT U YIIyOJSIOT 3HAHUSA,
IIOJIyYE€HHBIE BO BPEMsI ayJIMTOPHBIX 3aHSITHUN, 10padaThIBalOT KOHCIEKTHI U 3aIIUCH, TOTOBSTCS K
IIPOBEJCHUIO U 00pabaThiBalOT Pe3yJbTaThl J1a0OPAaTOPHBIX pabOT, TOTOBITCS K MPOMEKYTOUHON
aTTeCTalllH, a TAK)KE CAMOCTOSITENIbHO U3y4aloT OTJENIbHbBIE TEMbI YU4EOHOI POrpamMmBbl.

Ha 3aHsATHSAX CTYJEHTOB, B TOM YHUCIJIE€ IPEANOJAralolliuX MPaKTUUYECKYIO IESTEIbHOCTD,
OCYILECTBIIICTCS 3aKPEIJICHUE OJYUYEHHBIX, B TOM YHUCJIE U B IIPOLIECCE CAMOCTOSITENbHOM paboTHhl,
3HaHui. Ocoboe BHMMaHME OOpalaeTcsd Ha Pa3BUTHE YMEHUH M HAaBBIKOB YCTAHOBIICHUS CBS3U
HOJIOXKEHUH TEOPUH C MPO(PEeCCHOHANBHOM NesTeIbHOCThIO Oy IyIIero crenuanucTa B obaactu Beb-
TEXHOJIOTHUM.

CamocrosTenpHas paboTa OCYIIECTBIACTCS MHAMBHIYadbHO. KOHTPOIB caMOCTOSTEIbHOM
paboThl opranusyercs B IBYX Gopmax:

° CaMOKOHTPOJIb M CAMOOIIEHKA CTY/ICHTA;

° KOHTPOJIb CO CTOPOHBI ITpenojaBaTeiell (TEKYIUi U IPOMEKYTOUHbIH ).

Texymuii KOHTPOJIb OCYILECTBIAETCS HAa Ay JUTOPHBIX 3aHATHUSX, IPOMEKYTOYHBINA KOHTPOJIb
OCYILECTBIIICTCS HAa SK3aMEHE B MUCbMEHHOMU (YCTHOH) hopme.

Kputepusimu o1leHKH pe3yIbTaTOB CAMOCTOATENBHON pabOoThI CTyIEHTA SBIISIOTCS:

° YpOBEHBb OCBOEHUS CTYJIEHTOM yueOHOr0 MaTepHarna;

® YMCHUA CTYACHTA HCIOJB30BATH TCOPCTUUCCKHUEC 3HAHHA TIPU  BBINIOJIHCHUU
MPAKTHYECKUX 3a7a4;

° c(hOopMUPOBAHHOCTH KOMIIETEHITUH;

° odopmIieHre MaTeprala B COOTBETCTBHU C TPEOOBAHUSIMHU.

7 @OHJ OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI U OLIEHUBAHMS Pe3yJbTATOB 00y4eHUs!

B mporiecce o0yueHus: UCTOIB3YIOTCS CIEAYIONINE OLIEHOUYHBIE (DOPMBI CAMOCTOSITETLHOM
paboThl CTY/JEHTOB, OLIGHOYHBIE CPEJCTBA TEKYIIETO0 KOHTPOJS yCIEBAEMOCTH M MPOMEKYTOUYHBIX
aTTeCcTaIHii:

° BBITIOJTHEHHE JTa00OPAaTOPHBIX PaboT, 3a4erT.

7.2 Ikajia 1 KPpUTEPUH OLEHMBAHMS Pe3yJIbTATOB 00yUeHUSI

[Tokazarenem orieHMBaHMS KOMIIETEHIMI Ha pa3IMYHbBIX ATaax UX GOPMUPOBAHUS SIBIISIETCS
JOCTH)KEHUE 00yUYaIOIMMHUCS TUNIAHUPYEMBIX pe3yJIbTaTOB 00YUYeHHs MO AUCLUILINHE.

Kpurtepun ouennBanus

IToxa3zaTean
2 3 4 5
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OIIK-3. CniocoGeH pemaTh CTaHIAPTHBIE 337a4i MPO(hecCHOHAIBHOM AesITeIbHOCTH Ha OCHOBE

MHPOPMALMOHHOM 1 6ubnnorpaduyeckoit KyabTyphl C IPUMEHEHHEM HH(POPMALIMOHHO-

KOMMYHUKAIIHOHHBIX TEXHOJIOTUI U C Y4€TOM OCHOBHBIX TpeOOBaHUH HH(OPMAITMOHHON

0€e30I1acHOCTH

NOIIK-3.1. 3naer
TIPUHIIAITBI
MH(OPMALIMOHHON U
o6ubanorpaduuecko
U KYJIBTYPBHI,
METO/IbI, CIIOCOOBI U
CpeacTBa
MOJTy4eHUS,
XpaHeHUs U
nepepadoTKu
uH(popMaLnu;
TIPUHITAITHI
MIOCTPOCHMUS
COBPEMEHHBIX
nH(pOpMaIMOHHO-
KOMMYHHKAITUOHHBI
X TEXHOJIOTHIA;
MOJIENHN
OpraHu3aluu
JTAaHHBIX, CETEBbIE
MOJIENH,
uepapxuueckue
MOJIETH,
PENALMOHHYIO
MOJIETb U
00BEKTHYIO MOJICITb.
NOIIK-3.2. Ymeer
pemarhb
CTaHJIapTHbHIE
3aa4u
npodeccroHanbHOM
JESATENBHOCTH Ha
OCHOBE
WHPOPMALIMOHHON 1
oubnmorpaduyecko
1 KyJIBTYpBHI C
MIPUMEHEHHEM
nH(pOpMaMOHHO-
KOMMYHHKAI[UOHHBI
X TEXHOJIOTUH U C

OO0yuarommiics
JIEMOHCTpHUpYE
T TIOJTHOE
OTCYTCTBHUE
WIIH
HEAO0CTAaTOYHOE
COOTBETCTBUE
Marepuany
JHUCIUATLINHEL
3HAHUMH,
yKa3aHHBIX B
WHJIUKATOpax
KOMIIETEHITHI
JMCITUTIIMHEL.

OO6yuarommiics
JEMOHCTPHUPYET
HETIOJTHOE
COOTBETCTBHE
CIIEAYIOLINX
3HAHHMH,
YKa3aHHBIX B
WHJUKAaTOpax
KOMIIETCHITUIH
JHUCIUATLINHEL
Honyckatorcst
3HAYHUTCILHBIC
OIINOKHU,
MIPOSIBIIACTCS
HEIOCTATOYHOCT
b 3HAHHUH, IO
pAny
MOoKa3aTesIeH,
oOyyaromuics
HCIBITEIBAET
3HAYHMTEILHBIE
3aTpyAHEHUS
npu
ONEePUPOBAHUU
3HaHUSMU TIPU
UX MepeHoce Ha
HOBBIC
CUTYaIiH.

OO0yuarormmiics
JIEMOHCTPUPYET
YacTUYHOE
COOTBETCTBHUE
CJICTYIOIIHNX
3HAHHWM,
YKa3aHHBIX B
WHANKATOpax
KOMIICTCHITUIM
JUCIATIINHEL
Ho

JTOTTY CKAIOTCSI
HE3HAYUTEIIbHBI
€ OIIHNOKH,
HETOYHOCTH,
3aTpyAHECHUS
npu
AHAJTUTHYCCKUX
omneparusx.

OOyyarormmiics
JEMOHCTPUPYET
MTOJTHOC
COOTBETCTBUE
CJIeTYIOIINUX
3HAHWMH,
yKa3aHHBIX B
WHJUKATOpax
KOMIICTCHITUMN
JUACIUTLINHEL.
CBo0OoIHO
oTepupyeT
IPHUOOPETEHHBIM
1 3HAHUSMU.
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y4eTOM OCHOBHBIX
TpeOoBaHMI
MH(POPMALIMOHHOM
0€30MacHOCTH.
NOIIK-3.3. Bnageet
METOJIaMH TIOUCKA U
aHam3a
uH(pOpMaLUU IS
MOATOTOBKH
JIOKYMEHTOB,
0030poB,
pedeparos,
JIOKJIJIOB,
myOJIMKaIui, Ha
OCHOBE
nH(OPMALIMOHHON U
o6ubnuorpaduyecko
1 KYJIBTYpBI, C
y4eTOM
coOroieHUs
aBTOPCKOTO TIpaBa n
TpeboBaHUI
MH(pOpMAITMOHHOM
0€30MacHOCTH.

7.3 OueHo4HbIE CpeACTBA

7.3.1 Texymuii KOHTPOJIb
B pesynbrare 0CBOCHUS AUCIUILTUHBI GOpMUpPYIOTCS creaytomue komnereHuuu: OITK-2

B nporiecce ocBoeHust 00pa3oBaTeNbHOM MPOTPaMMBbI JAaHHBIE KOMITIETEHIIMH, B TOM YHCIIE X
OT/eNIbHBIE KOMIIOHEHTHI, (POPMHUPYIOTCS MOITAITHO B X0J1€ OCBOCHHS 00yUYaIOIIMMUCS AUCIUTLTIHBI
B COOTBETCTBHH C Y4eOHBIM TUIAHOM M KaJICHIapHBIM Irpad)uKoM y4eOHOTO Tporiecca.

7.3.2 IIpomexyTOouHast aTTecTarus

[Ixanb! OLIEHUBAHUS PE3yJIbTATOB IPOMEKYTOUHON aTTECTAllMK U UX OIMCAHUE:

®OPMA ITIPOMEXYTOYHOM ATTECTAIIAU: DK3AMEH.

[IpomesxyTouHas arTecTanus o0yyaromuxcs B GopMe sK3aMeHa IPOBOIUTCA 110 pe3yIbTaTaM
BBITIOJIHEHHSI BCEX BUIOB Y4E€OHOH pPabOTHI, MPEIyCMOTPEHHBIX YYEOHBIM IUIAHOM I10 JaHHOU
JTUCHUTUTAHE (MOIYIIIO), IPY 3TOM YYUTHIBAIOTCS PE3yJIbTaThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B
TedeHue cemectpa. OIEHKa CTENeHH AOCTIDKEHHS OOYyYaloUIMMMHCS IUIAHUPYEMBIX pPe3yJIbTaTOB
Oo0y4YeHHsI 10 JIUCHUILIMHE (MOJIYJII0) TPOBOAMTCS TIpenojaBareieM, BEAYIIMM 3aHATHS TI0
JUCLHUIUIMHE (MOAYJII0) METOJOM SKCIEPTHOM oleHKHU. [1o nToram npoMexyTo4HOH arTecTanuu o
JUCLHUIUIMHE (MOJYJII0) BBICTABIISETCS OLEHKA OTIIMYHO», «XOPOILIO», «yIOBIECTBOPUTEIBHOY» WIN
«HEYIOBJIETBOPUTEIHHOM.

K mpomexxyTo4HO# aTTecTanuy JOMyCKAIOTCsl TOJNBKO CTYIEHTHI, BBIMOJHUBIINE BCE BUIBI
yuebHo#l paboThl, peayCMOTpEeHHbIe pabouel mporpammoi no nuctuiuinae «MHpopmaronHas
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0€30M1aCHOCTB» — BBIMOJIHEHUE | 3a1uTa JIJabopaTOpHbIX pabOT COTrNIAaCHO MOJIYYSHHOMY 33JaHHUIO C

AOCTHIKCHUCM ITOPOTOBOTO 3HAYCHUS OLICHKH.

Mxana
OLICHUBAHUSA

Onucanue

OTJIIMYHO

Cpennee 3HaueHue s BceX (OPMHUPYEMBIX Ha MOMEHT MPOBEICHUS
aTTECTAIlMU YPOBHEW KOMIETSHITNI — 5. BBIMOMHEHBI BCE BUBI YUECOHOU
paboThl, IpeyCMOTPEHHbIE Y4eOHBIM MIaHOM. CTyIeHT AEMOHCTPUPYET
COOTBETCTBUE 3HAHHI, YMEHHI, HABBIKOB NMPUBEICHHBIM B TabIuUIlaxX
MoKa3aTrenei, omepupyer NpuOOPETCHHBIMU 3HAHUSIMH, YMEHUSIMHU,
HAaBBbIKaMHM, IPUMEHAET UX B CUTyalMsX MMOBBILICHHOW CIIOXKHOCTHU. [Ipn
9TOM MOTYT OBITH JOMYIIEHbl HE3HAYUTEIIbHBIC OIMUOKH, HETOYHOCTH,
3aTpyAHEHUS IPH AHATUTUYECKUX ONEPALMSIX, IEPEHOCE 3HAHUN U
YMEHUI Ha HOBbIC, HECTAHAAPTHBIE CUTYaLUH.

Xopomo

Cpennee 3HaueHue g BceX (OPMHUPYEMBIX Ha MOMEHT MPOBEIICHUS
aTTECTallMU YPOBHEW KOMMETeHINI — 4. BhINoIHEHbI BCe BUbI YUEOHOU
paboThI, IpeyCMOTPEHHBIC Y4eOHBIM MIaHOM. CTYIEHT AEMOHCTPUPYET

HEIOJHOE, MPaBUJILHOE COOTBETCTBHE 3HAHUN, YMEHUH, HABBIKOB
MPUBEICHHBIM B Ta0JIMIIAX IMOKa3aTelNel, TMO0 eClId TP STOM OBbLITU
JIOTTYIICHBI 2-3 HEeCYIIECTBEHHBIC OIINUOKH.

Y 10BIETBOPUTEIBEHO

Cpennee 3HaueHue g BceX (OPMHUPYEMBIX Ha MOMEHT MPOBEIICHUS
aTTECTAIlMU YPOBHEW KOMIETCHIINI — 3. BhImoaHEeHbI BCe BUIBI YUCOHOM
paboThl, IpeyCMOTPEeHHbIE Y4eOHbIM MIaHOM. CTy/I€HT AEMOHCTPUPYET
COOTBETCTBHUE 3HAHUH, B KOTOPOM OCBEIIIEHA OCHOBHAs, HANOOJIee BaKHas

YacCTb MaTepuajia, HO IIpHU 5TOM JOIMyHICHA OJHA 3HAYUTCIIbHAA OIInOKa
NI HCTOYHOCTD.

HeynosieTBopuTensHoO

He nocturayTo noporoBoe 3Ha4eHue XOTs OBl 7151 OAHOTO YPOBHS
dbopMupyeMbIX Ha MOMEHT MPOBEACHUS aTTecTalMu KoMreTreHuil. He
BBINOJIHEH OJIMH WK O0Jiee BUJIOB yUeOHOM paboThl, PelyCMOTPEHHBIX
y4eOHBIM M1aHOM. CTYJIEHT IEMOHCTPUPYET HETIOJTHOE COOTBETCTBHE
3HaHUH, yMEHUH, HAaBBIKOB NIPUBEJICHHBIM B TaOJIMIIaX MMOKa3aTelnei,
JIOTTYCKalOTCS 3HAYUTENIbHbIE OIIMOKH, IPOSBISAETCS OTCYTCTBUE 3HAHUM,
YMEHM, HaBBIKOB 10 PsIly MOKa3aTeNel, CTYACHT UCIIBITHIBAET
3HaYUTENIbHbIE 3aTPyAHEHUS IPU ONEPUPOBAHUN 3HAHUAMU U YMEHUAMHU
IIPY X NIEPEHOCE HA HOBBIE CUTYyAIIUH.
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7.411lepevyeHb OLICHOYHBIX CPEICTB

oC

HanmenoBanue
OIICHOYHOI'O
CpeICTBa

Kpatkas xapakrepucTtuka
OILIGHOYHOTO CPEJICTBA

[Ipencrasnenue
OIICHOYHOTO
cpeactra B DOC

YcTHbIH onpoc /
cobecenoBaHue,
(YO)

CpeAcTBO  KOHTPOJISi, OpraHU30BaHHOE
Kak Mpe3eHTaLus o0yJarommmcst
pe3ynbTaToB  BbIONHEeHHs  KypcoBoro
IPOEKTa C JIEMOHCTpAlMe HarjsiIHbIX
MaTepUajJoB U OTBETOB  Ha BOIPOCHI
NeJarornuyecKux pabOTHUKOB
(paboTHHMKA) HA TEMY JTOKJIaa, TEME,
npobseMe U T.I1.

KoHntpoibHbie
BOITPOCHI

IIpoekt

(1)

Koneunslii  mpoayKT, MOJIyYaemblii B
pe3ynbTare IUTAHUPOBAHMUS u
BBIIIOJIHEHUSI KOMILJIEKCa  y4eOHbIX U
UCCIIeI0BATEIbCKUX 3aJlaHui.
[To3Bosser OLICHUTH YMEHHUS
o0y4aromuxcs CaMOCTOSITENILHO
KOHCTpyUpOBaTb  CBOM  3HaHUS B
IpoLEecce  pPELIeHUs  MPaKTHUYECKUX
3aja4 u npodsieM, OPUEHTHUPOBATHCS B
MHGOPMALIMOHHOM  IMPOCTPAHCTBE U
YPOBEHb c(OpMHPOBAHHOCTH
AQHAIUTUYECKUX, UCCIIEZIOBATEIbCKIX
HABBIKOB, HABBIKOB MPAKTUYECKOTO U
TBOPUYECKOIO MBIIIICHHS. Mosxer
BBITIOJTHATHCS B HHIUBUYalTbHOM
HOPSIJIKE WIM TPYNIION 00yYaronIuXCsl.

Tunosas nmporpamma

OK3aMCHa

7.50nucaHue OLIEHOYHBIX CPE/ICTB

1. Tlporpecc MHOPMAIMOHHBIX TEXHOJOTMH M  HEOOXOAUMOCTh

MH(pOPMALIMOHHON OE30MaCHOCTH.

2. OcHOBHbIE NOHATHS MH()OPMAIIMOHHON 0€30MTaCHOCTH.
3. CTpyKTypa MOHATUS HHPOPMAITMOHHAsT 0€301TaCHOCTb.
4. Cuctema 3anuTel HHGOPMAIIMU U €€ CTPYKTYpa.

5. DxoHoMMYecKast UH(pOpMAIHs KaK TOBap U 00BEKT 0€30MacHOCTH.

6. [Ipodeccuonanbupie TaiiHbl, UX BHIBL. OOBEKTHI KOMMEPYECKOM TalHBI

MPEATPUATHH.

7. IlepcoHanpHble JaHHBIE U MX 3alUTA.

8. NubopmanmoHHbIe YTPO3bl, UX BUIBI U IPUYUHBI BOSHUKHOBEHHUS.

9. MuadopmarmoHHbIe YyTPO3bI I TOCYAapCTRA.

10. MrdpopManmoHHbIE YTPO3bI ISl KOMIIAHUH.
11. MadopManmoHHbIE YTPO3BI IS JIMYHOCTH ((PU3UUECKOTO JIUTIA).
12. [leiicTBus U cOOBITHSA, HapyLIatOIMe HHOOPMAITMOHHYIO O€30M1aCHOCTb.

13. JImuHOoCTHO-TIpO()eCCHOHANIPHBIE ~ XAapPaKTEPUCTUKU U JACUCTBUS

CIOCOOCTBYIOIIUX peain3aluu HHHOPMAITMOHHBIX YTPO3.

14. CnocoOs1 Bo3aeHCTBUS HHOOPMAIIIOHHBIX YTPO3 HAa OOBEKTHI.
15. BuemHuMe 1 BHyTpEHHUE CYOBEKTHI HHPOPMAIIMOHHBIX YTPO3.

16. KommbroTepHbIe MPECTYIUICHUS U UX KJIaCCU(UKAIIHSL.

o0ecrieueHus

Ha

COTPYAHHUKOB,
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17. HcTopuyeckue acieKThl KOMITbIOTEPHBIX MPECTYIUIEHUH U COBPEMEHHOCTb.
18. CyObeKTbl ¥ IPUIHHBI COBEPIICHUST KOMITBIOTEPHBIX MPECTYIUICHUH.

19. BpenoHoCHBIE IPOTPAMMBI, UX BUIBI.

20. Mctopust KOMITBIOTEPHBIX BUPYCOB U COBPEMEHHOCT.

21. TocynmapcTBeHHOE peryupoBaHre HH(OOPMAITMOHHOW 0€30MMacHOCTH.

22. JleaTenbHOCTh MEXIyHApOJHBIX OpraHu3auuii B chepe HH(POpMAIMOHHON
0€30MaCHOCTH.
23. HopmaruBHO-TIpaBOBbIE ~ acmekThl B oOnactu  MH(MOPMAIMOHHON

6e3onacHoctu B Poccuiickoit denepanuu.
24. JloxtpuHa nHpopMaMoHHO# Oe3omacHoctu Poccun.
25. VYTOIIOBHO-TIPAaBOBOM KOHTPOJb HaJ KOMITBIOTEPHOW TIPECTYITHOCTHIO B
Poccun.
26. denepanbHbie 3aK0HBI 110 Vb B PO.
27. TlonuTuka 6€30MaCHOCTH U €€ TIPUHIIMIIHI.
28. ®parMeHTapHBIM U CUCTEMHBIN MOJIXO0 K 3aIIuTe HHPOpMAIUH.
29. MeTosl U CpeacTBa 3alIUTH HHPOPMAITHH.
30. OpranuzanuonHoe obecreucnne Ub.
31. Opranuzanusi KOH(QUICHINATBHOTO JEIONPOU3BOICTBA.
32. Kommiieke opraHu3aniioHHO-TEXHUYECKUX MEPONPHUSATHIA MO0 00ecreueHuro
3aIMUTHl HH)OPMAITUH.
33. MmKeHepHO-TEXHUYECKOE 00eCIIeYeHIE KOMITBIOTEPHON 0€30MaCHOCTH.
34. OpraHu3aIimoHHO-TIPAaBOBOM CTATyC CIy>KObI 0€30MacHOCTH.
35. 3ammra nadopmaruu B UHTepHere.
36. DieKTpoHHas 1Mo4Ta U ee 3alluTa.
37. 3amura OT KOMIBIOTEPHBIX BHPYCOB.
38. «boybHBIE» MOOUITBLHUKHU U UX «JICUCHHUEY.
39. [MonynspHBIE aHTHBHPYCHBIE TIPOTPAMMBI U UX KJIACCU(DUKAIIHS.
40. Opranu3zanus CUCTEMbI 3aLTUTHl THPOPMAIIUU S3KOHOMHUYECKHX 00BEKTOB.
41. Kpunrorpaduueckue METOIbI 3alTUTHI HHPOPMAIIHH.
42. DTtanbl HOCTPOEHUSI CUCTEMBI 3aIUTH HHPOPMAIIHIH.
43. Ornenka 3((eKTUBHOCTH MHBECTUIINN B HH(POPMAITMOHHYIO O€30MaCHOCTb.
44. Tlnan obecrieyeHUs] HENpPEpHIBHONW pabOThl M BOCCTAHOBIICHUS
(GYHKITMOHUPOBAHUS aBTOMATHU3WPOBAHHON MH()OPMAIIMOHHOM CUCTEMBI.
45. Vnpasnenue uHGOPMAIITMOHHOW ©O€30MacCHOCTH Ha TOCYAapCTBEHHOM
YPOBHE.
46. Aymut Ub aBTOMaTH3MpOBaHHBIX OAHKOBCKUX CHCTEM.
47. DnekTpoHHAs KOMMEPIIUS U €€ 3aIlUTa.
48. MeHemkMEeHT W ayauT WHOOPMAIMOHHOW O€30mMacHOCTH Ha YpPOBHE
PETPUITHS.
49. NudopmarnronHas 6€30MacHOCTh MPEANPUHIMATETHCKOMN 1eATeTHbHOCTH.
50. OGecneuenue wuHPOPMAIMOHHOW OE30MACHOCTH JIOJDKHOCTHBIX — JIHIL
NPEICTaBUTEINICH JICITOBBIX KPYTOB.

7.6 TumoBasi mporpamMma 3K3amMeHa
BPEMA BBIITOJIHEHW A 3ATAHUA

)51
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4 actpoHOMHYECKUX Yaca. [lepephIBbl BO BpeMs BHIOJIHEHUS 3aJaHUsI HE TIPEATIONIAratoTCs.

3AJJAHUE DK3AMEHA

PykoBoacTBa OaHKa BechMa JIOBOJBHO BAIIMMH YCIeXaMH B MOOWIBHOH pa3paboTke u
PE3KMM yBENHYCHHEM 4YHucia KineHToB. [loGena B koHkypce "Jlydmiee GaHKOBCKOE MOOWMIIBHOE
npuiio’keHue" OTKPBUIO Mepes BaMU TOPU30HT HOBBIX 3a/lad, OJJHa U3 KOTOPBIX JEKUT B 00JIaCTU
UH(POPMALIMOHHOM O€30MaCHOCTH.

MHoro4ucaeHHbIe Kalo0bl KIMEHTOB BBISIBHIIN CYLIECTBEHHYIO ITPOOJIEMY B HCIIOJIb3yEMOM
IPOrPaMMHOM 00€CIICUeHUH — HaJM4ue YA3BUMOCTEH BEO-NIPHIOKEHHUIH U CEPBUCOB, C KOTOPHIMU
Br1 paboranu. Kak criermanucty Hanbosnee xopomo 3HakoMbIM ¢ ux AP (k coxkanenuto pa3paboTank
cobctenno 10 ucyes u3 moss 3peHus 6aHka, o CIyXaM MOCIeIHUI pa3 ero Buaenn Ha Kanapckux
OCTpOBaXx... HO cIy’k0a 6€30IacCHOCTH aKTUBHO €ro uileT) Bam nmopydeHo nmpoBectu ayauT CEpBUCOB
U 00HApPYKUTh BCE ySI3BUMOCTH.

PykoBoncTBO OaHKa mocse MpUcKOpOHOro UCUE3HOBEHUS pa3pabOTYMKa He BIIOJIHE 10BEPSIET
BaM, IO3TOMY TECTUPOBaHUE OyJIeT NPOU3BOIAUTHCS MO METOAY “dEPHOro SIMKa”, TO €CTh
U3HAYaJIbHO y Bac He OyAeT JOCTyINa K UCXOAHOMY KOAY HMPUIOKEHHUs (XOTsS BIOCIEACTBHU, IPU
YCIEIHOM B3JI0M€, BBl cMOKeTe MOCMOTPETh AAaHHBIM Kox). B mepByro ouepens ayaury JOKHO
HOJBEPTHYTHCSI XOPOILIO M3BECTHOE CTAHJAPTHOE OAHKOBCKOE MPUIIOKEHHE, UMEIOIee 3HAKOMBII
uHTEpdEic 1 BOSMOXKHOCTH — aBTOPU3ALINS, TTOIyYEHUE CIIMCKA APY3ei, MPOBEICHUE TPAH3aKIUH U
MOJly4YEHUE CIHCKa TpaH3akuuid. VIMeHHO oHo, Oyarojapsi ycrnexy MOOMJIBHOTO MPHIJIOKEHHUS,
HauboJIee YacTo UCTOIb3yeTCs KIIMEHTaMHU.

CpouyHOCTh M Ba)KHOCTH 3aJ]aud BBIHYAMJIO PYKOBOACTBO OaHKa OOBSBUTH CYIIECTBEHHYIO
Harpajay 3a YCIEIIHOE BBIIIOJHEHHE 3aJaHMUsl, 1a)Ke €CJIM OHO BBIIIOJIHEHO JIUIIL YacTu4yHO. [Ipemus
3aBUCUT KaK OT CIIO)KHOCTH, KPUTHMYHOCTH U KOJHMYECTBAa OOHApPYKEHHBIX YSI3BUMOCTEH,
NPUBOJALINX K YT€UKE NePCOHANBHBIX JaHHBIX MAaTE€PUATbHBIM M PEMyTAllMOHHBIM MOTEPSM, TaK U
OT TIIOJIHOTHI MX ONMUCAHMs U peKOMEeHJaluil mo ycrpaHeHuto. Ho momHuTe — Bama jnaiabHeimas
cynp0a Kak COTpyJHHMKa OaHKa 3aBUCHUT OT TOJHOTHI PEIICHHOHW 3ajadd, CTapaiTech HAWTH Kak
MO>KHO OOJIbIIIE ySI3BUMOCTEH HHaUe Oy/1eTe YBOJICHBI.

BXOIHBIE JAHHBIE

Jls Toro, uToObI TecThl He moBpeAnan padouee 10, agmuHKMCTpaTOpHl OaHKA CO3JANU JIBE
BUpTyaJIbHbIe MalmHbl B popmare Virtualbox, momHOCThIO KOMUPYIOIINE CUCTEMbI AEHCTBYIOIIUX
CEpBEpOB, KOTOpbIe Brl MOXkeTe UCTIOIB30BaTh AJIsl Pa0OTHI.

1. Buptyanbhas MamuHa ¢ JEHCTBYIOIIUM BEO-TIPUIIOKEHUEM JUISI TECTHPOBAHUS.
[Tocne 3amycka oOpasa BeO- MpUI0kKEHHE JOCTYITHO MO JOKAJIbHOMY aJpecy BUPTYaTbHON MallluHbI
(http://192.168.56.12). Hcmonp3oBaHMEM JaHHON BUPTYaJbHOH MAIIMHBI KaK-THOO Kpome
npotokona HTTP, nubo TecTtupoBaHue ysS3BUMOCTH APYTHX MPOTOKOJOB HE MOJPa3yMEBAETCA.
Hcxonas u3 3Toro Ha Hel OTCYTCTBYET rpaduyeckasi 000JI04Ka, U MalIMHA 3alUIIEHA TapOJIEM.

2. Buptyansnas mamuna Kali Linux 2016.2 co cniennanbHbIM JUCTpuOyTHBOM Linux ¢
rpaduueckoil 0607109KO0I U TpeayCTaHOBICHHON BO3MOXHOCTBIO BBOJ]a TEKCTAa Ha PYCCKOM SI3BIKE
JUISL IPOBEJICHUS] TeCTUPOBaHus. JlaHHas BUpTyalibHAs MalllMHA HAXOJUTCS B TOM e BUPTYaTbHOM
NOJCEeTH, 4YTO M MAallMHAa C BeO-NPHIOKEHHEM — TaKUM o00pa3oM, HMeEeTcs BO3MOYKHOCTh
UCIIOJIb30BaTh MHCTPYMEHTHI, BXoxasmme B coctaB Kali Linux, HampsMyio Ha TeCTUpyeMOM
HPUIIOKEHUU.

BBIXO/IHBIE JTAHHBIE

B pesynbrare pabotel B mamnke "Paboyuit cmor/@PUO - Homep epynnvi/WEBSECURE"
JOJKEH OBITH TIpefocTaBiieH daiia report.docx, comepskariuii CIeAyONy0 HHPOPMAIIHIO.

Bamry ®HO.
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Howmep rpymnmst.

Tabnuiyy ¢ oT4eTOM MO HAWAECHHBIM YSI3BUMOCTSIM, COJAEPIKAILYIO CIEIYIOIIYIO
UH(POPMALIHIO:

Ne o mopsiaky:

. BUJ| YS3BUMOCTH;

J MECTO pacIoJIOKEHUE B BeO-CepBHCE;

o UCIIOJIb3YEMBbIH CIOCO0 OOHAPYXKEHHUS YSI3BUMOCTH;

J OIHCaHKE YSI3BUMOCTH;

J NOTEHIMAJIBHBIE YTPO3bI ISl pACCMAaTPUBAEMOT0 BEO-TTPUIIOKECHHUS;

o METO/Ibl YCTPAHEHUS YSI3BUMOCTEN JaHHOIO TUIIA;

J IPUYMHBI BO3HUKHOBEHHUS YA3BUMOCTH B JAHHOM BEO-IIPUIIOKEHUH;

. PEKOMEHIALNY IO YCTPAHEHUIO YSI3BUMOCTH;

J CKPHHIIOTBHI KPAHOB, MOKA3bIBAIOIINE MPOLECC OOHAPYKEHUS M pE3yJbTaT

UCIIOJIB30BaHUs YS3BUMOCTH 3710YMBIIUICHHUKOM.

YCJIOBUA BEIITOJIHEHN A PABOTDI

Jns BBINOJIHEHMsI 3aaHusl JOIYCKAeTCs HCIIOIb30BAHHME TOJIBKO YCTaHOBJICHHBIX
cpeacts ¥ [IO joKampHOrO KOMIIBIOTEpAa M YKa3aHHBIX BUPTyaibHbIX MamuH. He

JIOIMyCKAeTCsl HMCIOJb30BaHUE HHTEPHET B Jr00oM Buue, flash-nakomwureneit, tenedoHOB,
HOYTOYKOB, MaTEPUAIIOB Ha CEPBEPaX.
KPUTEPUUM OLIEHKU 3AJJAHUA

HajigenHasi yI3BMMOCTH WJIM BO3MOKHOCTb COBEPILUMTH JIeCTBHE Harpapa, $
XSS INJECTION (TIOCTOSHHAS) 2000
1{Haxoxnenue 200
2|[ToaHoe onucanue 800
3|Pexomenparuu mo ucrpaBiIeHUIO 1000
XSS INJECTION (OTPAKEHHAS) 1000
A Haxoxnenue 100
5|ITonHoe onucanue 400
6| PexoMeH1aiuu 1o uCnpaBIeHUIO 500
FILE INJECTION 2000
7|Haxoxneune 200
8|I1onHoe omucanne 800
9|PexoMeHIanmu 1o HCIIPaBJICHHUIO 1000
BRUTE FORCE 3000
10[{Haxoxnenue 300
11{ITonnoe onucanue 1200
12| PekoMeH 1AMy 110 HCTIPABJICHHUIO 1500
CLICKJACKING 1000
13|Haxoxnenue 100
14{ITonHoe onucanue 400
15|PekoMengamu mo UCIpaBICHUIO 500
SQL INJECTION (CJIEITAS) 3000
16 [Haxoxnenue 300
17 [[TomHoe ommcanue 1200
18 |PexomeHmamu 1Mo NCIpaBICHUIO 1500
SQL INJECTION (SIBHASI) 2000
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19 [Haxoxnenue 200
20 |[TonHOE omucaHue 800
21 |PexomMeHaIuy mo WCIPaBICHUIO 1000
3AI'PY3KA BPEJJOHOCHBIX ®ANJIOB 2000
22 |Haxoxnenue 200
23 [([TomHOE OmMcaHue 800
24 |PexoMeHIaluy 110 HCIIPABICHHUIO 1000
CJABOE HIU®POBAHUE 2000
25 |Haxoxnenue 200
26 ([TomHoe ommcaHue 800
27 |PexoMeHIaluy 10 MCIPABICHHUIO 1000
BBIITIOJTHEHUE KOMAH/I HA CEPBEPE 4000
28 |Haxoxneune 400
29 |[TosHOE omucaHue 1600
30 |PexoMeHanuu 1Mo UCIpPaBICHUIO 2000
CSRF ATAKA 1000
31 [Haxoxnenue 100
32 |[TonHoe omucaHue 400
33 [Pexomenpanuu mo uCIpaBICHHUIO 500
PACKPBITHUE ITYTH 1000
34 |HaxoxueHue 100
35 |[TonHoe omucaHue 400
36 |PexoMeHanuuy 1o UCIpaBJICHUIO 500
MNOJYUYEHHUE UCXOJHOI'O KOJA NPUJIOKEHUSA (ITOJIHOI'O) 6000
37 |Haxoxneuue 600
38 |[Toanoe omucanue 2400
39 [Pexomenmanuu 1mo uCIpaBICHHUIO 3000
MOJIYYEHUE TPAH3AKIIUN MMOJIb30BATEJEN 1000
40 |Haxoxnenue 100
41 |[TonHoe omucaHKe 400
42 |PexoMeHIAIIH 110 UCTIPABICHHUIO 500
MOJIYYEHME JJAHHBIX TIOJIb30OBATEJIEN 1000
43 |HaxoxneHue 100
44 |[Toanoe onucaHue 400
45 |PexoMeHaIMY TI0 UCTIPABJICHUIO 500
MHNOJYUYEHHME MOJIHOI'O JOCTYIIA K CEPBEPY 10 000
46 |Haxoxnaenue 1000
47 |IToaxoe omMcaHue 4000
48 [PekoMeHmaMu 1Mo UCTIPABICHHUIO 5000
ABTOPU3AIUA 11O/ TPOU3BOJIBHBIM ITIOJIb3OBATEJIEM 1000
49 |Haxoxnaenue 100
50 |[TomHoe omucanue 400
51 |PexoMeHanmy Mo UCIpaBICHUIO 500
MHNEPEBO/ CPEJCTB OT JIMIA JIPYT'OI'O ITIOJIb3OBATEJISA 1000
52 |Haxoxnenue 100
53 |[TonHOE omucaHue 400
54 [PexoMeHaanuu mo MCIpaBICHHUIO 500

COOTBETCTBUE HABPAHHBIX BAJIVTOB OLIEHKE OSK3AMEHA
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Pe3y.]IBTaT paGOTLI OLCHUBACTCA CONIACHO NPHUBCACHHBLIM BBIIIC KPUTCPUAM, BBIIIOJIHCHUC
KaXJIOTO M3 KOTOPBIX YBEIMYMBACT PE3yJbTHPYIOIIEe BO3HATPAKICHWE HA yKa3aHHOE 3HAYCHHE.
MaxkcumanbHOe BUPTYaJbHOE BO3HATPAXKICHHUE, TOJTyYaeMOoe CTYICHTOM 32 YCICITHOE BBIITOJTHEHHE
3a7aHus ¢ yueToM Bcex kpurepueB — 44 000$. MtoroBoe Bo3HarpaxaeHue mpeoOpa3yeTcsi B OIICHKY

COTJIACHO CJIeyIOIIeH Tabuile.

Juanazon 6awioB Ornenka
0...11999 HeynoBneTBoputenbHO

12000 ... 15999 Y 10BIETBOPUTEIBHO

16 000 ... 21 999 Xoportio

22 000 ... 44 000 OTiuyHO

Ha6paHHBIe OaIbl U COOTBCTCTBYIOIIIad UM OLICHKA UMECT peKOMeHZ[aTCHBHLIﬁ XapaKkTep —

HK3aMEHATOP UMEET MPABO CKOPPEKTUPOBATH OLIEHKY B TY WJIM UHYIO CTOPOHY.
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