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1. Hesan, 3a0aun U NVIAHUPYEMbIe Pe3yJbTATHI 00y4eHUSs M0 JUCHUIINHE

K 0CHOBHBIM 1easIM OCBOCHUS AUCHUIUTMHBI «CETH W CUCTEMBI Tiepeadn HH()OPMAIHI)

OTHOCHUTCA:

¢ ITOJIYUCHHUC 3HAHWEC O IPUHOUIIAX ITOCTPOCHUA KOMIIBIOTCPHBIX ceTeﬁ;

* OBJIaJICHHE OOIIEH METOIMKOM CHCTEMHOT0 aJMUHUCTPUPOBAHHSI CETEBOI0 000OPY/JOBAHUS;

* 3aKpEIJICHUE NI0JIy4aeMbIX B CEMECTPE 3HAHUM U HaBBIKOB Ha MPAKTHUKE;

* (hopMUpOBaHME B3aUMOCBS3EH, 10JIy4aeMbIX B CEMECTPE 3HAHUN U HABBIKOB C N3yUYCHHBIMU
paHee U M3y4aeMbIX NapajuIeIbHO C JaHHOU JUCLUIUIMHOWM;

* TOArOTOBKA CTYJIEHTOB K JEATEJBHOCTH B COOTBETCTBMM C KBaIM()PUKALMOHHOM

XapaKTepUCTHKON OakaaBpa.

K ocHoBHBIM 3agauyam quciuruivibl «CeTH U CUCTEMBI Tiepeiaud HHPOPMAII» OTHOCITCS:

* 03HAaKOMJICHHE C MPUHIMIIAMHA CETEBOTO B3auMOJieicTBUs HAa ocHOBe mojienu OSI u creka
TEJICKOMMYHHUKAIIMOHHBIX MpoToK0JI0B TCP/IP;

* U3y4YECHHE U OCBOCHUE TEOPETUYECKOr0 Marepuasa, Kak B MPOIECCe KOHTAKTHOW, TaK U B

Xoac CaMOCTOSATEIIbHOM pa6OTH;

* BBITIOJTHEHUE MTPEIOCTABICHHBIX IPAKTHYECKUX 3aJaHUN Pa3InIHBIX (POpM, KaK B IIporiecce
KOHTaKTHOM, TaK U B X0JI€ CAMOCTOSITEIIbHOU PabOTHI;

* camMocCTosITeNbHAsT paboTa Ha/l TEeMATUKON JUCIHUILTUHBI 11 (POPMUPOBAHUS KOMITETCHIIUI
OCHOBHOM 00pa3oBaTenbHOM nmporpammsl (manee, OOIT).

B pesynbrare OCBOEHHUS AUCHUIUIMHBI Yy OOydYaroImuxcs (QOPMUPYIOTCS ClEIYyIOIINe
KOMIETCHIIMHM ¥ JIOJDKHBI OBITh JOCTUTHYTBI CIEAYIONIUE pPE3yJabTaThl OOYYCHHS Kak JTall
(dbopMUPOBaHUS COOTBETCTBYIOIIMX KOMIETEHIIUH.

Koa u HanmeHoBaHHe KOMIIeTeHIMHT HHaukaTopbl NUIAHUPYEMBIX Ppe3yJbTATOB 00y4YeHHS 1O
AUCIHUILINHE

OIIK-5. Cnocoben nHctauupoBats | MOIIK-5.1. 3HaeT OCHOBBI CHCTEMHOrO aJAMHUHUCTPHUPOBAHUS,

MIPOTPaMMHOE U amnmapaTHoe oOecnedeHne U | aqMHUHUCTPUPOBAHUS CVB/, COBPEMCHHBIE METO/IBI

WH(QOPMAMOHHBIX M aBTOMAaTU3MPOBAHHBIX | MH(MOPMAIIMOHHOTO  B3aMMOJCHCTBHA  WH(GOPMAIMOHHBIX U

cUCTEM aBTOMAaTHU3UPOBAHHBIX CHCTEM; CIOCOOBI MHCTaJUTALIA

MPOrPAaMMHOTO 00ECIICUCHHS, CIIOCOOBI OIICHKH MacCIITaOUPOBAHHSI
CHCTEM, CIIOCOOBI MHCTAIUISALIUH allapaTHOro 00ecreYeH s, METO/IbI
OLICHKH IMPOU3BOAUTECIIBHOCTU I/IH(l)OpMaIlI/IOHHBIX u
aBTOMaTU3UPOBAHHBIX CUCTEM.

NOIIK-5.2. YMeeT HHCTAIIIMPOBATh MPOrpaMMHOE OOecIieueHue, B
TOM YHCIIE B COCTaBE THIIEPCUCTEM, MHCTAJUIMPOBATH alliapaTHOE
obecrieueHue, MacmTabupoBaTh nH(pOpMaNOHHbIE u
ABTOMAaTU3UPOBAaHHbIE CHCTEMBI, OIIEHMBAaTh  HEOOXOANMOCTH
MacITabupoOBaHUsl CUCTEM, OLIEHWBATh 3aTPaThl Ha MHCTAJUISLHIO
amnmapaTHOTO U MPOTPAMMHOTO O0ECTICUCHHSI.

HOIIK-5.3. Bmameer: MeromamM# YCTAaHOBKH CHCTEMHOTO U
TIPUKIIATHOTO MIPOTPaAMMHOTO obecrieueHus1, OIICHUBaEM
IMPOU3BOAUTECIIBHOCTU I/IH(bOpMaHI/IOHHBIX H aBTOMAaTU3UPOBAHHBIX
CHCTEM, MacIITa0OMpPOBaHMEM CHCTEM 32 CYET WHCTAUIALUH
annapaTHOro U MporpaMMHOro 00ecIeueHuUsI.

OIIK-7. CriocobeH pa3pabaThiBaTh aJITOPUTMBI
U TIPOTPaMMBbI, IPUTOTHBIC [T MPAKTUICCKOTO
MIPUMCHCHHS

HOIIK-7.1. 3HaeT OCHOBHBIE  S3BIKU
OTEpaI[IOHHBIE CHCTEMBI W  O0OJIOYKH,
pa3paboTKH MPOTrPaMMHOTO 00CCIICUCHUS.

NOIIK-7.2. YMeeT coCTaBIATh aNrOpUTMBI, MHCAaTh U OTIAKUBATh
KOJIBI Ha SI3BIKE MPOrpaMMHPOBaHUS, TECTUPOBATh
paboTOCIOCOOHOCTh IPOTpPaMMbl, WHTErPUPOBaTh IPOrpaMMHbBIE
MO/JIYJIH.

HOIIK-7.3. Brmageer S3BIKOM TIPOTPaMMHPOBAHHUS, METOIAMHU
OTJIAJKH U TECTUPOBAHUS PabOTOCIIOCOOHOCTH IPOTPaMMBI

MIPOrpaMMHPOBAHUS,
COBpPEMEHHBIE  CpEJIbl

OIIK-8. CnocobeH mpWHUMATH YYacTHE B
YIIpaBIeHUU HPOEKTaMH CO3/1aHUS
NHQOPMAIIMOHHBIX ~ CHCTEM  Ha  CTaausX
KU3HEHHOTO IIMKIIA

NOIIK-8.1. 3HaeT OCHOBHBIE TEXHOJIOTHH CO3AHUS M BHEIPEHHUS
MH(OPMALIMOHHBIX CHUCTEM, CTAaHIAPTHl YHPAaBJICHHS KU3HEHHBIM
IIUKIIOM HH()OPMAIIMOHHOM CHCTEMBI.




B nporiecce ocBoeHust 06pa3zoBaTenbHOM IPOrpaMMbl JaHHbIE KOMIIETEHIIMY, B TOM YUCIIE UX
OT/JEJIbHbIE KOMIIOHEHTBI, ()OPMHUPYIOTCS MOITAHO B XOJI€ OCBOCHUS 00Y4arOIUMUCSA AUCLUILUINH
(MomyJieit), MPakTUK B COOTBETCTBUHU C yYEOHBIM IUIAHOM U KaJCHOApHBIM IpaUKOM y4yeOHOTO
porecca.

2. MecTO TUCHUILTUHBI B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl

Jucuumnnuna «CeTu U CUCTEMBbI Mepefadyd MHPOpMAlUN» OTHOCHTCS K YHUCIY Y4eOHBIX
TUCHUIIIMH  o0si3aTenbHOM vactu  bl.1  ydeOHOro 1iaHa OCHOBHOWM —MpodeCCHOHATBHOU
00pa30BaTeNIbHOI POrpamMMBbl.

JucuuniuHa B3aMMOCBSI3aHa JIOTHYECKH U CO/IEPIKATEIbHO-METOIMYECKU CO CIEIYIOIIMMHU
JUCUHUTIITNHAMU

* 51.1.9 OcHoBBI HH(POPMAITHOHHO-KOMMYHHKAITMOHHBIX TEXHOJOTHA.

3. CTpyKTypa M coep:KaHue IUCHUILTUHBI

OO01mast TpPyJI0eMKOCTh JUCIHMILIUHBI COCTABIIACT 3 3a4eTHRIX eauHuIbl (108 akameMuyeckux
4acoB, U3 HUX 54 yaca — camocTosITeNTbHas paboTa CTYICHTOB).

Pazmensl AMCOMIDIMHBI HW3y4YalOTCS HA BTOPOM Kypce B TpeTbeM cemecTpe, (opma
MPOMEKYTOUHOM aTTEeCTAINH - IK3aMEH.

3.1.Buabl yueOHoi1 paGoThbl H TPYI0EMKOCTbD J1JIsl 04HOI (hopMBbl 00yUeHUs1)

Ne . KosnuecTBo CemecTpbl
Buja yueOHoii padoThI
n/n 4acoB 3
1 AyJUTOpHBIE 3aHITUS 54 54
B ToM uncne:
1.1 Jlexrun 18 18
1.2 CeMHHapCKUe/TIPAaKTHUECKHE 3aHATHS
13 JlabopaTopHbIe 3aHATHS 36 36
2 CamocTosiTespHas paboTta 54 54
3 ITpoMeKyTOUHAs aTTECTAIHS
OK3aMeH 9K3aMeH
HUroro: 108 108
3.2. TemaTH4yeCKuil IJIaH N3y4YeHHUS TUCHMILINHBI 1JIs1 04YHOI (popmMbI
00y4eHus
TpynoemMKocCTh, 4ac
AynuropHas pabora
3
° =
Ne [Pa3menni/TeMbl E g = 2 2
n/n  |IUCUUILINHBI z % z b g &
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2 g S| S| B85 | 3¢
2 = oesd | 58 = = O 2
1 Tema «M3yueHue cetn» 10 1 4 5
2 Tema «CeTeBasi onepalnroHHasi CHCTEMay 10 1 4 5
3 Tema «CeTeBble TPOTOKOIBD 11 2 4 5
4 Tema «CeteBoil foctym» 7 7
5 Tema «KaHanbHbIH ypOBEHB» 15 2 8 5
6 Tema «CeTeBol ypOBEHBY 11 2 4 5
7 Tewma «IP-agpecarus» 7 7
8 Tema «Pa3neneHue Ha mojceTn» 11 2 4 5
9 Tema «TpaHCIOPTHBIN YPOBEHBY 13 4 4 5
10 Tema «YpOBEHb NPHIIOKEHHI» 13 4 4 5
Bcero 4acoB 110 TMCHUILIMHE HA IEPBOM Kypce 108 18 36 54




3.3.Conepxanne TUCHUMILTHHBI

Tema 1 U3yuenne ceTu

1.0 Beenenue

1.1 Ha cBs3u co Bcem Mmupom

1.1.1 CoBpeMeHHBIE CETEBbIE TEXHOJIOTHHI

1.1.2 IIpenocTaBiieHrEe pECYpCOB B paMKaxX CETH

1.2 Jlokanshble cetv (LAN), rino6aneueie cetu (WAN), a Takxe cets HTEpHET

1.2.1 KomnoHeHTsI ceTn

1.2.2 Cetu LAN u WAN

1.2.3 Cetu Untepuer, UnTpaHeT u DKCcTpaHeT

1.2.4 Tlonkmouenne k UHTEpHETY

1.3 Cetb kak maaTdopma

1.3.1 KoHBepreHTHbIE CETH

1.3.2 HagexxHas ceThb

1.4 TTocTOosITHHO MEHSIOIIAsICS CETEeBas Cpejia

1.4.1 TenaeHIMM pa3BUTHUS CETEM

1.4.2 CereBble TEXHOJIOTUU AJIS AOMA

1.4.3 Obecnieuenue ceTeBoil 0€30MacHOCTH

1.4.4 CereBast apxuTeKTypa

1.5 3axmrouenue

JIaGopatopnas padota Nel OTobpaxkenue kaptsl MHTEpHET

* [IpoBepka coeMHEHHS C TOMOIILI0 KOMaH bl PiNg

* OrcinexuBanue MapuipyTa K yAaJéHHOMY Y3y ¢ Iomollpio cpeacta traceroute 8 OC
Windows

* OTciexuBaHye MapuIpyTa K yAaJIEHHOMY Y3J1y ¢ IOMOIIbIO IPOrPaMMHOI0 00eceYeHUs U
BE0-MHCTPYMEHTOB

* AHanu3 pe3yJabTaTOB OTCIEKUBAHUS

Tema 2 CereBasi onepamuoHHasi cucTeMa

2.0 Beenenue

2.1 Yuebnsrit kypc 10S

2.1.1 Cisco 10S

2.1.2 Joctym k Cisco 10S

2.1.3 HaBuranus o 10S

2.1.4 CtpykTypa KOMaH]

2.2 ba3oBas HacTpoOHKa yCTpOMCTB

2.2.1 Nmena y310B

2.2.2 OrpaHn4eHue 10CcTyna K KOHPUryparusM yCTpOHCTB

2.2.3 CoxpaHenue KoHpUrypauui

2.3 Cxemsl aapecoB

2.3.1 IlopTel 1 anpeca

2.3.2 Hactpoiika [P-anpecanuun

2.3.3 [IpoBepka coeAMHEHUS

2.4 3axitoueHue

JlaGopaTtopnas padota Ne2 Hasurarus o 10S

* Co3/iaHue OCHOBHBIX MOJKIIIOUEHUH, TocTyn K uHTepdeiicy komanaHoit crpoku (CLI) u
W3Y4YEHUE CIIPABKU

* V3ydeHue pexxuMOB JIOCTyTa K HHTEpQeiicy KOMaHIHOM CTPOKH

* Hactpoiika BpeMeHH!

JlaGopatopHas padorta Ne3 Hactpoiika OCHOBHBIX TapaMEeTPOB KOMMYTATOpa

* [IpoBepka koH(pUTypauy IO YMOTYAHUIO HA KOMMYTaTOpe

* HacTpoiika OCHOBHBIX ITapaMeTpoB KoMMyTaTopa S1

* Hactpoiika kommyTaTtopa S2

* HacTpolika KOMIIBIOTEPOB



* Hactpoiika BupTyanbHOrO HHTepdeiica KOMMyTaTopa A BO3MOXHOCTH YAaJCHHOU
HaCTPOUKH

JlaGopatopHas pabota Ne4 bazoBast KOHQHUrypalyst KOMMYTaTopa 1 OKOHEYHOT'O YCTPOMCTBA

* Hactpoutp mmeHa y3i0B u [P-aapeca BupryanbHOro mHTEpdeiica Ha KOMMYTaTOpax IO
ynpasinenueM OC Cisco IOS ¢ moMompi0 KOHCOJIBHOTO MOIKIIOUEHUS U nHTepdeiica KoMaHIHON
ctpoku (CLI).

* 3a1aTh MapaMeTphl JOCTYTA WIK OTPAaHUYUTh TOCTYT K KOH(PUTYpAIIH KOMMYTaTOPA.

* COXpaHUTh BBINIOJHEHHBIE HACTPOUKHU.

* [IpucBouTth 1BYyM OKOHEYHBIM ycTpoiicTBam IP-anpeca.

* [IpoBepuTh CKBO3HOE MOAKIIOYEHHE MEXIY ABYMS OKOHEUYHBIMH YCTPONCTBAMH.

JlaGopatopHnas padorta Ne5 Hactpolika KoMMyTaTopa 1 OKOHEYHOT'O YCTPOICTBa

* Hacrpolika OCHOBHBIX [TapaMeTPOB CETEBOI'0 yCTPONCTBA

* [IpoBepka U TECTUpOBAaHUE MOJKIOYEHHS K CETU

Tema 3 CeTreBble NPOTOKOJIbI

3.0 Beenenue

3.1 IIpaBuia KOMMyHUKAIUH

3.1.1 IlpaBuna

3.2 CeTeBbl€ MPOTOKOJIBI U CTAHIAPThI

3.2.1 IIpoToxoJib

3.2.2 HaGop nmpoToKoJIOB

3.2.3 Opranuszanu mno CTaHIapTU3AIUH

3.2.4 DTanoHHBIE MOAEIU

3.3 [lepenaua naHHBIX B CETU

3.3.1 MHkancynsuus JaHHbIX

3.3.2 JlocTyn K JaHHBIM

3.4 3akmroueHue

JlaboparopHuas pabota Ne6 N3yuenne moxneneit TCP/IP u OSI

* Uzyuenne HTTP-tpaduka

* U3yuenne paboThl HEKOTOPBIX MPOTOKOJIOB U3 cemeiictBa TCP/IP

Tema 4 CereBoii 10CcTYII

4.0 Beenenue

4.1 ITpoTOKOJIBI (PU3HUECKOTO YPOBHS

4.1.1 IoaxmroueHne HU3NIECKOTO YPOBHS

4.1.2 HazHaueHue (pu3n4ecKoro ypoBHs

4.1.3 XapakTepucTHKH (PU3UYECKOTO YPOBHS

4.2 CeteBble CpeACTBA MOJKIFOYEHUS

4.2.1 Mennblit kabenb

4.2.1.6 Be3onacHOCTh MEIHBIX KaOeJeH

4.2.2 Kabenu tuna UTP

4.2.3 [Ipokiiajgka onTOBOJIOKOHHBIX Kabemneit

4.2.4 CpenctBa 6ecripOBOHOTO TIOIKITIOYEHUS

4.3 IIpOoTOKOJIBI KAHAJIBHOTO YPOBHS

4.3.1 Ha3HaueHue KaHaJIbHOTO YPOBHSI

4.4 YnpaBneHue I0CTYIIOM K CpeJie

4.4.1 Tononoruu

4.4.2 Tononoruu rnodansHeix ceteit (WAN)

4.4.3 Tononorun nokanbHbIX ceteit (LAN)

4.4.4 Kagp xaHalia nepenadu JaHHbIX

4.5 3axitoueHue

Tema 5 KananbHblil YpOBEeHb

5.0 Beenenue

5.1 Ilporokon Ethernet

5.1.1 Kagp Ethernet

5.1.2 MAC-anpeca Ethernet



5.2 KommyTtaTops! nokanbHbIX cetel (LAN)

5.2.1 Tabnuma MAC-aapecoB

5.2.2 Crioco0bl IepechUIKH Ha KOMMYTaTOpe

5.2.3 Hactpolika mopTOB KOMMYTaTopa

5.3 IIporokon pa3peuienus aapecoB (ARP)

53.1 MACulP

5.3.2 [Ipotokon pazpemienus aapecoB (ARP)

5.3.3 [Ipo6membr ARP

5.4 3akmoueHue

JlaGopaTopnas pa6ota Ne7 Amnamu3 kaapoB Ethernet m mpocmotp cereBoro tpaduka c
noMo1kio nporpamMmmel Wireshark

* N3yuenue noneit kaapa Ethernet |1

* 3axBar u aHanu3 AaHHBIX npotokona |ICMP B nokanbHOM ceTH ¢ MOMOIIBIO TPOTPAMMEI
Wireshark

* 3axBat ¥ aHaNM3 JaHHBIX poTokosa I[CMP nis yaaneHHBIX y3710B ¢ IOMOIIBIO IPOTPAMMBbI
Wireshark

JlaboparopHnast pabota Ne8 AHanu3 padotel mpoTokona ARP

* Co3ianue U HaCTpOWKa CETH

* Hcnonb3oBanue komauasl arp B OC Windows

* lcnons3oBanue komaHibl show arp B [0S

* Ananmu3 oOMeHa coobuieHusimu ARP ¢ momomisto nporpammsl Wireshark

Tema 6 CereBoii ypoBeHb

6.0 Beenenue

6.1 IIpoTOKOIIBI CETEBOIO YPOBHS

6.1.1 CereBoil ypoBeHb B ITpolLiecce Mepeadn JaHHbIX

6.1.2 Xapakrepuctuku nporokosa IP

6.1.3 [Taker IPv4

6.1.4 ITaker IPv6

6.2 MapupyTtuzanus

6.2.1 MeToapl MapLIpyTHU3aLluU y3JI0B

6.2.2 Tabmuipl MapLIIpyTU3ALUK MapIIPyTU3aTOpa

6.3 MapmipyTtusaTopsl

6.3.1 YcrpoiicTBO MapipyTu3aTopa

6.3.2 3arpy3ka MapupyTHu3aTopa

6.4 Hacrpoiika mapmpytuzaropa Cisco

6.4.1 HacTpoiika HCXOAHBIX TapaMETPOB

6.4.2 Hactpoiika unrepgeiicon

6.4.3 HacTpoiika 1uiro3a 1o yMoJIdaHuIo

6.5 3akmroueHue

JlaboparopHas pabota Ne9 [ToaxmroueHne mapipytusaropa k gokansHoi cetu (LAN)

* OToOpakeHue CBEACHUI 0 MapIIPyTU3aTOPE

» Hactpoiika untepdeiicoB mapiipytuzaropa

* [IpoBepka koHpurypanuu

JlaGopatopHas padota Nel0 YcTpaHeHHe HEMOIa 0K, CBA3aHHBIX C OCHOBHBIM IILUTIO30M

* [IpoBepka ceTeBoii TOKyMEHTAIIUN U yCTPAaHEHHUE MPOOIIeM

* Buenpenue, npoBepka U JOKYMEHTUPOBAHUE PELICHUN

Tema 7 IP-agpecanus

7.0 Benenue

7.1 Ceressie [Pv4-anpeca

7.1.1 IIpeoOpa3oBaHre ABOMYHBIX 3HAYCHUI B JIECATHUHBIC

7.1.2 Ctpykrypa IPv4-anpeca

7.1.3 OgHoaapecHas, UPOKOBELATENIbHAs U MHOT0aIpecHas paccbuika [IPV4

7.1.4 Tunsl IPv4-aapecoB

7.2 CereBrle [IPv6-anpeca



7.2.1 IIpo6nemsr [Pv4

7.2.2 IPv6-anpecanus

7.2.3 Tunsl IPv6-anpecos

7.2.4 NunuBunyansueie [Pv6-anpeca

7.2.5 I'pynnoBeie [Pv6-aapeca

7.3 IlpoBepka coeTMHEHUS

7.3.1 ICMP

7.3.2 TecTupoBaHUE U IPOBEPKA

7.4 O630p

7.4.1 3akiroueHue

Tema 8 Pa3nesienue Ha moaceTu

8.0 Benenue

8.0.1 Jobpo moxkanoBaTs!

8.1 Paznenenue IPv4-cetn Ha monceTn

8.1.1 Cermenranus cetu

8.1.2 Pasnenenue IPv4-cetu Ha moacetu

8.1.3 Paznenenue Ha nozaceru ¢ npedukcom /16 u /8

8.1.4 Pa3nenenne Ha MOJCETH B IEISIX COOTBETCTBUS TPEOOBAHUSAM

8.1.5 Ilpenmy1iecTBa pa3aeneHus Ha OACETU C UCIIOIb30BAHUEM. ..

8.2 Cxemsl aapecaruu

8.2.1 CTpyKTypHUpOBaHHbBIN IPOEKT

8.3 Ocobennoctu npoektupoBanus [Pvo-cetn

8.3.1 Paznenenue IPv6-cetn Ha nojcetu

8.4 3axnroueHue

Jlaboparopuas pabota Nell Wzyuenue [Pv4 anppecarym

* Onpenenenue |IP-agpeca cetn mo uzBectHoMy IPV4-anpecy n macke

 Pacuet mapameTrpoB nojicereit mo |Pv4-aapecy

Tema 9 TpancnopTHblii YpOBEeHb

9.0 Beenenue

9.1 IIpoTOKOJIBI TPAHCTIOPTHOTO YPOBHS

9.1.1 Tlepenaua qaHHBIX

9.1.2 O630p mpotokoios TCP u UDP

9.2 TCP u UDP

9.2.1 O6men nanHbIMU 110 ipoToK0ITy TCP

9.2.2 HapexxHOCTh U yTpaBJeHHE MOTOKOM Nepeaun JaHHBIX

9.2.3 O6meH naHHBIMU 110 TTpoToKoy UDP

9.2.4 TCP umu UDP

9.3 3akmroueHue

JlaboparopHast pabotra Nel2 HabmiogeHwe 3a mporieccoM TPEXCTOPOHHETO PYKOIOXKATHS
npotokoia TCP ¢ nomomikto nporpammsl Wireshark

* [ToarotoBka nmporpammsl Wireshark k 3axBaty kanpos

* BriGepure HeoOxoauMbIi HHTEpdENC ceTeBOro aganTepa A 3axBaTa KaJpoB.

* 3axBar, MOWCK M aHAJN3 KaJIpoOB

* 3axBaT JaHHBIX BeO-ceaHca ¢ y3mom https://mospolytech.ru/.

* [Touck COOTBETCTBYIOIIUX KAAPOB JJIsi BeO-ceaHca.

* AHaM3 JAaHHBIX, COJIEPXKAIIMXCS B Kajpax, Bkirovas [P-anpeca, Homepa mopToB u diaru
ynpasnenus TCP.

JlaGopaTtopnas padora Nel3 OOMen nanubIME ¢ ucnioib3oBanueM TCP u UDP

* ['enepanus ceTeBoro Tpaguka B pesKuMe MOJICTHPOBAHUS

* M3ydenune nporecca GyHKITMOHUPOBAHKS MPOTOKOJIOB TpaHcropTHOTO YpoBHs TCP u UDP

Tema 10 YpoBeHb npuiioxkeHuit

10.0 BBeneunue

10.1 IIpoToKoIIBI YPOBHSI IPUIIOKEHUH

10.1.1 YpoBeHb NpuiioKeHud, ypoBEHb MPEICTABICHUN, CEAHCOBBIN YPOBEHb



https://mospolytech.ru/

10.1.2 CnocoObl B3aMMOZEHUCTBUS MPOTOKOJIOB YPOBHS NPHIOKEHUH C NPUIOKECHUAMHU
KOHEYHBIX IMOJIb30BaTeseH

10.2 Obuien3BecTHBIE TPOTOKOJIBI U CEPBUCHI YPOBHS NMPUIIOKESHUN

10.2.1 IIpoTokomsl BeO-Tpaduka 1 IEKTPOHHOUN MOYTHI

10.2.2 Cepsucs [P-agpecanun

10.2.3 CepBHCH COBMECTHOTO J0CTyIA K (paitiam

10.3 3akmroueHue

JlaGopaTtopHnas padora Nel4 N3yuenue pyHKImoHMpOBaHUs ci1y>k061 DNS

* Uzyuenue Gpynkuuu ciayx06b1 DNS no npeobpazosanuto URL B IP-anpec

* Nzyuenue pabotsl ciayxk0661 DNS Ha koMmmbroTepe, HCOIb3ys KoMaH1y nslookup

JlabopaTtopnas padota Nel5 [loctymn k uHTepdEiicy KOMaHIHON CTPOKH MO MpoTokoiay SSH

* HacTpolika OCHOBHBIX I1apaMeTPOB YCTPOMCTB

* Hacrtpoiika pgoctyma k wuHTepdeiicy KOMaHIHOW CTpOKH 10 mpoTokony SSH Ha
MapuIpyTU3aTope

* Hactpoiika goctyna k uaTepdericy komaHaHOM CTpoku 1o npoTokoiay SSH Ha kommyTaTope

* YcraHOBKa coetuHeHus ¢ nHTepdeiica komanaHoi ctpoku (CLI) mo nporokory SSH

Metonuka mpernoaaBaHus AUCHUILIUHBL «CeTH M CHUCTEMBI Tepeqadyd HHPOpMalum» Hu
peaym3anysi  KOMIIETCHTHOCTHOTO  IMOJXOJa B  W3JIOKCHHM ¥ BOCHPHATHH  MaTepuaia
peycCMaTpUBAET UCIOIB30BAaHUE CIIEIYIONIMX aKTUBHBIX M MHTEPAKTUBHBIX (JOPM MPOBEICHUS
IPYNIOBBIX, WHIUBUIYAIBHBIX, ayJUTOPHBIX 3aHITHA B COYCTAHHH C BHEAYIUTOPHON pabOTOH ¢
1EeNbI0 OPMUPOBAHUS U PA3BUTHS MPO(PECCHOHAIBHBIX HABBIKOB Y 00yYarOIIUXCSI:

* BBITTOJTHEHHUE JTA0OPaTOPHBIX paboT B 1ab0OpaTOpHUAX BY3a;

* UHJUBUYyaJbHbIC U TPYIIOBBIE KOHCYJIBTAIIUN CTYACHTOB IIPENOIaBaTEIIEM;

* mocemeHne NpodUIbHBIX KoH(pepeHIM u paboTa HA MacTep-Kiaccax SKCIIEPTOB U
CHEIMAIUCTOB B  BEO-TEXHOJIOTUAX, BeO-pazpaboTke, HHTepHET-MapKeTHHIe U JIPYrux
po(heCcCHOHABLHBIX 00TACTSX.

CamMocTosaTenbHass BHeayJUTOpHas paboTa CTYIEHTOB COCTOMT M3 TOJATOTOBKH K
BBITIOJTHCHHIO | 3aIIUTE 1a00paTOPHBIX paboT, a TAaK¥Ke MOJTOTOBKU K MMPOMEKYTOYHON aTTeCcTallun
BO BpeMsl HK3aMEHAIlMOHHOM ceccuu U cocTaBisieT 50%.

4. YueOHO-MeTOANYecKOe U HH(POPMALIMOHHOE 00ecredeHue

4.1. HopmatuBHbie 10KyMeHTbI 1 'OCThI

1. ®enepanbHblii 3akoH oT 29.12.2012 Ne 273-®3 «0O6 ob6pazoBanun B Poccuiickoii
Denepauum».

2. Tlpuka3 MunoOpuayku Poccum ot 19.09.2017 N 922 (pen. ot 08.02.2021) «O06
YTBEPXKICHUH  (ellepajJbHOr0 TOCYJapCTBEHHOTO 00pa30BaTENbHOTO  CTaHAApTa  BBICIIETO
oOpa3oBaHus — OakanaBpuaT no HampasiaeHuto noarotosku 09.03.03 Ilpuknaanas nHdopMaTUKa»
(3apeructpupoBano B Muntocte Poccun 12 oxtsi6pst 2017 . N 48531).

3. Axkanemmueckuii yueOHbNi mman Hampasnenwe moaroroBku: 09.03.03 IlpukiamHas
uHpopmaruka [Ipoduns: MHpopMaiioHHbIe TEXHOJIOTUH yIpaBieHus Ouznecom ®opma o0ydeHus:
OYHas.

4. TlonmoxkeHHe O MPOBEACHUU TEKYIIETO0 KOHTPOJS YCHEBAEMOCTH U IPOMEXYTOUHOMH
aTTectauuu oOydaromuxcsl (enepaJbHOr0 rocyJapCTBEHHOTO aBTOHOMHOIO 00pa3oBaTEIbHOTO
YUPEKACHHUS BBICIIEr0 00pazoBaHust «MOCKOBCKHI MOIUTEXHUYECKHH YHUBEpCUTET» (Y TBEPKIEHO
npuka3zoM Mockosckoro [Tomutexa ot 01.12.2022 Ne 13750/1).

4.2.OcHOBHaf TUTEpPaTypa
1. Cetn 1 TeneKOMMYHUKaAIUK: Y4eOHUK U npakTukyMm st By3oB / K. E. Camyiinos [u ap.];
non penakmuei K. E. Camyiinosa, U. A. llanumosa, J1. C. KynsboBa. — 2-e u3n., nepepad. u JOII.
— Mocksa: UznarenbctBo HOpaiit, 2023. — 464 ¢. — (Beiciee o6paszosanue). — ISBN 978-5-534-
17315-4. — Tekct: anmekrponnbiit / OOpaszoBarenbHas miargopma HOpait [caiiT]. — URL:
https://urait.ru/bcode/532855 (nara obpamienus: 18.09.2023)
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2. Mubpos, M. B. Cetn u tenexkoMmyHukauuu. Mapuipytusanust B [P-cetsx: y4eOHUK u

MpakTUKyM i By30B / M. B. lubpoB. — 2-e¢ u3n., nepepad. u mon. — MockBa: M3naTenscTBO
Opaiit, 2023. — 423 c¢. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
AJICKTPOHHBIN /l O6pa3zoBaTenpHas maTdopma FOpaiirt [caiit]. — URL:

https://urait.ru/bcode/531273 (nara obparienus: 18.09.2023)

4.3.25eKTpoHHbIe 00pa3oBaTe/bHbIEe PeCypPChl
1. https://online.mospolytech.ru/course/view.php?id10552

4.4.]lonoiHUTEIbHAS JIUTEpaTypa

1. Tpopumos, B. B. I'nobanbHble 1 J0KadbHbIE ceTH: yueOHUK U1t By30B / B. B. Tpodumos,
M. U. bapa6anoga, B. U. Kuses. — 4-e uzn., nepepad. u qon. — Mocksa: U3marensctBo FOpaiiT,
2023. — 162 c. — (Briciiee o6pazoBanue). — ISBN 978-5-534-17504-2. — TekcT: 351eKTpOHHBIN
// Obpa3oBarenbHas miathopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/533206 (nara
obpamenusi: 18.09.2023)

2. 3amsatuna, O. M. BeruucauTeNbHBIE CHUCTEMBI, CETH U TEICKOMMYHHUKAIIUH.
MonenupoBanue ceteii: yauedHoe mocodue ais By30B / O. M. 3amstuna. — Mocksa: M3aaTenscTBO
FOpaiit, 2023. — 167 c. — (Bricmee obpazopanme). — ISBN 978-5-534-16305-6. — Tekcr:
JJIEKTPOHHBIN // Oo6pa3oBarenbHas wiatdopma IOpaiit [caiiT]. — URL:
https://urait.ru/bcode/530772 (nara obparenus: 18.09.2023)

5. MaTtepuajabHO-TeXHHYECKOE oDecrevyeHne

5.1. Tpe6oBanusi K 000pYA10BAHUIO M TIOMEILEHHUIO 1JIs1 3AHATHI

3ansatus no aucuuruinae «CeTu U CUCTeMBI Tiepeayr HHQOpMAaIimy JOHKHBI IPOBOIUTHCS
B CIIELMATM3UPOBAHHBIX ayAUTOpUAX B kopmyce MockoBckoro [lonmurexa Ha yin. [psHuinmHukoBa
n.2a, ayn. I11P2402 wu I1P2403, ocHaleHHBIX COBPEMEHHOW OPITEXHUKONM M IMEPCOHAIBHBIMU
KOMIIBIOTEPAMH C TPOTPpaMMHBIM OOECleYeHHeM B COOTBETCTBHHM C TEMAaTHKOW H3y4aeMOoro
Marepuana. Yuciao paboymx MECT B ayJAUTOPUH JOJDKHO OBITh JOCTATOYHBIM JJIsI 0OecreueHus
WHAMBUIYaIbHON paboThl cTyneHToB. Pabodee mecTto mpemogaBaTelns TOKHO OBITh OCHAIIEHBI
COBPEMEHHBIM KOMITBIOTEPOM C IMOJKIIOYCHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIA dKpaH, WU
WHBIM aHAJIOTHYHBIM 10 (PYHKIIMOHATHHOMY Ha3HAUYE€HUIO0 000PYIOBAHUEM.

5.2.TpeGoBanus K NPOrpaMMHOMY O0ecrneYeHHn 0

Jlis  BBIMONHEHUS J1abOpaTOPHBIX pabOT U CaMOCTOATENbHOW paboThl HEOOXOAMMO
cleyroliee nporpaMMHoOe oOecrieueHue:

+OC

* Be6-6paysep

* Putty

* TerraTerm

* Cisco Packet Tracer

6. Meroauyeckne peKOMeH AU

6.1.M€TOI{I/I‘16CKHC PEKOMCHIAMU IJIA NMPEnoaaBaTe/Jd 1o Opranu3anuu

o0yueHust

1. Ilpu MOATOTOBKE K 3aHSATHSAM CIIEAYET MPEABAPUTEIBHO MPOopadboTaTh MaTEpHUal 3aHITHS,
MPEAYCMOTPEB €ro MoJadyy TOYHO B OTBEAEHHOE JJISL 3TOTO Bpems 3aHATUs. ClieyeT MOArOTOBUTH
HEOOXOJAMMBIE MaTepUaibl — TEOPETUUECKHE CBEACHUS, 3a1ayu U Ap. [Ipu mpoBeneHuH 3aHATHS
clelyeT KOHTPOJIMPOBATh MOJady MaTepualia U pelieHHe 3aJaHuil ¢ yuéToM yueOHOro BPEMEHH,
OTBEJIEHHOTO JIJIs 3aHSTHS.

2. Ilpu mpoBepke pabOT U OTYETOB CIEAYET YYUTHIBATH HE TOJBKO MPABUIHHOCTH
BBITIOJTHCHHSI 33J]aHU, HO WM ONTHMAJIBHOCTh BBEIOPAHHBIX METOJIOB PEIICHUS, IMPaBUIBHOCTH
BBITTOJTHEHHS BCEX €T0 I1aroB.
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3. JInst cnaum paboT, KOTOpPBIE CTY/ACHT HE BBHIIOJIHHUI B TEUEHHE CEMeCTpa, MpenoaBareib
OpraHu3yeT JONOJHUTENbHBIE 3aHATUSA B KOHIIE CEMECTPA.

6.2.MeToanueckue yKa3zaHus s 00y4aOMIUXCsl M0 OCBOCHUIO JUCHUILTUHBI

N3ydenune TUCUMITIMHBI OCYLIECTBISIETCS B CTPOIOM COOTBETCTBHUHM C 1I€JIEBOM YCTaHOBKOM B
TECHOH B3aMMOCBSI3U yueOHbIM II1aHOM. OCHOBOM TEOPETHUECKOI MOArOTOBKU CTYIEHTOB SIBIISIIOTCS
JICKIIMOHHBIE 3aHATHSI, TAOOPATOPHBIE PAOOTHI.

B mpormecce camocToSITeNbHOM pabOThI CTYIACHTHI 3aKPEIUISIOT W YIIyONSIOT 3HAHHS,
IOJyYEHHbIE BO BpeMs ayJUTOPHBIX 3aHATHH, 10pabaThIBalOT KOHCIEKTHI U 3aIllUCH, FOTOBSTCS K
NPOBEICHUIO U 00padaTHIBAIOT pPe3yJbTaThl Ja00pAaTOPHBIX PadOT, TOTOBITCA K MPOMEKYTOUHOU
aTTeCTallUH, a TAKXKE CAMOCTOATENIBHO U3Yy4atoT OTAEIbHbIE TEMbI yU€OHOM ITPOrpaMMmBl.

Ha 3aHATHSX CTYAEHTOB, B TOM YHCIIE€ NPEANOJAralolIfX MPAKTHYECKYIO JIEATEIbHOCTS,
OCYILECTBIIACTCS 3aKPEIJICHUE OJYUYEHHBIX, B TOM YHUCJIE U B IIPOLIECCE CAMOCTOSITENbHOM paboTHhl,
3Hanuii. Oco0oe BHMMaHHE OOpaliaeTcsi Ha pa3BUTHE YMEHUH M HABBIKOB YCTAHOBJICHUS CBS3U
HOJIOXKEHUH TEOpUU ¢ MPOPECCUOHATBHOMN AEATEIbHOCTHIO OYAYIIEro ClelUaINnCTa.

CamocrosTenpHas paboTa OCYIIECTBIACTCS MHAMBHIYadbHO. KOHTPOIB caMOCTOSTEIbHOM
paboThl opranusyercs B AByX (popmax:

* 3a1UTa J1a00pPaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI MpernoiaBareiei (TeKyIuid ¥ MPOMEKYTOUHBIN).

Texymuii KOHTPOJIb OCYILECTBIISAETCS HA ayAUTOPHBIX 3aHATHIX, IPOMEKYTOUHBIH KOHTPOJIb
OCYILIECTBJISIETCS HA 9K3aMEHE B MMCbMEHHOM (yCTHOM) opMme.

Kputepusimu o1ieHKH pe3yIbTaTOB CAMOCTOATENBHOM pabOoThl CTYICHTA SBISIOTCA:

* YPOBEHb OCBOEHHSI CTYJICHTOM Y4eOHOTO MaTepuaa;

* YMEHUS CTyJI€HTa UCIOJIb30BaTh TEOPETUUYECKHE 3HAHUS MPU BBITOJHEHUH MPAKTUUYECKUX

3aaa4,
* chopMHPOBAHHOCTH KOMIIETECHIIHIA;
* opopmieHNE MaTepralia B COOTBETCTBUU C TPEOOBAHMSIMHU.
7. ®OHJ OLEHOYHBIX CPEACTB
7.1.0nucanue noka3zareJieil 1 KpUTepreB OLlCHUBAHUS
HaumeHnoBanme IIpeacraBienne
Ne OC | ouneHouyHoro Kpartkasi xapakTepuCTHKA OLEHOYHOTO CPEJICTBA | OIEHOYHOI'0 CPEACTBA B
cpeacTBa DOC
CpencTBo KOHTpOJIS,, OPraHM30BaHHOE KaK OdHas
Bompocst 1o
. Oeceia mearornyeckoro paboTHUKA ¢ 00yYaroIIUMCST
KoHTponbHbIi pyOek N . TeMaM/paszenam
o Ha TEMBI, CBS3aHHBIC C M3y4aeMOW IUCLUILIMHOW, U
1 (ycrHBIH orpoc/ . | aucouIUIMHBL Bompockl
paccuMTaHHOE Ha BBUICHEHHE o0ObeMa 3HAaHHWN
cobeceoBanue) o 1a00paTOPHEIM
00y4aromierocst Mo ONpeNeICHHOMY pasJielly, TeMe, aGoran
mpobieme, B T.4. 110 J1a00paTOPHBIM paboTaMm. P
CpenctBo KOHTpOJIS, OPraHM30BaHHOE KakK O4YHBINA | Bompocs o
NUCBMEHHBI  OTBET 0OydYarollerocss Ha TEMBl, | TeMam/paszaenam
2 KonTponesHsIil pyOek | cBA3aHHBIE C  HW3y4aeMOW  OUCHWIUIMHOW, ¥ | TUCIMIUDIMHBL Bompocs
MUCBMEHHBIN OIPOC ACCUMTAHHBIH Ha BBIICHEHHE 00BeMa 3HaHWI | MO 1a00paTOPHBIM
p p parop

00yJaroIIerocss Mo ONpECICHHOMY pasaeny, Teme, | paboTam
npoOseme, B T.4. 0 J1ab0paTOpHBIM paboTam.
4 Tect(T) Cuctema CTaHAAPTU3UPOBAHHBIX 3a1aHui, | POHJ TECTOBBIX 3aJaHUI
TIO3BOJISIOIIIAS aBTOMAaTU3MPOBAThH poLeaypy
W3MEpEeHHUs YPOBHSI 3HAHUH M YMEHUH 00y4JaroIerocs.

5 OK3aMeHaIMOHHbIE CpencTBO TPOBEPKM 3HAHWMA, YMCHHUI, HABBIKOB. | DK3aMCHAIMOHHBIC
owunets! (O6) MoeT  BKJIIOYaTh  KOMIUIGKC  TEOPETHYCCKHUX | OMJICTHI.
BOIIPOCOB, 3a]1a4, PAKTHYCCKUX 3aaHUH. [lkana oneHWBaHUS U

npouenypa NpUMEHEHHUsL.
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7.2.0nncanue nNokasarejeil U KpuTepreB OLEHUBAHUS KOMIIeTEHIIHUIA,
(popMupyeMBIX 10 UTOraM OCBOCHUSA TUCUMILIMHBI, ONMMCAHUE LKA

OLlCHUBaHUHA

[Tokazarenem olieHMBaHMs KOMIIETEHIMI HA pa3IMYHbIX ATanax UX GOPMUPOBAHUS SIBISIETCS
JOCTHXKEHHE 00yUalOIIMMUCS INIAHUPYEMBIX pe3yJIbTaTOB 00YUYEeHHs IO AUCLUILINHE.

IToxa3arenan

Kpurtepun onennBanus

2 3

4

5

OIIK-5. CnocobeH HHCTAIMPOBaTh IMPOrpaMMHOE U ammaparHoe ofecrnedeHue Ui HHGOPMAIMOHHBIX U
ABTOMATU3UPOBAHHBIX CUCTEM

HOIIK-5.1. 3Haer
OCHOBBI CHCTEMHOIO
aJIMUHUCTPUPOBAHUS,
aJIMUHUCTPUPOBAHUS
CVYB[, COBpPEMEHHBIE
METObI
WH(OPMAIOHHOTO
B3aUMOJICHCTBUS
HHPOPMAIIMOHHBIX u
ABTOMATH3MPOBAHHBIX
CHCTEM; CIOCO0BI
HHCTAJUISALUH
MIPOrPaMMHOTO
obecneyenus,
OIICHKH
MacITabupoBaHU
CHCTEM, CITOCOOBI
HNHCTAJIJIALIUU
ammapaTHOro
obecreueHus,
OIICHKH
MIPOU3BOIUTEIILHOCTH
HH(POPMAIIMOHHBIX u
ABTOMATH3MUPOBAHHBIX
CHCTEM.
HOIIK-5.2.
HWHCTAJUTUPOBATh
MIPOrpaMMHOE
obecrieueHne, B  TOM
qHCIIe B cocrase
THIIEPCHUCTEM,
WHCTAJUTUPOBATh
anmnapaTHoe
obecrieucHue,
MacimTabupoBath
WH(POPMAIIMOHHBIC u
ABTOMATHU3HPOBAHHbIC
CHCTEMBI, OIICHUBATh
HEOOXOIUMOCTh
MacITabupoBaHU
CHCTEM, OIICHUBATh
3aTpaThl Ha
HUHCTAJUIAIUIO
armapaTHoro u
MIPOrPaMMHOTO
oOecrnicueHws.
HOIIK-5.3. Bnapgeer:
METOIaMH YCTaHOBKHU
CHCTEMHOTO u
IIPHUKJIATHOTO

CII0COOBI

MCTOAbI

YmMmeer

OOyuaromuiics OOyuaromnuiics
JEMOHCTPHUPYET JEMOHCTPHUPYET
TIOJTHOE HEMOJIHOE
OTCYTCTBUE WIH | COOTBETCTBHE
HEI0CTaTOYHOE CIIETYIOLINX
COOTBETCTBHE 3HAHWUM, YKa3aHHBIX
MaTepuany B MHIUKATOpax
JUCLUATUINHBI KOMIETEHIH
3HAHUH, JUCLUIUINHBL.
yYKa3aHHBIX B | JlomyckaroTcs
HMHAWKATOpax 3HAYUTENBHBIE
KOMIETEHIUI OIINOKH,
JUCLUATUIAHBL MIPOSIBIISETCS
HEJOCTATOYHOCTh
3HaHUM, 10 psny
ToKazaTeseH,
oOyuJaromuics
HCIIBITBIBACT
3HAYUTENbHBIC
3aTpyAHEHUs]  NpHU
OTIepUPOBAHUH

S3HaHUSAMHU TIpU  UX
NEPEHOCEC Ha HOBBIC
CUTYyaluH.

OOyuaronuiics
JE€MOHCTPUPYET
JaCTHYHOE
COOTBETCTBHE
CIIETYIOLINX
3HaHMUM, YKa3aHHBIX
B HMHIMKAaTOpax
KOMIETEHIUH
JUCLUIUINHBL.
JIOIYCKaroTCs
HE3HAYUTEIbHbIC
OIIIMOKH,
HETOYHOCTH,
3aTpyIHEHUS
AHATTUTHYECKUX
oTepanusix.

Ho

pu

OOyuaronuiics
JEMOHCTPUPYET
MIOJTHOE
COOTBETCTBHE

CIeAYIOIINX 3HAHUM,

YKa3aHHBIX
WHAUKATOpaXxX
KOMITETEHITUI
IACIUIIIAHBL
CBoboaHo
orepupyer
IPHOOPETEHHBIMU
3HAHUSIMH.

B
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POrPaMMHOTO
obOecrieueHus,
OLICHUBAEM
NPOU3BOANUTEIEHOCTH
WH(POPMAIIHOHHBIX u
aBTOMaTHU3MPOBAHHBIX
CHCTEM,
MacImTabupoBaHUEM
cUcTeEM 3a
HHCTAJIALIUN
anmapaTtHoro "
MPOrPaMMHOTO
obecrieueHusl.

CUeT

OIIK-7. CnocobeH pa3pabaThiBaTh aarOPUTMbI H TPOTPAMMBI, IPUTOAHBIE JIJIST IPAKTHYECKOTO IPUMEHEHUS

HOIIK-7.1. 3HaeT
OCHOBHEIE S3BIKU
MIPOrpaMMHUPOBAHUS,
OTEPAI[HOHHBIE CUCTEMBI
H 000JI0UKH,
COBpEMEHHBIE cpeabl
pa3paboTku
NIPOrPaMMHOTO
obecrieueHus.
HOIIK-7.2. VYmeer

COCTABJIATL AJITOPUTMBI,
nycarb M OTJIaXXUBaTb

KOJIBI Ha SI3BIKE
POrpaMMHUpPOBAHW,
TECTHPOBATH
paboToCIOCOOHOCTH
MPOTPaMMBI,
HHTETPUPOBATH

MIPOTPaMMHBIE MOJTYJTH.

HOIIK-7.3. Bnageer
SI3BIKOM
IIPOrpaMMUPOBAHUSI,
METOIAaMH  OTJIAAKH U
TECTUPOBAHUSI
paboTOCIOCOOHOCTH
MIPOTPaMMBbI

OO0yuatomruiics
JIEMOHCTPUPYET
TIOJIHOE
OTCYTCTBHE  WIIH
HEAOCTATOYHOE
COOTBETCTBHE
MaTepHuary
JACLIMIUIAHEI
3HAaHUMH,
YKa3aHHBIX B
HWHAUKATOpaX
KOMITETEHITUH
JIUCLMILIAHEL

OO0yuatomtuiics
JEMOHCTPUPYET
HEMOJHOE
COOTBETCTBHE
CIICYIOTIIX
3HAHUM, YKa3aHHBIX
B WHAUKATOpax
KOMIETEHIUH
JUCITUTUIAHEI.
HonyckaroTcs
3HAUUTENbHbIE
OIINOKH,
MPOSIBIIETCS
HEJOCTaTOYHOCTh
3HaHWM, 1O psay
ToKa3areseH,
oOyJaromuics
HCTIBITHIBACT
3HAYUTEIBHEIC
3aTpyAHECHUS
OTIepUPOBAHUU
3HAHUSAMH TPH KX
nepeHoce Ha HOBbIE
CUTYallUH.

npu

OO0yuatommuiics
JE€MOHCTPHUPYET
YaCTUIHOE
COOTBETCTBHE
CIICYIOTIIX
3HaHUM, YKa3aHHBIX
B WHAWKATOpaxX
KOMIETEHIU!
JOUCUMIIJIMHBI.
JIOITyCKaroTCA
HE3HAYUTENIbHbIE
OIINOKH,
HETOYHOCTH,
3aTpyOHECHUS
AHATTUTHYCCKIX
onepanusx.

Ho

pu

OO0yJatomtuiics
JIEMOHCTPUPYET
TTOITHOE
COOTBETCTBHE
CIICIYIOUINX 3HAHWA,
yKa3aHHBIX B
HWHAWKATOpax
KOMIETEHIUN
JUCIUILTHHBIL.
CobonHO
orepupyer
MIPUOOpPETEHHBIMU
3HAHUSIMHU.

OIIK-8. CriocobeH mpuHUMaTh y4acTHe B YIPaBJICHHU NPOEKTAMU CO3JaHusl HH)OPMAIMOHHBIX CHCTEM Ha CTaJUsIX

JKU3HCHHOTI'O ITHMKJIa

HOIIK-8.1. 3Haer
OCHOBHBIE ~ TEXHOJIOTHHU
CO3/IaHMsI M BHEAPCHUS
WH(POPMAITHOHHBIX
cucrem, CTaH/AapThI
YIPaBJICHUS )KU3HEHHBIM
LUKIIOM
MHPOPMAIIMOHHON
CUCTEMBI.

OO0yJatommuiics
JIEMOHCTPHPYET
TIOJIHOE
OTCYTCTBHE  WIJIH
HEIOCTaTOYHOE
COOTBETCTBHE
MaTepuany
JUACLIMILIAHEI
3HAHUH,
yKa3aHHBIX B
WHAUKATOpaX
KOMITETCHITUH
JUCLMILIAHEL

OO6yJatomtuiics
JIEMOHCTPHPYET
HEMOJIHOE
COOTBETCTBHE

I (S13% 01111704
3HAHUM, YKa3aHHBIX
B HHAUKaTOpax
KOMIETEHITUH
JUCIUTUIAHEI.
HonyckatoTcs
3HAYUTENbHbIE
OINOKH,
MPOSIBIIAETCS
HEIOCTaTOYHOCTh
3HaHWM, 1O psay
nokasarejieu,
oOyJaromuics
HCTBITHIBACT

OO6yJatomtuiics
JEMOHCTPHPYET
YaCTUIHOE
COOTBETCTBHE

I (S13% 01111704
3HAHMUM, YKa3aHHBIX
B WHIUKATOpax
KOMITETEHIU I
JUCIUTUIAHBI.
JIOTTYCKAIOTCSI
HE3HAYUTENIbHbIE
OIINOKH,
HETOYHOCTH,
3aTpyIHECHUS
AHATTUTHYECKIX
OTIepamnusIX.

Ho

pu

OO0yJatomtuiics
JIEMOHCTPHPYET
TTOJTHOE
COOTBETCTBHE
CIEAYIOIINX 3HAHUM,
YKa3aHHbBIX B
HUHINKAaTOpax
KOMITETEHIIU I
JUCIIATUTAHBIL.
CBoboaHo
orepupyer
MIPUOOPETEHHBIMU
3HAHUSAMHU.
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3HAYNTEIbHbIC
3aTpyIHEHUs  TpH
OIIEpPUPOBAHUH
3HAHWAMH TIPU  HX
IepeHoce Ha HOBBIC
CHUTYalIH.

7.3.1lIkana oneHUBaHUs Pe3yaIbTATOB MPOMEKYTOUHON ATTECTAIIUM U €€

OIucaHue.

DopmMa NPOMEKYTOYHOM aTTECTALMM: IK3aAMEH.

[IpomexyTounas aTTectainus o0y4yaronmxcs B (hopMe 3K3aMeHa MPOBOJUTCS MO pe3yIbTaTaM
BBITIOJIHEHHUSI BCEX BHUJOB yd4eOHON padOTHI, MPEAYCMOTPEHHBIX Y4YEOHBIM IUTAHOM MO JaHHOU
JTUCHUILINHE (MOJYII0), IPU 3TOM YUUTBIBAIOTCS PE3yIbTAaThl TEKYIIETO0 KOHTPOJS yCIIEBAEMOCTH B
TedeHue cemectpa. ONeHKa CTENEeHH JOCTHKEHHS OOYYaroUIMMHCS IUIAHUPYEMBIX pPe3yJIbTaToB
o0ydeHus MO MAWCHUIUIMHE (MOIYJII0) MPOBOAUTCSA MPENoJaBaTesieM, BEAyIIUM 3aHATHUS I10
JUCHUILIMHE (MOIYJII0) METOJIOM 3KCIEepTHOM oleHkU. [1o uToram npomexyTouyHOM aTTecTaluu 1o
JTUCIUIUIMHE (MOIYJIO) BBICTABISIETCS OIIEHKA OTIUYHOY, «XOPOILIOY», «yAOBICTBOPUTEILHO» WM
«HEYJIOBJIETBOPUTEIHLHOY.

[IpuBeeHHbIe HIDKE MpaBUia BBICTABICHUS OLICHOK U OMO3JAaHUNA MOTYT ObITh M3MEHEHBI,
€CIIM TPerojaBaTelib COYTET JTO HEOOXOAMMBIM. BakHO, YTOOBI CTYAEHTBHI PETYISPHO
IpOCMaTpPUBAJIH IIaH Kypca, BeutokeHHbI B CJ1O, Ha npeaMeT ero 0OHOBJIEHUS WM U3MEHEHHUS.

B cooTBeTcTBUU C IUTAHOM JUCHUIUIMHBI CTYJICHTAM BBIJAIOTCS 33JaHHs Ha J1JaOOpaTOpHBIE
pabotsl. JIaGopaTopHble pabOThl MOTYT COCTOATH M3 MPAKTUUYECKUX 3aJlaHUM, KOTOpbIE TPEOYIOT
BBHITIOJTHCHHST Pa0OTHl B ayJIWTOPUM YHUBEPCUTETAa W 3aJaHUN JUISI CaMOCTOSITEIILHOM paboTHI.
[Tomumo TpeOGoOBaHMI W omMHUCaHUs 3a7aHUs B paOOTe yKazaH KpaWHWM Cpok caaud. s coaum
71a00paTOPHOI pabOTHI CTYIEHTY HEOOXOAUMO BBIITOJHUTH MPAKTHYECKYIO YaCTh B COOTBETCTBHUU C
3a/laHueM U 3alIUTUTH paboTy. Bo Bpems 3a1uThl 1abopaTOpHOI paboThI MpenogaBaTellb MPOBEPSET
NPaKTUYECKYI0 YacTb pabOThl M ONpallMBaeT CTYACHTa IO TEOPETHYECKUM paslieiaM TeMbl
nabopatopHoil paboTel. Eciiu cTyJeHT OTKa3bIBaeTCsl OTBEYATh HA BOMPOCHI, UIIU JIAET MOJTHOCTHIO
HEBEpHBIE OTBETHI, MJIM OTBETHI HE 110 TEME, TO PabOTa MOXKET CUUTATHCS CAAHHOM, HO TIPH 3TOM OHA
OlICHMBaeTCcs He Bhie 1 Oanna.

Pabota nomkHa ObITh BEITIOHEHA CTYIEHTOM CaMOCTOSTENIbHO: HA CHUMKAX IKpaHa CTy/IeHTa
JIOJDKEH OBITh BUIEH pabounii CTOJI, MEHIO MycK ¢ AaToi u BpemeHeM u ®UO crynenra. Ecim ot
npaBuiIa He COOIOAAIOTCS, TO paboTa HE CUUTAETCS CIAHHON M HE OICHUBAETCSI.

Py6esxHbie KOHTpoU (YCTHBIN/MMCHMEHHBIHN OMPOC) CAAIOTCS B ayAUTOPUN UHIUBUAYAIHHO
110 BapUAHTY 3a/I1aHMsl, BEIJITAHHOMY TIperoiaBaTesieM B Ha3HaueHHbIe JHU. [Ipu 0TCYyTCTBUM CTyIeHTa
B JICHb HAMMCaHUS KOHTPOJIBHOHN pabOThl eMy pa3pemaeTcs ciaTh paboTy Ha CIEAYIONIEM 3aHITHH,
IIPY 3TOM CTYJIEHTY HauHcisieTcs mrpad B pazmepe 1 6ana, 3a Kaxayo HEJENIO MPOCPOUKH.

Kaxnpiii cTyneHT uMmeeT mpaBo Ha 3 Henenw omno3faHus (0e3 HayucieHus MTpadHbBIX
0aJI0B), KOTOPBIE MOTYT OBITH MOTpPAauY€HbI Ha JIIOOBIE 3aJjaHusl B TeueHue cemecTpa. Ono3naHus
npeHa3HaYeHBI JIJIS PEIIeHUsI 0COOBIX CUTYaIUi, TAKUX KaK 0OJIe3Hb WIIM Ype3BbIUYaliHbIe CEMEITHbIe
00CTOSITENBCTBA.

CTyneHThl JOJKHBI 3apaHee coo0IIaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJIHOCTU CO
CBOEBPEMEHHOM cllaued 3ajaHusl WM mpoekTa. [Ipm Hamuuuu peanbHBIX MPUYUH 3aJCPKKU
CTYJIEHTaM CJIelyeT KaKk MOXKHO CKOpEe CBSI3aThCs C MpENojaaBaTelieM U OOCYIUTh BO3MOXKHbBIE
YCIIOBUSI.

K mpomexyToyHOW aTTecTaluy JOMYyCKAaIOTCS TONBKO CTYACHTHI, BHIITOJHUBIINE BCE BUIBI
y4ueOHON paboThl, MPEeayCMOTPEHHbIE pabodeil MporpaMMmoil MO JUCIUIUIMHE — BBIMOJIHEHUE U
3amuTta JlabopatopHbIx pabOT COMIaCHO TMONYYEHHOMY 3aJaHulo, cJaada pyOeKHBIX
KOHTPOJICH(yCTHBIX/TIMCEMEHHBIX ~ ONPOCOB/cOOECEOBaHMI) 1O TeMaM yd4eOHOTO  Kypca,
BBIMIOJITHEHHE TECTOB IO BCEM paslienaM Kypca, BKIIOYas HTOTrOBbIi TecT B cucreme JIMC
MockoBckoro Ilonutexa ¢ JOCTHKEHHEM MOPOrOBBIX 3HAUEHUH OIEHOK MO BCEM BHAaM y4eOHOM
pabotel. Ilpu 3TOM HcCHonb3yeTcss OaIbHO-PEUTHMHTOBAs CHUCTEMa, BKIIIOYAIONIAs CIEIYIOIINe
KPUTEPUU OILICHKHU.
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Kpurepnii

3HayeHUe KpUTepHs

Brinonnenue u 3a1uTa
naboparopHbIx paboT B cpok. (L)

Ot 1 1o 5 GayuioB 3a Kaxkayto paboTy B 3aBUCMMOCTH OT YPOBHSI IIPAKTHYECKOTO
BBINOJIHEHUsI Pa0OTHI ¥ 3HAHUS TEOPETHYECKOTO MaTepuala.
MakcumaibHOE 3HaueHHe KpuTepusi — He Oosee 25 6aiioB.

Cnaga pyOeXHBIX KOHTpOJIEH 1o
TeMaM Kypca B CpOK
(YCTHBIH/IMCHMEHHBIH orpoc/
cobecenosanne),(I)

Ot 1 no 5 6ansoB 3a kaxoe codeceIoBaHNE B 3aBUCMOCTH OT YPOBHSI ¥ 3HAHUS
TEOPETHYECKOT0 U MPAKTUYECKOTr0 MaTepHania.
MakcumanbHOe 3HaueHne KpuTepus — He Oosee 25 6aiioB.

BeImoNHEHNE TECTOB IO TeMaM
Kkypca B cucreme JIMC(T1)

ITo 1 Gamry 3a KaXAbIi TecT, BBINOJHEHHBIN Oosee yeM Ha 70% NpaBHIBHBIX
oTBeTOB. MakcuMmanbHOEe 3HaueHWe Kputepus — He Oonee 10 Oasos.
Jlonyckaercst 3 HONBITKH Ha K&Kl TECT B TEUCHHE CEMECTPa.

BrInoHEHIE UTOrOBOTO TECTA IO
BCEM TeMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 Gamty 3a xaxzaple 10% mNpaBUIBHBIX OTBETOB B TecTe. MHHHMaIbHOE
3HaueHne kpurepus — 7 6amnoB (70% NpaBUIBHBIX OTBETOB), MAKCHMAJIbHOE
3aadenne kpurepus — 10 6amnos (100% npaBWIEHBIX OTBETOB).

[Mocemenue 3anstuii (V)

I[Io 1 Gammy 3a HPUCYTCTBHE CTyAEHTa Ha KakKOOM 3aHATHH (2 ak. daca)
MakcumManbHoe 3HaueHue Kputepust — 30 6ayIoB.

Koapduument crmaHepIX padoT

(K)

Koadduument pasen 1, ecau Bce paboThl (TabopaTopHBIe paboTh, pyOeKHBIE
KOHTPOJIU, TeCThl) cianbl u O eciu XoTsi Obl 0J1HA padoTa He claHa.

Pacuer urorosoro 6ama (F)

F=(L+1+T14T2+V)*K

BrinmonHenne »sK3aMeHAIIMOHHOTO

[Ipu BBIOOpE CTYNEHTOM BBIMOJHEHHS JK3aMEHAIMOHHOTO 3allaHusl Oaibl

HaOpaHHBIE B TEUYCHHH CeMecTpa OOHyJLSIIOTCS. MakcHMaibHOe 3HadeHHe
kpurepusi — 100 6asoB.

3alaHuA

OneHKa o UTOroBOM aTTeCTALIMH
HeymoBneTBOpHUTENEHO

Y IOBAETBOPUTEITHHO

Xopouio

OT1imaHO

Ouenka no 6a/JIbHO-PEHTHUHIOBOM cCHCTEMe
0...60

61...75

76 ...90

91 ...100

Omnucanne

Cpennee 3HaYeHUE [UIsl BceX (OPMUPYEMBIX Ha MOMEHT IPOBEJICHNUS aTTECTAllUU YPOBHEH
KOMIETEHIN — 5. BrInoaHeHs! Bce BUABI yueOHOH paboTHl, MPEeIyCMOTPEHHBIE YIeOHBIM
mw1aHoM. CTyZIeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHUN, YMEHUI, HABBIKOB MIPUBEICHHBIM
B TaOJIMIIaX MOKa3aTesel, onepupyeT NpHOOPETeHHBIMHI 3HAHUSMH, YMEHUSIMH, HABBIKAMH,
MIPUMEHSIET UX B CHUTYallUsIX HOBBIIIEHHOH CI0XHOCTH. [Ip 3TOM MOTYT OBITH JOIYIIECHBI
HE3HAYUTENIbHBIE OMIMOKH, HETOYHOCTH, 3aTPyIHECHHUS NPH AHAJIUTHYECKHX OICpalMsiX,
MEPEHOCE 3HAHUH U YMEHMI HAa HOBBIE, HECTAHAAPTHBIE CUTYAIHH.

Cpennee 3HaueHHUE Uil BceX POPMUPYEMBIX Ha MOMEHT NPOBEJICHUS aTTECTAllNN YPOBHEH
KoMrieTeHIui — 4. BrImomHeHs! Bce BUabl y4eOHOH paboThl, MpeaycMOTpEeHHbBIE YIeOHBIM
aHoM. CTyZeHT IEMOHCTPUPYET HEIOIHOE, TPABIIIbHOE COOTBETCTBUE 3HAHUH, YMEHUMH,
HaBBIKOB TPHUBEICHHBIM B TaONHIaX MOKa3zaTeel, 1100 eCli IpH 3TOM OBIIH JTOITYIICHBI
2-3 HecylleCTBeHHbIE OIIHOKH.

Cpennee 3HayeHUe [Uisi BceX (OPMUPYEMbIX HA MOMEHT MPOBEJICHNUS ATTECTAllUU YPOBHEH
KoMIeTeHI — 3. BeInoaHeHs! Bce BUABI yueOHOH paboTH, MPEIyCMOTPEHHBIE YIEOHBIM
w1aHoM. CTyZIeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHUM, B KOTOPOM OCBEIlI€HA OCHOBHAS,
HauOoJiee BakHas 4YacTh MaTepuaia, HO IPU 3TOM JIOIyIIeHa OJHA 3HAYUTENbHAas OIINOKa
WM HETOYHOCTB.

He nmocturHyto moporoBoe 3HaueHHE XOTs OBl AJIsl OAHOTO YpOBHSI (DOPMUPYEMBIX Ha
MOMEHT TIPOBE/ICHHS aTTeCTallMd KoMmIeTeHUui. He BeimonHeH onuH mim Oojee BHIOB
y4eOHOH paboThl, NPEIYyCMOTPEHHBIX y4eOHBIM IuIaHOM. CTYZEHT JEeMOHCTPHpYET
HETIOJIHOE COOTBETCTBME 3HAHWM, YyMEHWH, HAaBBIKOB IIPHUBEJCHHBIM B TaOIHIax
TIOKa3aTesyiel, JOIMYCKAroTCsl 3HAYNTEIbHbIE OIMMOKH, MPOSBISETCS OTCYTCTBHE 3HAHUM,
YMEHUH, HaBBIKOB IT0 PSIy ITOKA3aTENeH, CTyI€HT NCTIBITHIBACT 3HAUUTEIBHbIC 3aTPYy THEHUS
IIPY ONEPUPOBAHNH 3HAHMSIMU M YMEHHSIMH IIPH MX MIEPEHOCE HAa HOBBIC CUTYallUH.

IIIxajaa oneHUBaAHUS
OTIHU4YHO

Xoporo

Y 10BNETBOPUTEIHHO

HeynosnerBopurensHo

7.4.0nucanus noka3artejeil OlleHNBAHUS U KPUTEPUEB OLleHNBAHUS

KOMIIETeH UM
B mporecce OCBOGHUS MaHHOW AMCHMIUIMHBI CTYJICHT (DOPMHPYET |
crenyromme 00menpohecCuoOHaTbHBIC KOMITETSHITHH

JIEMOHCTPUPYET

KoMmnerennuu Mepedens Texuoaorus ®opma Crenenn ypoBHeii
P ¢hopmupoBanus OIICHOYHOI'0 | OCBOEHHS
Hupexe | Uupexc KOMIIOHEHTOB N . .
KOMIeTeHIMit cpejacTBa KOMIEeTeHIii
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OIIK-5

Criocobex
HWHCTAJUIMPOBATh
POrpaMMHOE u
anmapatHoe
obecrieueHne Ui
WHPOPMAMOHHBIX H
aBTOMATU3MPOBAHHEI
X CHCTEM

HOIIK-5.1. 3Haer
OCHOBBI CHCTEMHOI'O
AJIMUHUACTPUPOBAHUS
,
AJIMUHUACTPUPOBAHUS
CYB/, coBpeMeHHEIE
METO/IBI
UHPOPMAIIMOHHOTO
B3aUMOJENCTBUSA
WH(POPMAIMOHHBIX U
ABTOMATU3HUPOBAHHBI
X CHCTEM; CIIOCOOBI
HUHCTAJUISIIIUN
MIPOrPpaMMHOI0
obecreyeHus,
CIIOCOOBI OIICHKH
MacITabupOBaHUs
CHCTEM, CIOCOO0BI
HMHCTAJUISAIIAN
anmnapaTHOro
obecrieueHusI,
METO/IBI OLICHKHU
HpOHSBO}II/ITeHLHOCTH
HH(POPMALMOHHBIX H
aBTOMaTI/ISI/IpOBaHHBI
X CHCTEM.
HOIIK-5.2.  VYwmeer
HWHCTAJUTUPOBATh
MPOTPAMMHOE
obecrieueHne, B TOM
4YhCIE B COCTaBe
THIIEPCUCTEM,
HWHCTAJUTUPOBATh
anmnapaTHoe
obecrieueHue,
MacmTabupoBaTh
HH(POPMALIMOHHBIC |
ABTOMATHU3UPOBAHHBI
e CUCTEMBEI,
OLICHUBATh
HEO0OXOTMMOCTh
MacITabupPOBaHUS
CHCTEM, OIICHHBAThH
3aTpaThl Ha
HMHCTAJUISAIIUIO
armapaTHOro u
MIPOrPaMMHOI0
obecrieueHmusI.
MOIIK-5.3. Bnaneer:
METO/IaMH YCTAaHOBKHU

CHCTEMHOT'O u
MPUKIIAHOTO
MIPOrPaMMHOTO
obecreyeHus,
OLICHUBAEM
MIPOM3BOAUTEIHHOCTH
WH(POPMAMOHHBIX U
ABTOMATU3HUPOBAHHBI
X CHCTEM,
MacITabupoBaHHEM
cUCTEM  3a  Cuer
HUHCTAJJISIITUHU
anmnapaTHOro u
MIPOrPaMMHOTO
obecrieueHusl.

JlaboparopHsie
paboThl,
CaMOCTOSITeNIbHASI
pabora

VO
II
DK3aMeH

BA30BbII
YPOBEHG:
CIIOCOOHOCTH
BBIIIOIHATE
MOJTy4YE€HHOE
3aj1aHne, TPUMEHSISI
TOJTyYeHHbIE 3HAHHE
u YMEHHUS Ha
MPaKTHKE, BIIAJIETh
COOTBETCTBYIOIIAM
W WHIAAKATOpaMH
KOMIICTCHIIUN HpH
BBIITIOJIHCHUN
3a/1aHus.

[TPOJIBUHY ThII
YPOBEHD:
CITOCOOHOCTH
BBIMOJHATH
MOJTy4E€HHOE
3aJjaHue M pelaTh
CaMOCTOSTENLHO
c(hopMHUpPOBaHHBIC
3a7a4M, TPUMEHAA
TOJIY4YCHHBIC 3HAHUE
u YMEHHsI Ha
MPaKTHKE.
YBepeHHO BIaAETh
COOTBETCTBYIOIIUM
U HHAAKATOpaMH
KOMIIETCHI[MA  TIPH
BBITTOJTHEHHH
3ajaHusl,
KOMOWHHUPOBATh WX
MeXIy coboit u ¢
UHAWKaTOpaMu
JIPYTHUX
KOMICTCHIUA IS
JIOCTHIKCHUS
MIPOEKTHBIX
Pe3yIBTATOB.

17




OIIK-7

Cnocoben
pa3pabaTbIBaTh
AJIITOPUTMBI u
[IPOTPaMMBI,
[IPUTOTHBIE
MPAKTHYECKOTO
[IPUMEHEHHS

JJIsA

HOIIK-7.1. 3Haer
OCHOBHBIC SA3BIKN
MPOrPaMMHUPOBAHUS,
orepaloOHHbIC
CHCTEMBI u
000JI0YKH,
COBPEMEHHBIC CPEJIbl
pa3paboTku
MIPOTPaMMHOTO
obecrieueHusl.
HOIIK-7.2.
COCTaBJIATh
AJITOPUTMBI, ITUCATh U
OTJIaXXuBaTh KOAbI Ha
SI3BIKE
MPOrpaMMHPOBAHHS,
TECTHPOBATh
paboTocnocoOHOCTh
MIPOTPaMMBI,
HWHTErPUPOBAThH
MIPOTrpaMMHBIE
MOTYJIH.

HOIIK-7.3. Bnaneer
SI3BIKOM
IIpOrpaMMHUPOBaHU,
METOJaMH OTJIAIKH U
TECTHUPOBAHUS
paboToCIOCOOHOCTH
MIPOTrPaMMBbI

YmMmeer

OIIK-8

Cmocoben
NPUHAMATD y4acTHe
B yIIpaBICHUH
MPOEKTaMH CO3JaHUS
WH(POPMAIIHOHHBIX

HOIIK-8.1.
OCHOBHEIC
TEXHOJIOTUU
CO3JIaHUS u
BHEIPEHUS

3HaeT

CHCTEM Ha CTaguiax
JKU3HCHHOTI'O ITMKJIa

WH(POPMAITMOHHBIX
CHCTEM, CTaHIAPTHI
yIpaBIeHUS
JKM3HEHHBIM IIHKJIOM
MHPOPMAIIMOHHON
CHCTEMBI.

**. CokparieHus (hOpM OICHOYHBIX CPEJICTB CM. B mputoskeHun 2 k PIT.

7.5.9K3aMeHallHOHHOE 3aJaHHE.

dopma 5K3aMEHAIIMOHHOTO 3a/IaHUSl BHIOMpPAETCS MperojaBaTelieM W yTBEpXKIaeTcs Ha
3aCccaaHnun Ka(be,[[pbl. DK3aMeH MOKET NpOoXOoAUuThb B CICAYIOIIHUX (I)OpMaX Hn C HUCIIOJBb30BaHUCM
CICAYIOMHUX ONCHOYHBIX CPCACTB.
®opma Ipeacrasiienne oueHo4Horo cpeacrea B ®OC
VYcTHas. BaHKk KOHTPOJNBHBIX BOIIPOCOB, COOTBETCTBYIOIIMX OTHACNBHBIM TEMaM AWCHMIUIMHBL (cM. 1. 4
HaCTOSAIIEro JOKyMeHTa). Bompocs! hopMHpYIOT 3K3aMeHaMOHHbIA OMIIeT (CM. HHXKE), COCTOSIIHN
M3 TEOPETHYECKMX BONPOCOB W TPAKTUYECKUX 3aJaHWH (THIIOBBIE MpPAKTHYECKHE 3aJlaHus
MIPEACTaBICHBl HIDKE). buieTsl, BKIIIOYas BOMPOCHI M TPAKTUYECKUE 3aJaHusi, (OpMHPYIOTCS
MpernofaBaTeIeM M YTBEP)KIAIOTCS Ha 3acenaHWM Kadeapel. B HUX MOryT OBITh BKIIIOYEHBI
JIOTIOJTHUTEIbHBIE KOHTPOJIbHBIE BOMPOCHI M 3aJaHusi, HE TPEeOYIOIIME Yy CTYJACHTOB HAJIMYUS HE
(hopMHpyeMBIX TaHHOW TUCHUIUTMHON KOMIIETEHIINH 1k 00JIee BEICOKHX TaroB chOPMUPOBAHHOCTH
(dopmupyemsbix. [yt 0TBeTa Ha KaIblid BONPOC U JJISI PELICHUS JIFOOOTO MPAKTUYECKOTO 3a/IaHMs
CTY/ICHT JIOJDKCH HaXOIMTCS Ha TpeOyeMOM Ui JaHHOM NUCLHUIUIMHE YPOBHE C(HOPMUPOBAHHOCTU
BCEX COOTBETCTBYIOIMX €W KOMIIETCHLMH: KaXKIbli BOIPOC U 3aJaHUE IIPOBEPSIET YPOBEHb
c(OPMUPOBAHHOCTH BCEX COOTBETCTBYIOIINX JaHHOM JUCIHMIUIMHE KOMIIETEHIINH.
O11eHOYHOE CPEJICTBO MOJIHOCTHIO COOTBETCTBYET OLICHOYHBIM CPEICTBAM YCTHOW ()OPMBI 33/1aHHSI.

IIncpmennas.

7.6.CnMcok 3K3aMeHaIlMOHHBIX BOIMPOCOB.
1. IIpu pazpaboTke cxemMbl HAUMEHOBAHHUS y3JI0B CETH KaKHe SJIEMEHTHI TaHHBIX Hambosee
BaXXHbI JJIA OIIPEACICHUA UMCHU ysna?
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OnepanmonHasi cucteMa

Tun yctpoiicTBa

l'ox mokynku

MecrononoxeHue

VYcranosnennoe 110

2. Kakwe yrBepxkaeHuss omnucbiBaloT Tabmuiyy ARP wu  Tabmumy wmapmpytuzanuu
Mapupyrusaropa?

Tabnuia MappyTH3aIUi COACPKUT UH(DOPMALIHIO O CETSIX U 00 OTAENbHBIX y3/ax.

Tabmuma ARP conepxut uHpopMaIuio o0 OTACIBHBIX y3/1aX, a He O CEeTAX.

Tabnuia MapupyTH3aui COACPKUT UHDOPMALIHIO O CETSIX, a He 00 OT/IENbHBIX y3JaX.

Tabmuna ARP copepxxut nHpOpMaIuio o ceTsx, a He 00 OTACTbHBIX y3/Iax.

Tabnuia MapuipyTH3au COACPKUT UHDOPMALIHUIO 00 OTAETBHBIX Y3IIaX, a HE O CeTsIX.

Tabmuma ARP conepxut nHPpOpMAIUIO O CETIX U 00 OTIEIBHBIX YCTPOHCTBAX.

3. Kakue 35eMeHTbl JaHHBIX BKIIIOUEHBI B (PU3MUECKYIO TOTOJIOTHIO?

Cxema IP-anpecanun

Cxema IMEHOBaHUSI KOMIIBIOTEPOB

Pacnionoxxenue u nnuHa xkabenei

du3nYecKoe pacloiokKeHHE BCEX CETEBbIX YCTPOHCTB

Pa3mep mmpokoBemaTebHbIX U KOJUIM3HOHHBIX JIOMEHOB

AnmnapatHas KOH(UTYpalsi OKOHEYHbBIX Y3JI0B

4. Kakas xomanmga OC Windows oToOpaxkaeT nH(GOpMAIIMIO O KOMITbIOTEpe, BKirodas [P-
aapec uHTepdeiica, MacKy MOJCETH, LUI03 M0 YMOJYAHUIO U JOMOJIHUTEIbHYIO MH(OpPMAIHIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoii oOmactu cetu TpaduK OT JPYrHMX Yy3J70B MOXKET MPHUBECTH K TOMY, 4YTO
NepeaoNnnil y3el OCTAaHOBUT Iepeaady MNaHHBIX, IMOCIE Yero Mepeqarolinii y3el BbDKUAAET
Cly4daitHOe BpeMs mepei MOBTOPHOM nepeaadeit JTaHHbIX?

YPOBEHb pacIpeaesieHus

PO CETH

YPOBEHb JOCTYyIa

HIMPOKOBEIATENbHBIN TOMEH

JIOMEH KOJUIU3UU

OJTHOPAHTOBAs CETh

6. Beibepute yTBepkIeHUE, OTHOCAIIEECS K KOMaH1aM ping u tracert.

Komanma ping otToOpakaet pe3ybTaT MPOBEPKU COCTUHEHUs, a KOMaH/Ia tracert — HeT.

Komanpa tracert oroOpakaeT KaxkIyro 4acTh IMyTH, 8 KOMaHJa ping 0TOOpa)kaeT TOJbKO OTBET
OT KOHEYHOTI'0 y3Ja.

Komanp! ping u tracert MOryT oToOpakaTh pe3yabTaThl B Tpa)UuecKoM BHIE.

Komanna tracert ucrmonb3yet [P-anpeca, a komanaa ping — HeT.

7. BeiOepure yTBepKACHHE, OTHOCAIIEECS K Cpejie Mepeiadyl Ha OCHOBE HEIKPAHUPOBAHHON
BHUTOM Maphl.

CaMblii TPOCTOM TUT CETEBOTO KaOest isl yCTAaHOBKHU

WCIIOJIB3YET CBET JUIS IepeIauu JTAHHBIX

HaubOoJee MUPOKO UCTIONB3yEeMbIi THIT CPEIb Tepeaaun

BOCIIPUMMYHBA K 3JIEKTPOMArHUTHBIM U PaOYaCTOTHBIM [TOMEXaM

OOBIYHO HCTIONB3YETCS MEXKTY 3TAHUSIMH

OOBIYHO MCIOJB3YETCS MOCTABIIMKOM YCIYyT KaOeIbHOTO TEIEBUACHUS AJIS MOAKIIOUEHUS K
HNurepuery

8. Kakoe yTBepkaenue o yactuoix IP-agpecax BepHo?

6osiee 6e30MacHbI, MOCKOIBbKY BUIHBI TOJBKO B JIOKAJIHHOM CETH.

WCIOJIb3YIOTCA [T Tiepenadyn uepes3 VIHTepHer.
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o0ecreunBaroT JeTKUil TOCTYI BHEUIHUX I10JIb30BaTeNeil K BHyTPEHHHM BeO-cepBepam.
MOTYT UCIIOJIb30BaThCsI TOJIBKO OAHOM KOMIaHUEN OJJHOBPEMEHHO.

9. KakoB MAC-anpec HazHaueHus kaapa Ethernet mmpokoBerarenbHOM pacchuiku?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

10. BeiGepute MpoTOKOJIbI, OTHOCSIIHECS K MIPUKIATHOMY YpoBHIO Mojaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. Touemy texunonorus IEEE 802.11 mno3Bonser mnepeaaBaTh [IaHHBIE Ha OOJbINNE

paccrosnusi, yeM texnonorus IEEE 802.15?

nepesiaya OCyLIECTBIIIETCS Ha ropa3fo 0ojee HU3KHX 4acToTax

nepeiaya OCylIeCTBISIETCS Ha ropasio 0oJiee BHICOKUX YacTOTaxX

r“MeeT OOJBIIYI0 BBIXOIHYH MOIIHOCTb

UCIIOJIBb3YIOTCS 00JIee MPOJBUHYThIE METO/IbI LIM(PPOBAHUS

12. Kakosbl mpeumyniectBa texHosorun IEEE 802.11 nepen TexHonoruei mnpoBOgHON

JIOKAJILHOU ceTu?

OoJiee JIeIeBbIe CETEBbIC alalTePhl

OoJiee HU3Kasi CTOMMOCTh 00CITYKHBaHUS

0oJiee BHICOKUI YPOBEHb 0€30MIaCHOCTH

OoJbIasi JABHOCTH TIepeIavyn

IPOCTOTA YCTAaHOBKU

JIeTKasi paclIupsieMOCTb

13. Kaxoit crangapt oOecrnieunBaeT HaMOOJBIIYI0 OOpaTHYI0 COBMECTUMOCTH C

NpeAbIAYIMIUMHA CTaHAApTAMH, HO IIPHU 3TOM JCMOHCTPUPYCT 6OJ'IBH_IYIO HpOI/ISBO,Z[I/ITeJ'IBHOCTB?

SSID

802.11a

802.11b

802,119

802.11n

14. Yro takoe CSMA/CA?

MeTOJ 1ocTyna, uenoiabzyeMbid TexHonoruer IEEE 802.11 ¢ npegorBpalieHneM KOJUIU3UN
METOJ] JOCTyIa, ncnoib3dyeMslii TexHosgoruent IEEE 802.11, uro0Ob! n3bexath 1yO0nupoBaHus

MCTOA OOCTYIIA, I/ICHOJ'IL3yeMBII71 TEXHOJIOTHEN IMPOBOAHOTO Ethernet AJI1 IpCaO0TBpAllICHUA

KOJUJTU3UH

METOJI JOCTYIa, UCIIOJIb3YyEeMBbIH 10001 TEXHOIOTHEH, KOTOpasi UMEET Upe3MepHbIe KOJTU3UU
15. Ilonp30BaTenb XOYET MPOBEPUTH COETMHEHUE MEXKIY XOCTOM 3 1 XOCTOM 8 B ceTH. Kakyro

KOMaHy MOKHO UCIIOJIB30BaTh IJId IPOBCPKU COC,I[I/IHCHI/DI?

nslookup

ipconfig

netstat

ping

16. Kakue nanHbIe MOXKHO OMPEACIIUTD C TTIOMOIIBIO KOMaH bl ipconfig?
Macka MoJICeTH
Cepsep DNS
¢busnueckuii anpec
LUTI03 TI0 YMOJTYaHHUIO
IP-anpec

Cepsep DHCP.
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17. Kak cBeTOIMOIHBIN MHIUKATOP YKa3bIBa€T Ha TO, UTO Yepe3 MOPT nepenaercs Tpapuk?

MIOCTOSIHHO TOPUT KEITHIM

MUTAeT

MIOCTOSIHHO TOPUT 3€JIEHBIM

HaXOJUTCSI B BBIKITFOYUEHHOM COCTOSTHUU

18. HazoBuTe XapaKTepUCTUKH MacIITaOUpyeMoii ceTu?

COJIEP’KUT OTPAHUYEHHOE KOJIMYECTBO MPUIIOKEHUN

JIETKO Ieperpykaercs MpH yBeInueHuu Tpaduka

MeHee HalIe)XHa, YeM HEOOIIbIIasl CETh

YBEJIMYUBACTCS B pa3Mepe, He 3aTparuBasi CyIeCTBYIOIIUX M10JIb30BaTeNeit

COJIEP’KUT MOJTYJIbHBIE YCTPOICTBA, KOTOPBIE JENAI0T BO3MOXHBIM PACILIUPEHNE

19. CereBoit aIMUHUCTPATOP MOXKET YCIIEIIHO OTIPABUTH 3X0-3aIPOC HA CEPBEP IO aJipecy
www.mospolytech.com, HO He MOXET OTIpaBUTh 3X0-3aIPOC Ha BeO-cepBep KOMIIAHUM,
pacmojoKEHHBbIH Ha caliTe WHTEpHET-TIpoBaizepa B Apyrom ropoze. Kakyioo KoMaHIy MOXHO
MCIIOJIb30BAaTh JUIsl ONIPEAEIEHUSI KOHKPETHOTO MapLIpyTH3aTOpa, B KOTOPOM IIPOU301LIA TOTEPS WK
3aJIep’KKa MMakeToB?

telnet

ipconfig

traceroute

netstat

20. Yto mo3BONSET OTHPABIATh M MOJy4YaTh O3JIEKTPOHHYIO IIOYTY HA CaMbIX pa3HbIX
ycTpoiicTBax?

Bce ycrpoiicTBa ucnosnb3ytot onny u Ty xe OC.

[IporpamMmmHoe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS OAHUM ITOCTABIIIUKOM.

VYerpoiicTBa HCTIONB3YIOT OJHO | TO ke [10 mouToBOro KineHra.

[TouroBoe 10 HanmucaHo ¢ KCMONB30BAHUEM CTaHAAPTOB U MPOTOKOJIOB, 00ECIIEUNBAIOIIUX
COBMECTHMOCT.

21. Cneunanuct ciykObl TEXHUYECKON MOIIEPKKU MOJ03peBaeT MpoljeMy Ha CEeTeBOM
yposHe mMojenu OSI. Kakue BOompocs! T0KEeH 334aTh CIEUAIUCT, 9YTOOBI OOHAPYKUTH PoOIeMy
Ha CETEeBOM ypoBHe? Bair koMmbloTep HaCTPOEH Ha UCIOJIb30BaHue mpoTtokojaa DHCP?

Moskere a1 BbI 3aiiT Ha WWW.mospolytech.com?

[TonxiroyeH nu Ball ceTreBoi Kadenn?

VYcnensslil n 3X0-3anpoc, OTIPABICHHBIN Ha IIUTH03 0 YMOTYaHUIO?

BunuTe v BbI MHAUKATOp COETMHEHUS Ha CETEBOIl maTe?

22. KakoBa 110 yMOJYaHHIO MacKa MoAceTH i aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 aapecoB sIBISIOTCS afpecaMu mojceTH, eciau 172.25.15.0/24 nomonHUTENHHO
pa3OuT Ha MOJICETH MTyTEM 3aMMCTBOBAHHS JOMOTHUTEIBHBIX Y€ThIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. VY3en A nactpoeH c [P-aapecom 192.168.39.43, a y3en B nactpoen c¢ [P-agpecom
192.168.39.49. O6a y31a UCTIOJIB3YIOT OJIHY U Ty K€ MacKy mojceTu 255.255.255.240, Ho He MOTYT
OTIIPABIATH HX0-3aMPOCHI IpyT npyry. Kakoe cereBoe ycTpoiicTBO TpeOyeTcs sl CBSA3U 3TUX JIBYX
y3JI0B?

KOMMYTaTop

KOHIIEHTPATOP
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cepBep

MapIIpyTHU3aTop

25. Kakas Macka moJceTu yka3aHa B ceTeBoM aapece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu ceTeBoil aIMMHUCTPATOP NPUMEHAET MacKy nojcetu 255.255.255.248, ckonbko IP-
aJpecoB MOXHO Ha3HAYUTh y3Jam?

6

30

126

254

510

1022

27. Kakoil MeToq MOXKHO HCIOJIb30BaTh I HACTpoWku Kommyrtaropa Cisco mepen
npuMmeHnenueM [P-anpeca k uaTepdeiicy ynpaBieHus?

ITporpammuoe obecnicuenue CiscoView, ucrnonp3yromiee Vian 1

Wurepdeiic komananoii crpoku Cisco 10S ¢ ucnonszoBanuem Vlan 1

Cisco Device Manager ¢ ucronbp30BaHHEM KOHCOJIBHOI'O IOpTa

Wurepdeiic komananoii crpoku Cisco 10S ¢ ncrnonp3oBaHneM KOHCOJIBHOTO MOPTA

28. Kakoit 6e30macHbIil BHYTPHUITOJIOCHBIA METO] JOCTYIIa MOKET UCIIOJIb30BaTh KIMEHT JIJIs
MOJIKJIFOUEHUS K YCTPOUCTBY JJIsl YJJaJICHHOT'O MOHUTOPUHIA U HACTPONKN?

HTTP

Telnet

KOHCOJIbHBIN MOPT

SSH

29. Kakoli pexxuM MapIipyTH3aTopa 0TOOpakaeT MpUralleHrne KOMaHIHOM cTpoku Router#?

I10JIB30BATENbCKAN PEKUM

NPUBHIICTHPOBAHHBINA PEKUM

PEXUM HACTPOHKHU

pexXuUM r106anbHON KoHUrypanuu

30. B kakux ciay4asx HEOOXOIMMO YHPAaBIATh MapHIPyTU3aTOPOM IO CETH C IMOMOIIbIO
IIPOTOKOJIOB?

KOTJla WHTEpHET-NpoBaiiiep MOoIydaeT JOCTYNl K MapLIpyTU3aTopy IOJIb30BATENs s
KOHTPOJISI HOPMAJIBHOU PabOThI

MOJYYUTh JOCTYI M HACTPOUTH MapIIPyTU3aTOP Mepe]l HayaloM paboThl B CETH

WCIIPAaBUTh OMIMOKY, MPUBOAMBIIYIO K OTKJIFOUEHHUIO CETEBBIX HHTEP(ENHCOB Ha poyTepe

B ClTyyae HEKOPPEKTHBIX HACTpoeK KoHpuryparuu Tpancasiuun NAT

ISl pE3ePBHOTO KOMTUPOBAHUS TeKyIlel kKoH(puUrypamnuu Ha tftp-cepsep

31. Kakue yTBepICHHUS ONHUCBHIBAIOT PE3yJIbTaT BhIMOJHeHHMs koManabl iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapmpytuzarope?

Ecnu MapuipyT k ceTu Ha3HauY€HUsI HEU3BECTEH, MAKET OTHpaBisieTcs B ceTh 192.168.1.1.

Hoctyn k ynanerHoi cetr 192.168.1.0 Bo3MoxkeH depes mto00i nHTEpdeiic.

MapupyTtuzarop He MoxkeT qoctiub cetu 192.168.1.0.

Bce nmakeTsl, mojiydeHHbIE MApIIPYyTU3ATOPOM, OTIPABIAIOTCA Ha aapec 192.168.1.1.

B Tabnuiy MapmpyTu3anuu 100aBiIseTcsl CTaTHYECKUI MapIIpyT MO0 YMOTYAHHIO.

32. Jlast uero Heobxoaumo HasHauaTh IP-aapec unrepdeiicy VLANI Ha kommyTatope Cisco?

YTOOBI KOMMYTATOP MOT BBITIOJHSTH MAPIIPYTH3AIUIO MEXKTY CETIMHU

YTOOBI MOJTYYUTh yJIAJICHHBIN TOCTYIl K KOMMYTATOpY JJIsl HACTPOUKH U KOH(OUTYpUPOBaHUS
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YTOOBI KOMMYTATOp MOT TiepechliaTh |P-makers

cO3/7aTh TOJICETh ¢ HOBBIM |P-anpecom Ha KoMMyTaTOpe

33. Kakue MeTonbl HCIONB3YIOTCS JUisi J00aBieHUs YIaleHHBIX ceTell B Talnuily
MapuIpyTu3anuu?

akcnoptupytores u3 tadnuibl MAC-anpecos

BBOJSTCS] aIMUHUCTPATOPOM

UMIOPTUPYETCS U3 (hIIem-IIaMsATH poyTepa

J00ABJISIOTCS Yepe3 MPOTOKOI MapUIpyTH3AUU

N00aBISAIOTCS TyTeM IIMPOKOBEUIATENbHON TIepelaud HUX CETEBOro ajpeca CEeTeBOM
uHTepdercHON TUIaTon

NO0ABJISIOTCS C TIOMOIIBIO MPE0OPa30BAHMUS AJ[PECOB

34. Kak mapuipyTu3aTop noiiydaeT MHGOPMALKMIO O HAWIyYIlleM MaplIpyTe MpH OTIpaBKe
NaKkeTa Ha yAaJleHHBIN y3en?

U3 KOH(UTYpaIMOHHOTO (aiisa, XpaHs;IIerocs B ONepaTUBHON MaMATH

ot |OS, xpansimumucs Bo Gpidm-naMaTy JaHHBIMU

u3 nepenanHoro IP-makera

13 TaOJIMIIbI MAapIIPYTH3AINHY, XPAHAIICHCS B ONIEPaTUBHON MTAMATH

35. Ha mapuipytuzarope HeoOXOIMMO HAaCTPOUTh HOBYIO ceTh. Kakue 3amaun Heo0X0a1MMO
BBITNIOJIHUTD JUIsl pealu3aliy JUHAMUYECKON MapILIpyTU3aluu AJis1 HOBOH CeTH?

Hasznauuts untepdeiicy IP-agpec u Macky mojceTu.

OO6HOBUTH HH(OpMaLUIO 0 KOHHTyparuu iPhost, ykazas ums ycrpoiictsa u IP-aapec HoBoro
uHTepdeiica.

HacTtpouTs npoTOKOJ MapLIpyTH3alUU, UCHOJIb3YEMBIH Ha BCEX APYTHUX KOPIOPATUBHBIX
MapIIpyTU3aTopax, ¢ HHpopMaled 0 HOBOH CeTH.

BriOparh HacTpanBaeMblil TPOTOKOJ MapLIPyTH3ALINH.

HacTtpouTts npotokon Mapuipytusanuu ¢ |P-agpecom u Mackoii mojacetu HoBoro uHTepdeiica.

Hactpouts npoTtokon Mapuipytusaiuu ¢ |P-aipecom HOBOM ceTu.

36. CeTeBol CICIIMANKMCT HACTPaUBaeT HOBBIM MapmpyTH3aTop. MaTepdetickl HacTpOCHBI, HO
IPOTOKOJIBI MapIIPyTU3ALMKM UM CTATUYECKUE MapLIPyThl €lle He HacTpoeHbl. Kakue mMapiipyThl
y>Ke MPUCYTCTBYIOT B TaOJIMIIe MapIIpyTU3auu?

MapuIpyThl OTCYTCTBYIOT, TaOJIHIIa MapIIPyTH3ALUH ITyCTa.

psIMblE COETUHEHUS

MapLIPYTHI [0 YMOJITYaHUIO

MapUIPyThl IIUPOKOBEIIATETLHON PACCHUTKU

37. Kakue 3ajauM pemaroT IpOTOKOJIbI MapIIpyTU3aluu?

MH(OPMHUPOBAHKE Y3JI0B JIOKAJIBHOMN CETH O HOBBIX a/ipecax HUII030B 110 YMOIYaHUIO

M3Yy4YEHHE JOCTYIHBIX MAPIIPYTOB KO BCEM IIYHKTaM Ha3HAYEHUS

yJAajJeHle MapIIpyToOB U3 TaOJIUIBl MAapIIPYTHU3ALIMU MTOCIIE UCTEUEHUS CpOKa AeHCTBUS

o0ecrieyeHne CXeMbl aipecaliuy sl UIACHTU(UKALIIH CeTer

pa3MelieHre Haulyy4IIero MapipyTa B TabJIuIe MapuIpyTH3auu

TPAHCIIOPTUPOBKA MOJIb30BATENIbCKUX JAHHBIX B CETh HA3HAUYECHHUS

38. Kaxoii yposens moaenu TCP/IP unkancynupyer nakeTsl AJis epefadd B nepeaaromen
cpene?

Tpa"cnopTHBIM

HNurepHera

[Ipunoxennii

Hoctyna k cetn

39. Kakuwe mnpoTOKOJbI MNPHUKIATHOIO YPOBHA HCMOJIB3YyIOT B KAadyeCTBE MPOTOKOJA
Tpa"cnopTHoro yposss UDP?

SMTP

DNS

HTTP

ICMP

TFTP
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SNMP

40. Kakue npoTOKOIbI ONPEIETAIOT, KaK MMOYTOBBIN KJIIMEHT MOJIy4YaeT MoyTy ¢ cepBepa’?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKIIIOUEHUS TIOYTOBBIA KJIMEHT 3arpy’aeT BCcE COOOIICHUS Ha CBOE
YCTPOMCTBO, a 3aTEM yAaJsieT UX C MOYTOBOro cepBepa. Kakoil Tun moAKiIIoueHus: KIMEeHTa JIelaeT
3TO IO YMOJTYAHUIO?

SMTP

IMAP

POP3

POP1

42. Cerment, anpecoBanublii TCP-mopty 21, moctymaer Ha cepBep. Kakas cmyx0Oa
MPUKIATHOTO YPOBHS SIBJIAETCS MOJTydaTeIeM 3TOr0 CerMeHTa?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlns 4ero HEOoOXOAMMO, YTOOBI y3IIbI MCTOYHUK W HA3HAYEHUS CHUHXPOHH3HPOBAIU
MOPSIIKOBBIE HOMEPA BO BpeMsI TpeXdTanmHoro pykomnoxatus TCP?

9TOOBI CO37aTh APy COKETOB JJISl COSAUHEHHS MEXKITy Y3JIaMu

YTOOBI y3€J1 MOT ONPEENIUTh, KAKOE MPUIIOKEHHE SIBJIIETCS Ha3HAYCHHEM CEerMEHTOB

YTOOBI MPEOCTABUTH HHPOPMAIIHIO O Y3JIe Ha3HAUSHHUS TSl CETEBBIX Y3JIOB, Yepe3 KOTOPhIe
MPOXOTUT MAPUIPYT

4yTOOBI 002 y371a MOTJIM OTCIEKUBATH OTIPABJICHHBIC U TTOITBEPKICHHBIE CETMEHTHI

4yTOOBI yKa3aTh Bpems npeoOpazoBanus [P-agpeca ysna

JUTSL UICHTU(PUKAIIIY TIOTEPSTHHBIX CETMEHTOB, KOTOPBIE HEOOXO0IMMO TIepeIaTh TOBTOPHO

44. Kakue yTBEp:>KI€HHs ONKUCHIBAIOT BHEMOJIOCHOE COEIMHEHUE?

C TOYKH 3pEHHUs YMpaBICHUSA CIIykO0amMu Oojiee MPEANOUYTUTEIbHBIM, YeM YIpaBlIeHUE
YCTPOMCTBOM MO CETH CPEJCTBAMH MPOTOKOJIOB

He TpeOyeT (PU3HUECKOro MOIKITIOYSHHS

HCIIONB3YETCS ISl IEPBOHAYAIBHON HACTPOMKH YCTPOUCTBA

HCIIONB3YET NPSIMOE KOHCOJIBHOE MOJIKIIIOUCHHE

obecrieunBaeT OoJbIUK HA00pP (YHKIIMOHATBHBIX BO3MOXKHOCTEH, YeM yIpaBJCHUE
YCTPOWCTBOM [0 CETH CPEJICTBAMH MPOTOKOJIOB

45. ITouemy VoIP u Buneotpaduk ncrnonb3ytot nporokoa UDP?

TpeOyeTcst TOCTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3a/ICPIKKH.

TapaHTHPYET JOCTABKY M MOATBEPKICHHUE IMOTYyUYEHUs CETMEHTA JaHHBIX,

MO3BOJISIET U30€XKaTh 3a/IeP:KeK, BEI3BAHHBIX TTOBTOPHOM Mepeaadeid, 4ToObl rapaHTUPOBATh
JIOCTAaBKY CErMeHTa

TPEXCTOPOHHEE KBUTHpOBaHUe, ucrnonbdyemoe B UDP, yckopser mepegady rojiocoBbIX U
BHJICOJaHHBIX

46. Kakue TEXHOJOTMHM PACUIUPSIIOT BO3MOXHOCTU YJAJICHHBIX COTPYAHUKOB IO
0e30MacHOMY MOJKIIIOUEHHUIO K BHYTPEHHUM pecypcaM KOMITaHUU?

HTTP

Telnet

FTP

SSH

VPN
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47. Crnenuanicty HeoOXOIUMO YAAJICHHO MPOJEMOHCTPUPOBATH PabOTy MPOrpaMMHOIO
MPUJIOKEHUS Cpa3y HECKOJIBKUM JIto1M. Kakoif MHCTpYMEHT MOXKHO MCTOIb30BaTh JIJIsl 3TOr0?

Telnet

FTP

CPEICTBO YAAJICHHOTO JIOCTYTa K paboyeMy CTOITy

JJIEKTPOHHAS 110YTa

48. Kakue JaHHbIE MOXKHO TMOJIYYHUTh C MOMOIIBIO KOoMaHIbl show mac-address-table na
koMmyTaTope Cisco?

IP-anpeca HanpsiMyto NOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-aapeca mopToB KoMMyTaTopa

comnocraBienne MAC-aapecos u |IP-agpecoB aisi ceTeBbIX y37I0B

HOPT, UCTIOJIb3YEMbIIl KOMMYTAaTOPOM JIsI IEPECHUIKU KaJpOB Y311y

49. Kakue npOTOKOJBI HCHONB3YIOTCS JUISI MNOAKIIoUeHus ycrpoiictBa Cisco mpu
BHYTPHUIIOJIIOCHOM AOCTYyTIE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npeumymiectBa ucnosib3oBanus VLAN noaydaeT opranuzanusi?

OpraHu3aIys Noiay4yaer riOKoCcTh O1aroaaps BO3MOKHOCTH IPYNITUPOBATH MOJIb30BATENICH HE
1o (pu3nUecKOMy MECTOMOJIOKEHUIO, a 10 QYHKIUSIM.

IIEPCOHAN OTJENa M CETEBBIE PECYpPChl MOTYT LEHTPAIU30BAHO OOBEIUHATHCA HA OJHOM
bu3NYECKOM ydacTKe.

KOJIMYECTBO IIMPOKOBEUIATEIbHBIX JOMEHOB B KOPIIOPATUBHOM CETH YMEHBIIAETCSI.

OpraHM3alys MoJiy4aeT BO3MOXHOCTh JIOTUYECKU OTIEIUTh T'OJIOCOBOM M APYroil BaXKHBIN
TpauK OT BceX OCTAIBHBIX BUIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YNPaBJICHHE CEThIO 3a CUET 3aMEHBbI OOJIBIIOr0 KOJINYECTBA YCTPOUCTB
2-T0 YypOBHS HEOOJIBIIUM KOJTMUECTBOM YCTPOMCTB 3-TO YPOBHSI.

yCTpaHseT HEOOXOAUMOCTh MapUIpyTH3auu TpaduKa B OOJBIINX CETSIX.

51. KakoBo Hawityuiiee CyMMUPOBaHHE MAapIIPYTOB JUIsl CAEAYIOLIEro CIIMCKA COETMHEHUI?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K kakoil cetn nmpuHaiuexut xoct ¢ [P-agpecom 172.32.65.13 m Mackod moAceTH IO
YMOJTYaHHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoit agpec kinacca C MOKHO pa3zienuTsb Ha § mozaceteil. Mcronb3ys Macky MoaceTH
nepemeHHoro pazmepa (VLSM), kakayro U3 3TUX MOACETEl MOXKHO pa3/ieiuTh Ha § Oosee MEIKHX
nojcereil. Kakyro Macky HeAeers HEOOXOIUMO HCIOIB30BATH UIS TONYYCHUS 8 TPUTOMHBIX IS
UCIIOJIb30BaHUS aIpeCOB y3J710B?

126

127

128

129

/30

/131

54. Kakoii u3 IP-agpecoB sBisieTcst ampecoM IMOACETH, €CIU I Pa3feieHUs Ha TMOACETH

KCIIOJb30BaAIACh Macka /26?
172.16.43.16
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172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. 115 4ero Hy»KHa MackH MOJICETH?

Macka nojiceTu Ucnonb3yeTcs Ui onpeaesenus ceteBoil yactu IP-anpeca.

Macka mojaceTn UcHoJib3yercs s pasouenus 48-OoutHoro aapeca Ha OUl m cepuiiHbId
HOMEp MPOU3BOIUTEIIS.

Macka nosicetu TpedyeTcs, €cliu ILII03 [0 YMOJIYaHUIO HE YKa3aH.

Macka nozceT TpeOyeTcs TOJIBKO P 3aMMCTBOBAHUN OUTOB B CETH

56. Kakue npenmymiecTBa CTaTUYECKON MapIIpyTHU3allMy MO CPAaBHEHUIO C JTUHAMUYECKOM
MapLIpyTu3anuen?

0oJjiee HaJeKHA, TOCKOJIBKY MapUIPyTH3ATOPhI HE OOBSIBISAIOT MApUIPYTHI.

MpoIIe aIMUHUCTPUPOBATH KOH(PHUTYPAIHIO CETH.

o0ecreunBaeT MacITabupPyeMOCTh CETH.

MEHbIIIE TTOABEPIKEHA OIIHOKaM.

MeHbIe 3arpy3ka [I1.

57. Kakue napametpsl onpeaeneHsl ctanaapramu WAN?

TUI UHKATCYJISIUU

yIpaBJICHUE TTOTOKOM

IP-anpecamms

MOCTABIINK

IPOTOKOJ MapUIpyTH3AIUH.

¢busnyeckas aapecanus

58. Kakue yposuu mozaenu OS| onuckiBatot crangaptel WAN?

TpaHCIIOPTHBIN YpOBEHB

CeaHCOBBIN YPOBEHD

CereBoil ypoBEHb

KananbHblll ypOoBEHb

®u3nUeCcKuil ypoBEHb

[TpuxnagHoit ypoBeHb

59. Tlocnme oueHKHM TpeOOBaHMI KOMIIAHMM W TEKyIIeH ceTeBol HMHEGPACTPyKTypHI
pa3paboTyUrK CeTH BKIItoYaeT TpeboBaHue: ycTaHoBUThH BTopoit MBI niist nenTpansHOro Be6-cepBepa
B MpEAJIOkKEeHNE 0 0OHOBIIEHUIO ceTu. Kakas 3ajjaua npoeKTUpoBaHUs ceTH OyAeT pellieHa TakKuM
obpazom?

0€301acHOCTb

MacHTabupyeMocCThb

0TKa30yCTOMYMBOCTh

CKOPOCTh

YIPaBIsIEMOCTh

60. IT-oTnen KOMIaHWW HaHST HOBOTO WHXKeHepa. M T-meHemkep NpeaocTaBHsl HOBOMY
COTPYAHUKY JJIsi O3HAKOMJICHUS CaMyI0 aKTYaJIbHYIO CXEMY JIOTHYECKOH 1 (U3UUECKOM TOMOoI0run
cern. Kakyro nH(popMaImio WHXEHEP JOKEH H3BJICYb U3 ATHX TUarpamm?

CTaHJapTHBIE OOIINE MPUHIIUITEI IMEHOBaHUS

YUYETHBIE TAHHBIE MTOJIL30BATENS ISl HACTPOWKH KOH(PUTYpAIH yCTPOHCTBA

CMETY CEeTeBOI0 000PY0BaHUS

KOHTaKTHBIE JaHHbIE CIIEIIMAIMCTOB 110 YCTAaHOBKE 000PY10BaHUS.

PacIoIoKEHUE CETEBBIX YCTPOUCTB

CTaTyC KaHaJIOB MaplIPyTU3UPYIOMIUX YCTPOUCTB

61. Yro npowusoiiger npu BeimosHeHnu koman sl dirflash: va mapmpyruszarope?

Conepxxumoe mam-mamsatu 6yaet nepemenieno B NVRAM.

Omm-naMarte OyaeT crepra

OTtobpaxaeTcst coaepKUMOoe (GIIdIII-TTaMSTH.
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Omm-naMate 6yaer oThopMaTHPOBaHA.

62. Kakme nBa KpuTepHsi OLIEHKH IPOU3BOJUTEIBHOCTH CETH KOHEUYHBIE MOJIb30BaTENIN
CUMTAIOT HanboJee BXKHBIMU?

JOCTYHOCTh CETH

WCIOJIb30BAHUE KaHAJa

3 PEeKTUBHOCTDh MAPIIPYTHU3AITTH

OTKJIMK ITPUJIOKEHUN

uepapxus CeTeBOro Au3aiiHa

63. Ilpu peanmuszammu ceTd ¢ TOAACpk KO |P-renedoHnn Kakoil KOMIIOHEHT TakKke
HEOOXO0MMO BHEPUTH?

ACL-cniucku

QoS

DMZ

MEXKCETEeBOM IKpaH

64. KpymHoii xoMmnanuu TpeOyeTcst JOCTYNl K BHYTpEHHEW HH(oOpMaiuu, XpaHsueics Ha
cepBepax KOMIIAHUM, JUId BHEHIHMX COTpyAHHKOB. Kakoli meTon obecrneunBaeT Oe3omacHoe
TyHHeNUpoBaHue yepe3 MurepHer?

cucreMa ooHapyxenus Bropskenuii (IDS).

BUpPTyaJibHasi YaCTHAs CETh.

oOuie1ocTyHas 6ecrpoBoHAS TOYKA JOCTYTIA.

ssh-mpoTokost.

65. Kakumu croco6amMu HEKOTOpBIE CETH MOTYT MCHOJB30BaTh |PV6, coxpaHss mpu 3ToM
BO3MOXHOCTH CBS3H Yepe3 MHTepHeT ¢ IpyruMu ceTsMu, ucnoib3yromumu 1Pv4?

Hcnoas3oBats Microsoft Gateway ms mpeobpaszoBanus nmakeros IPv4 B makerst IPV6.

YcraHoBUTh Ha TpaHWYHBIX Mapmpytuzaropax IPv6 o6pas 10S, cmocoOHbIit
npeoOpa3oBbIBaTh MakeThl PV6 B makeTsl |IPVA4.

[TprobpecTr HOBBIE CETEBBIE KapThI, CIIOCOOHBIE paclo3HaBaTh nakeTsl |PV6.

Bxirounte TyHHENMpOBaHUE, YTOOBI pa3pelinTh MHKATNICYISINIO TakeToB |PV6 u ux oTmpaBKy
no cetu |Pv4.

YBenuuuTh pazMep 3arosioBka |Pv4, 9aTo0bI BKITFOYUTH 3arojIoBOK IPV6.

66. Uto MoxeT caenatb aiMUHUCTparop ¢ nmomoimbio VLSM (ceTeBpIx Macok mepeMeHHOH
JUTUHBI)?

ucnoas3oBaTh RIPV] B kauecTBe npoTokoia MappyTu3anuy BO BCEl aBTOHOMHON CUCTEME

UCIIOJIb30BaTh HECKOJIBKO MPOTOKOJIOB MapIIPyTU3AIMK B aBTOHOMHOI cucTeMe

UCIOJIb30BaTh HECKOJIBKO MacOK MOJICETH B OJHOM NpocTpaHcTBe IP-anpecos

HCIIOJIB30BATh €IMHYIO0 MAaCKy ITOJCETH BO BCEMl aBTOHOMHOW CHCTEME.

67. CornacHo cxeme, /uisi HOoBoro kanana Ethernet tpeOyercs momomHuTenbHash MOACETH
MEXIy MapmipyTuzatopoM | u mapmpyrtuzatopom 2. Kakue ampeca mojceTd AOKHBI OBITH
HACTPOEHBI B 3TOW CETH, YTOOBI 00ECIEUYUTh MAKCUMYM 14 HCIONB3yeMbIX aJpecoB JUIs JTAHHOTO
KaHaJla TPy TI0Tepe MHHUMAIIBHOE KOJIMYECTBO apecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. [l yero ucnonb3yercs mudposanue Tpapuka B 6ezonacuoit VPN?

yTOOBI TpaUK OT HEABTOPU30BAHHOTO TEPCOHaNa HE KOH(IUKTOBaI ¢ TpadUKOM OT
aBTOPHM30BAHHOIO IIEPCOHANA

9TOOBI 00ECTIEYNTh MAPIIPYTH3AMIO TpadHKa B BUPTyATbHONW YaCTHOM CETH

yTOObl  JaHHBIE,  OTHpAaBIIEMble IO  BHPTYaJIbHOM  CETH  MEXAYy  JABYMS
ayTeHTU(ULIMPOBAHHBIMU KOHEYHBIMUA TOUYKAMHM, HE PACIO3HABAIMCH KaK OTKPBITHIN TEKCT

9TOOBI BeCh TpauK U3 MHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITHIN TEKCT

69. KomnibroTep, npeaoCcTaBisIONIUi CBOM PECYPCHI TOJIb30BATEISIM CETH:
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[Tonp30BaTenbCKUii

Kiment

Cepsep

70. O6001eHHas reoMeTpUIecKasi XapaKTepHUCTUKA KOMITBIOTEPHOMN CETH:

Tonosorus cetn

CerteBoli cepBep

VY naneHHbie ceTeBble KOMITbIOTEPHI

71. I'moGasibHast KOMIIBIOTEPHAS CETh MEPOBOTO YPOBHS:

WWWwW

DneKTpOHHAas mouTa

HNutpaner

72. OCHOBHBIMU TUIIAMU KOMITBIOTEPHBIX CETEH SBISIOTCS CETH:

collMabHbIC, pa3BIIeKaTEIbHbIC, OM3HEC-OPUCHTUPOBAHHBIC

JIOKaJIbHBIE, TTI00aTbHbIE, PETUOHATILHBIC

KJIIMEHTCKUE, KOPIIOPATUBHBIE, MEXTYHAPOIHBIE

73. IIpoToKOJ KOMIBIOTEPHOU ceTH - COBOKYITHOCTb:

TexHUYEeCKHE XapaKTEPUCTUKH CETEBOTO Tpaduka

DJIEKTPOHHBIN KypHAJI pErUCTPALMM ICUCTBUM MOJIb30BATENICH CETH

[IpaBuna, peraamMeHTUPYIONIKNE PUEM-TIepeady, aKTUBAIUIO JAHHBIX B CETU

74. Ilepenaya Bcex TaHHBIX B KOMIBIOTEPHBIX CETAX PEaIn30BaHa C MOMOIIBIO:

CeTeBbIX ITPOTOKOJIOB

®daiis1oBOro ceprepa

E-mail

75. JlokanbHast KOMIIbIOTEpHAs CETh 0003HAYALTCS:

LAN

MAN

WAN

76. I'moGanbHast KOMIIBIOTEPHAs CETh 0003HAYAETCS:

LAN

MAN

WAN

77. CeTb, B KOTOPOU HET BBIJEIIEHHOTO CEpBEpa, Ha3bIBACTCS:

OJIHOYPOBHEBOM

OJIHOPAHTOBOM (TTUPUHTOBOM)

HE MPUBSA3AHHOU K CEpBEPY

78. Tomoorus CeTH OMPELIIICTCS CTPYKTYPOH:

AmnmapaTtHOTo o0ecrieueHus

[IporpammHoOTro 0becteueHmst

CoenuHeHus y3710B CETEBBIMU KaHAJIAMU CBSI3U

79. Kakogsl 1Be 00mue xapakrepuctuku 1CP u UDP?

pa3Mep OKHa 10 yMOJIYaHUIO

0€3 yCTaHOBJICHHSI COCTUHEHUS

HyMepalusi IOpToB

3-3TarHOE PyKOMOKATHE

BO3MOYKHOCTh IIEpeIaBaTh TOJ0C

WCTIOIb30BaHNE KOHTPOJIBHOU CYMMBI

80. Ykaxxurte mHoroaapecusiiit MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananpHbIil ypoBeHb pazielieH Ha JBa MoaypoBHsA. O003Ha4YbTe (PYHKUIUHU MOTYPOBHS
LLC.

Conepxut B Kaape MHGOPMAIMIO, YKa3bIBAIOIIYIO, JaHHBIE KaKOTO MPOTOKOJIA CETEBOTO
YPOBHSI MHKAICYJIUPOBAHbI B TaHHBIN KaJap. JTa nHGOpMAaLKs TO3BOJSET Pa3IMYHbIM [IPOTOKOJIAM
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ceTeBoro ypoBHsA, TakuM Kak IPv4 u IPv6, coBMecTHO UCHOJIb30BaTh OJUH M TOT k€ CETEBOU
uHTepderc U MOAKITIOYCHUSI.

JloGaBisieT ynpaBIsIONy 0 HHPOPMAIUIO I JOCTABKH MaKeTa Y31y Ha3HAUCHHUS.

BoinonHseT MHKANCYJSALIUIO JaHHbBIX.

OTtBeuaer 3a pa3MeIlieHne KaJIpoB B Cpejie TIepelavun U yIajJeHne KaJIpoB U3 Hee.

82. MeTo/ 1l KOMMYTAIIMH KaJApoB Ha KomMmyTaTtopax CiSCO. YKakuTe Ipu3HaKd KOMMYTAI[HH
C TIPOMEKYTOUYHBIM XPaHECHUEM.

HEOOXoaWM I aHanu3a KadecTBa oOcimyxuBaHus (QOS) B KOHBEPIE€HTHBIX CETAX, TIE
TpeOyeTcst KiraccuuKamnus KaJpoB JIJIsl HA3HAYCHUSI IPHUOPHUTETOB MPOXOASIIEro Tpaduka.

KOMMyTaTop Oydepusyer TOIBKO 4acTh Kaapa, HeoOxomumyto mis ureHus MAC-ampeca
Ha3HAYCHMSI, YTOOBI OH MOT ONPE/ICIUTh, HAa KAaKOH MOPT MepechlIaTh JaHHbIC

KOMMYTATOP IOJIyYaeT Kaap MEeTUKOM U BBIYHCIISET HUKInYecKuii n30prTounbiii ko (CRC)

KOMMYyTaTop oOpabaThiBacT Kaaphl 0 MEpe UX MOCTYIUICHHS, JaKe €CIIU Mepeaaya eie He
3aBeplIeHa

MO3BOJISIET YMEHBIIIUTh MPOITYCKHYIO CIIOCOOHOCTD, 3aHIMAEMYIO MIOBPEKICHHBIMU JIAHHBIMH

83. Ykaxxure MmHOTOaapecHsie IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Yxaxurte MHOTOaapecHbIe IP-aapeca B mokansHO# ceT?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Yxaxure obmenoctymnubie (myonuanbie) u yacTHbie |P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Ykaxwure loopback IP-axpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255
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¢ 240.0.0.0 mo 255.255.255.254

87. Yxaxure nokanpHbie IP-anpeca kanaaos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

88. Yxaxure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxure skcnepuMeHTanbHble |P-agpeca, 3ape3epBUpoOBaHHBIC IJI1 MCIOJIB30BAaHUS B
Oyymem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

90. Ipunoxenus, ucnonp3yromue nporokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

91. Ilpunoxenus, ucnonbp3yomue npotokona UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV
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92. Kaxkoil mporecc obecrieuyuBaeT pas3leliecHHe NaHHBIX Ha Oojee MenKue ONOKH s
MOCJEAYIOIIEH MepeIayu.

JEKOMIIO3ULIMS

MYJIbTUIUIEKCHPOBAHUE

NEMYJIbTUIUIEKCUPOBaHHE

CerMeHTanus

Oydepuzanus

MHKAICYJISALUA

93. Kakoii npolriecc no3BoOJsSET HECKOJIBKMM IIPOrpaMMaM HUCII0JIb30BATh CETh OJJHOBPEMEHHO.

JEKOMITO3ULIUS

MYJIbTUIIIIEKCUPOBAHUE

JEMYJIbTUIUIEKCUPOBaHUE

CerMeHTalus

Oydepuzarus

MHKAICYJIALNS

KOMMYTalHs

94. Kakoil ImpOTOKOJI OTBEYAET TOJBKO 3a CTPYKTYpY, aApecalio U MapLIpyTH3aLUIO
[IAKETOB, HO HE OINPEEISIET, KAK OHU JOCTABIIAFOTCS WM MEPEJAIOTCS 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

95. Omnpenenure NPOTOKOJ, HCIOJB3YIOUIMH MEPEYNCICHHBIE OCHOBHBIE ONEpaluu s
oOecrnieueHNs HaJe)KHOM Mepeaadn JaHHbIX 110 CETH:

noBTOpHY!0 nepenauy PDU TpancropTHOro ypoBHS ¢ HETIOATBEPKACHHBIMH JAHHBIMU [TOCIIE
3a/1aHHOTO BPEMEHU OKUIAHMS;

orcnexxuBanue konnuectBa PDU TpaHCOpTHOTO ypOBHS, OTIPABIEHHBIX HA TOT WJIK MHOU
y3€J1 TeEM WM UHBIM NIPWIOKEHUEM, U OATBEPKACHHE MoJ1ydeHHbIX PDU;

KOHTPOJIb pazMmepa U ckopoctu oomeHa PDU TpaHCOpTHOTO ypOBHS MEXIY KIMEHTCKUMU
YCTPOWCTBAMH U CEPBEPAMH.

TCP/IP

IP

TCP

UDP

EIGRP

96. YkaxxuTe NPOTOKOJ, O0ECIEeUMBAIONININ PACIIMPEHHYIO 3aIIUTy JAaHHBIX Ha OCHOBE
mu@poBaHus NpyU Nepesade JaHHbIX ceanca no JuHuu VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uto OyaeTr B pesyibTaTe BBOJA 3TOM KOH(UTyparuei, ecinu B CIEAYIOIINN pa3 CeTeBOU
aJIMUHUCTPATOP MOJKIIOYUT KOHCOJBHBIA Kabedb K MapLIpyTH3aToOpy U HE BBEAET HHUKAKHX
JOTIOJTHUTEIbHBIX KOMAaH/?
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AnmvunHHCcTpaTOpy HY*)HO Oyner BBectu Ciscol23

AaMuHHCTpaTOpy HyXkHO Oyaet BBectu Cisco234

AnmMunHHCcTpaTOpy Hy*)HO Oyner BBectu Cisco789

AJIMUHUCTPATOP YBUIUT MpUTIIAlIEeHHEe KOMaHIHOU cTpoku R1>

98. Ilonp30BaTesh OTKPHIBAET TPH Opay3epa Ha OJHOM KOMIIBIOTEpPE, YTOOBI MEPEUTH Ha CalT
www.mospolytech.ru u HaiiTu uHGOPMAIHIO O paclHCaHUU K3aMeHOB. BeO-cepBep oTmpaBiser
oTBeT Ha 3anpoc. Kakyto nHpopMaIuio UCIoyib3yeT cTek npotokosioB TCP/IP kommnbioTepa, 4ToOBI
OTIpeIeNIuTh, KaKoil U3 Tpex BeO-Opay3epoB JOHKEH MOTy4YUTh OTBET?

HOMEp MOpTa HCTOUYHUKA

IP-anpec momyuaTens

HOMEp MopTa Ha3HAYCHHUS

IP-anpec ncrounnka

99. Kak Oymer BBITIIAACTh MaKCHUMadbHO CKaToe TpenctaBienue |Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 BSF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CkoabKO apecoB y3JI0B MOKHO Ha3HA4YMTh B ceTH 192.168.15.192 ¢ nmpedukcom /26

254

126

62

30

256

128

64

32

101. BecipoBogHOMY KJIMEHTY HEOOXOAMMO OTIIPABUTH IEKTPOHHYIO MOYTY HA MTOYTOBBIN
cepsep. Kakoit mpoTokos OyaeT uCnoiab30BaThCs MpU OTIpaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakas koMmaHJa MOXET HCIIONB30BaThCA [UJIsl OMpeaenieHus: Toro, kakue 1CP-
COCIIMHEHUS OTKPHITHI 1 aKTUBHBI HA CETEBOM Y3JI€, U JJISl TIPOBEPKU COCTOSHUS TUX COCIMHEHUH.

Nslookup

Netstat

Ping

Traceroute

103. Kakue ¢pyHKINHU BBIOIHIET KOMMYTaTOp?

(dbopmupyeT TabnHIly MapmpyTH3aIuy Ha OCHOBE mepBoro |P-agpeca B 3aromoBkax kKaapos

ucnons3yeT MAC-aapeca uCTOUHUKA B KaJpax JUIsl CO3/IaHUS U TOJIEP)KAHUSI B aKTyaTbHOM
cocrostany Tabimiel MAC-anpecos

nepechuIaeT Kaaphl C HeU3BECTHBIMU |P-anpecamMu Ha3HAYSHHMSI IUTFO3Y 110 YMOTYAHUIO

ucrionb3zyet Tabmuiy MAC-agpecoB miis mepechUIKd KaapoB B cooTtBeTcTBUU ¢ MAC-
a/lpecoM Ha3Ha4YCHUs

m3yuyaeT MAC-anpeca Ha3Ha4YCHHSI M CO3/Ia€T HA MX OCHOBE HOBBIE 3amucu B Tabiuie MAC-
azpecoB

104. Kakas uadopmarus 100aBiaseTcs BO BpeMs HHKANCYJIAuu Ha ypoBHe 4 moaenu OSI|?

MAC-anpeca UCTOYHUKA U HA3HAYCHUS

MIPOTOKOJI YPOBHS MPUIIOKEHUH UCTOUHUKA U HA3HAYCHMUSI
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HOMeEpa MOPTOB UCTOYHUKA U Ha3HAYCHHUS

IP-anpec ncrounmka u Ha3HAYCHHS

105. IToka3zath XapakTepUCTUKH pa3beMa ST7?

Pa3bem Hazie:kHO PUKCHPYETCS 3aKPyUMBAIOIIMMCS MEXaHU3MOM OallOHETHOTO TUTA.

OcHaren Mexanu3MoM 3amienku push-pull ams obecriedenns HaeKHON yCTaHOBKU

YMeHbllIeHHass BEpCHUsl ONTOBOJOKOHHOTO pazbeMa. OH HaOupaeT MOMYJSIPHOCTh HU3-3a
CBOET0 HEOOJIBIIOTO pa3Mepa.

106. HazoBuTe XapakTepUCTUKH, TPUMEHUMBIE K ToaypoBHio MAC?

BsanmopneiictByeTr ¢ o0opynoBaHMEM Ui YAOBJIETBOPEHHUS TPeOOBaHUI K MPOITyCKHOMN
CIIOCOOHOCTH U MPOBEPsET HAIMYKME OMIMOOK B OTIIPABJICHHBIX U MOJYyYEHHBIX OUTaX.

B3anmMoneicTByeT ¢ BEpXHUMH YPOBHSIMHU JIsl 100aBICHUS NPUKIAIHOW MHPOPMALIUU IS
JIOCTaBKH JIAHHBIX K IPOTOKOJIaM 0oJiee BEICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIBHO HE3aBUCUMBIM OT (PU3UYECKOT0 000PYAOBAHUSL.

KouTtponupyer npoctym K cpene meperadyd ¢ MNOMOUIbIO TpeOOBaHUI K CTaHaapTam
CUTHAJIN3ALUHU U (PU3NIECKUM HOCUTEIISIM.

VYrpasmuser ceTeBoi HHTEPPEHCHOIN KapTOH ¢ MTOMOIIBIO TPOTrPAMMHBIX JPANBEPOB.

[MonnepxuBaer TexHonoruto Ethernet ¢ ucnonszopanuem CSMA/CD umn CSMA/CA.

107. OT™MeThTEe XapaKTepUCTUKH, OTHOCsIIHECS K anpecy FF02::2?

I'pynnma MHOroagpecHoil pacchUIKM JUIsl BCeX MOAKIIOYEHHBIX y310B |IPv6. Ilaker,
OTIIPaBJICHHBIN B 3Ty IPyIIy, IpUHUMAETCsS U 0OpabaTbiBaeTcsi Bcemu uHTepdericamu IPV6 B kaHaie
WIH CeTU. DTa rpyIia apecoB padoTaeT Tak ke, Kak MMPOKOBEIIATEIBHEIHN ajipec B mpoTokoiie IPV4.

I'pynnma MHOroanpecHOW pacChUIKM AJIsi BCEX MOIKIIOYEHHBIX Mapuipytuzatopos |PV6.
MapuipyTuzarop CTaHOBUTCS 4acThbIO 3TOM IpyIIbl, KOTJa OH IEPEXOIUT 1o ynpasieHue IPv6 c
IIOMOIIIbIO KOMaH/IbI II00aIbHOM KOHHUrypanuu ipv6 unicast-routing. ITaket, oTpaBaCHHBIN B 3Ty
rpymiy, IpuHUMaeTcs U o0padaTeiBaeTcsi BceMu Mapiipytusatopamu IPV6 B kanasne nim ceTu.

108. KakoB nuarna3on o6men3BecTHbx moptoB TCP u UDP?

ot 0 1o 255

ot 0 mo 1023

otT 256 o 1023

ot 1024 no 49151

109. Kakue npuiiokeHus WK CIIy>K0bl IO3BOJISIOT XOCTaM J€MCTBOBATh KAaK KJIMEHT U CEPBEP
OJHOBPEMEHHO?

KJIMEHT/CEPBEPHBIE MPHIIOKEHHS

MPUIIOKEHUS JIEKTPOHHON MOYTHI

P2P npunoxxenus

CITyKObI ayTEHTHU(PHUKATUU

110. Kakue tunbsl ICMP coobmienwnii srstorest oomumu s ICMPv4 u ICMPV6?

VY3en Ha3HAUYEHUS WIH CEPBUC HEIOCTYIIEH

Omnpenenenne UMEHU XOCTa

Hactpoiika IP

Hcrounuk HegocTyneH

[IpeBbIlieH HHTEPBAT OKHUTAHHS

111. Kakue aBa mpOTOKOJIa MOTYT HCIIOJIb30BaThCs YCTPONMCTBAMM B Ipolecce MOoAauu
3as1BKH, OTIPABIISIIOLIEH STIEKTPOHHYIO TTOYTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas xomaHna (mpu €€ NPUMEHEHMM Ha MapUIpyTH3aTOpE) IMOMOXKET CBECTH K
MUHHUMYMY PHCK B3JIOMa MapoJiell Ha MapIIpyTH3aTOpPe METOI0M Tpy0Ooit cuibl?

exec-timeout 30

service password-encryption
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banner motd $Max failed logins 5%

login block-for 60 attempts 5 within 60

113. Kakoii akrop onpenenser pazmep okHa TCP?

00BbeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIIYT, BKIIOUEHHBIX B cerMeHT T CP

00beM JTaHHBIX, KOTOPhIE MyHKT HA3HAYCHHSI MOXKET 00padaThIBaTh 3a OJIMH pa3

00BEM JaHHBIX, KOTOPBIE HICTOUYHUK CIIOCOOCH OTIIPABIISATH OJHOBPEMEHHO

114. Kakue 3asBienus onuceiBaroT cooomenne DHCP Discover?

Ucxonnsriit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkra HazHaueHus 255.255.255.255

Coo011ieHre UCXOAUT OT cepBepa, npeiaras |P-agpec

Coo01enne UCXOAMT OT KiueHTa, uirymiero |P-aapec

Bce xocTthl nomyuatot coobenue, Ho Toibpko cepsep DHCP orBeuaer

Coo0menue nmomxyyaet Tojibko cepsep DHCP

115. YuursBas npedukc rinodanbHoil Mapiipytusanun /48 u npedukc /64, kakoBa 4acTb
nojaceru creayromiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kaxoti tun coobmenust ICMPV6 6yaet oTnpaBisTh XOCT AJIs TOTyYSHHUS KOHDUTYpaLuu
IPV6 mipu 3arpyske?

OrtBer cocennero y3ia (NA)

3ampoc cocenuero ysia (NS)

OtBet Mapuipytuzatopa (RA)

3ampoc k mapmpytuzatopy (RS)

117. Kakue ¢pyHKIIMM BBIIIOJIHSAET YPOBEHb NPEACTABICHUS ?

dopmaTHpoBaHUE WM TMpEACTaBICHHE ITaHHBIX W3 HCXOAHOTO YCTpoHcTBa B (opme,
HOJXOAAIICH ISl IOJTYYEeHHUSI YCTPOICTBOM Ha3HAYECHUS

CxaTue DaHHBIX TaKUM 00Opa3oM, 4TOOBI MX MOXHO OBLIO pacrmakoBaTh Ha YCTPOWCTBE
Ha3HAYCHUS

IndpoBaHre JaHHBIX IS IEpeIadd U aemrpoBaHUe MTPH MOTYUSCHUN

OOMeH TaHHBIMU MEXIy TIporpaMMaMu

YcTaHOBIIEHUE COSTMHEHHUS C TIOATBEPKICHUEM OTIPABICHHBIX TaHHBIX

[Tounck HamTydIIero MyTH JOCTaBKU JAHHBIX

ITpoBepka MAC-aapeca UCTOYHHKA ¥ HA3HAUCHUS

7.7.1lpumMepHBbIi CIUCOK BONPOCOB /ISl KOHTPOJILHBIX py0e:eil U 321U ThI

J1abopaTopHbIX padoT

Tema 1

1. Kakue aneMeHThI JaHHBIX BKIIIOUEHBI B (PU3UYECKYIO TOTIOJIOTHIO?

Cxewma [P-agpecanun

CxeMa UMEHOBAaHMS KOMIIBIOTEPOB

Pacnionoxenue u minHa xkadenei

®u3nUecKoe PacroOKEHUE BCEX CETEBBIX YCTPOUCTB

Pa3mep mmpoxoBemaTenbHbIX U KOJUIM3UOHHBIX JIOMEHOB

AmnmnapaTHas KOHQHUTypaiys OKOHEYHbIX Y3JI0B

2. Boibepute yTBepxA€HNUE, OTHOCSAIIEECS K CpeJie Mepeiadyl Ha OCHOBE HEAKPAHUPOBAHHON
BUTOH IapBbl.

CaMbIi IPOCTOM THI CETEBOTO Kales i yCTaHOBKH

HCTIOJIB3YCT CBCT JIA IEpeaavu JaHHbIX
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HaunboJee MUPOKO UCTIOIB3YEMBIH THIT CpPEIbl Iepeaayn
BOCIIPMMMYMBA K 3JICKTPOMArHUTHBIM U PaMOYaCTOTHBIM ITIOMEXaM
OOBIYHO HCTIONIB3YETCS MEXY 3AaHUSIMU

0OBIYHO HCIIOJIB3YCTCA MOCTABHIMKOM YCIIYyT KaOeJIBHOT O TCICBUACHUA NI TOAKIIIOUCHUSA K

HNurepuery

3. Kakoit 6e30macHbIii BHYTPUIIOJOCHBIM METOJ TOCTYIa MOXET MCIOIb30BaTh KIMEHT IS

HOJKJIFOUEHUS K YCTPOUCTBY JJIs1 YJaJICHHOI'O MOHUTOPUHIA U HACTPONKN?
HTTP
Telnet
KOHCOJIBHBII;'I nopT
SSH

4. Kakoli peXuM MapIIpyTH3aTopa oToOpakaeT MpUrjialieHne KOMaHaHOU cTpoku Router#?

10JI30BATEIbCKUM PEKUM

IPUBWICTHPOBAHHBINA PEKUM

PEXUM HACTPOUKHU

peXuM TII00TbHON KOH(pHUTYpaIiu

5. Kakue yTBepKIeHuUs OMUCHIBAIOT BHETIOJIOCHOE COeTMHEHNE?

C TOYKM 3pEHHusl ympaBleHHUs ciyxO0aMu Oojee NpPeArnOYTUTEIbHBIA, YeM YIIpaBJICHUE

YCTPOKCTBOM I10 CETH CPEJICTBAMU IIPOTOKOJIOB
He TpeOyeT GU3UIECKOro MOAKIIOYESHUS
HCIIONB3YETCS ISl IEPBOHAYATIbHOM HACTPOMKH YCTPOUCTBA
UCIIOJIB3YET MPSMOE KOHCOJIBHOE MOAKIYCHHE

obecrieunBaer Ooybmuii HAOOP (YHKIMOHAIBHBIX BO3MOXHOCTEH, HYeM YIIpaBJICHUE

YCTPOI‘/'ICTBOM I10 CE€TH CPpCACTBAMU IIPOTOKOJIOB

6. Kakue TeXHOIOTHH pacupsIOT BO3MOKHOCTH yIaJICHHBIX COTPYIHUKOB IO 0€30MacHOMY

HOJKJIFOUYEHUIO K BHYTPEHHUM pecypcaM KOMITaHUH?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue mnpoTOKOJBl HCHONB3YIOTCA JUIs HoAkmoueHus ycrpoiictBa Cisco
BHYTPHUIIOJIOCHOM A0CTyTE?

Telnet

ARP

SMTP

FTP

SSH

8. Kommbrotep, npeoCcTaBIsIOUINNA CBOU PECYpPChI OJIB30BATENSIM CETH:

[Tons30Barenbeckuit

Knuent

Cepsep

9. O6o0IeHHAs TeOMETpUYECKast XapaKTEPUCTHKA KOMITBIOTEPHON CEeTH:

Tonomnorus cetn

CereBoii cepsep

VYV aneHHbIe CETEBbIE KOMIIBIOTEPHI

10. I'no6anpHast KOMOBbIOTEpHAs! CETh MUPOBOTO YPOBHSI:

WWw

DneKTpoHHAas ouTa

Hutpaner

11. OcHOBHBIMU TUIIAMH KOMITBIOTEPHBIX CETEU SABISAIOTCS CETH:

COLMAJIbHBIE, pa3BIIeKaTeIbHbIC, OM3HEC-OPUEHTUPOBAHHbBIE

JIOKaJbHbIE, TI00ANbHBIE, PErHOHATLHBIE

KIIMEHTCKHE, KOPIIOPATUBHBIE, MEXKTYHAPOTHBIE

npu
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12. TIpoTokos KOMIIBbIOTEPHOH ceTH - COBOKYITHOCTD:

TexHuyeckue XxapakTepUCTUKU CETEBOro Tpaduka

DNEKTPOHHBIN XKypHAJI PETUCTPALIMU AEHCTBUI 110JIb30BATENEHN ceTn

[IpaBuina, pernaMmeHTUpyIOLIME NpUeM-Tiepeaady, akTUBAIMIO JaHHbBIX B CETH

13. Ilepenaya Bcex NaHHBIX B KOMIBIOTEPHBIX CETSAX pealn30BaHa C MOMOIIbI0:CeTeBbIX
IIPOTOKOJIOB

®daiisIoBOro cepsepa

E-mail

14. JlokanbHasi KOMIIBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

15. 'mo6anpHast KOMIBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

16. Cetb, B KOTOPOIi HET BBIJICIICHHOTO CepBepa, Ha3bIBACTCS:

OJIHOYPOBHEBO

OJIHOPaHTOBOM (ITUPUHTOBOM)

HE MPUBA3AHHON K CEpBEPY

17. Tonosnorusi CeTu ONpeaesieTcs: CTPYKTYPO:

AmnmnapaTHOro odecnedeHus

[IporpammuOro 0OecneueHus

CoennHeHus y3J10B CETEBBIMH KaHaJIaMU CBS3H

Tema 2

1. Kakas xomanga OC Windows otoOpakaer uHbOpMaIio 0 KOMIIbIOTEpe, BKItodas IP-
aapec uHTEpdeiica, MacKy MOACETH, HUII03 M0 YMOIYaHUIO M JOMOJHUTEIBHYI0 HH(pOPMAIUIO O
cepepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. Yto mO3BOJNSET OTMPABIATH W TMOMydYaTh ODJIEKTPOHHYIO IMOYTY Ha CaMBIX DPa3HBIX
ycTpoiicTBax?

Bce ycrpoiicTBa ucnonb3ytot oany u Ty xe OC.

[IporpamMHoe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS] OAHUM MOCTABIIUKOM.

VYcerpolicTBa HCIONB3YOT OAHO U TO ke [1O mouTtoBoro KiIneHTa.

[TouroBoe 10 HanmucaHO ¢ KCTIONB30BAHUEM CTaHAAPTOB U MPOTOKOJIOB, 00ECTIEYUBAIOLINX
COBMECTHMOCTb.

3. Uto npowusoiiger npu BeimoaHeHnn koman sl dirflash: ma mapmpyrtusarope?

Conepxxumoe ¢uaii-namsatu 6yaer nepemenieHo B NVRAM.

QupuI-naMaTe OyJeT crepTa

OTtobpakaeTcst coepkumMoe (GIIAII-NaMITH.

@puI-naMaTe 6yaeT oThopMaTupoBaHa.

4. R1l#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0O

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload
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Uro Oynmer B pe3ynbTaTe BBOJA 3TOM KOH(UTypaluel, eciu B CIEIYIOIUN pa3 ceTeBOi
aJIMUHUCTPATOP MOJKIIOYUT KOHCOJBHBIM KaOeab K MaplIpyTH3aTOpy M HE BBEIET HHMKAKHX
JIOTIOJTHUTEIbHBIX KOMaH?

AaMuHHCTpaTOpy HyX)HO OymeT BBectn Cisc0123

AnmMuHHCTpaTOpy HY*)HO Oyner BBectu Cisco234

AJMHHHCTpATOPY HyX)HO OymeT BBectr Cisc0789

AJMUHUCTPATOp YBUIUT NpUIJIALIEHHME KOMaHIHOU cTpoku R1>

5. BeiGepute yTBepakIeHIE, OTHOCALIEECS K KOMaH1aM ping U tracert.

Komanna ping otoOpaxxaet pe3yibTaT IPOBEPKU COSANHEHHS, a KOMaH/a tracert — HeT.

Komanna tracert oroOpakaeT Kax /1yt 4acTh IIyTH, a KOMaH/1a ping 0TOOpa)xaeT TOJbKO OTBET
OT KOHEYHOI'0 y3Ja.

Komanne! ping u tracert MOTyT 0TOOpa)kaTh pe3yJIbTaThl B rpa)u4eckoM BHJIE.

Komanpa tracert ucrionb3yer [P-anpeca, a komanaa ping — Her.

6. ITonb30BaTeNb XOUET IPOBEPUTH COEAUMHEHUE MEXLy XOCTOM 3 1 xocToM 8 B cetu. Kakyro
KOMaH/y MOKHO HUCII0JIb30BATh JUIsl IPOBEPKU COEIMHEHUS?

nslookup

ipconfig

netstat

ping

7. Kakue 1aHHbIE MOXKHO ONPEAETIUTH C IIOMOLIbIO KOMaH bl ipconfig?

Macka MoJICeT!

Cepsep DNS

¢busnueckuii anpec

IIJTF03 IO YMOJIYaHUIO

IP-anpec

Cepsep DHCP.

8. CereBoli aIMUHUCTPATOP MOXKET YCIEUIHO OTIPABUTH 3X0-3alPOC HA CEPBEP IO aJpecy
www.mospolytech.com, HO He MOXET OTIpaBUTh 3X0-3aIPOC Ha BeO-cepBep KOMIIAHUM,
pPAacCIIOJIOKEHHBIM Ha CaliTe MHTEpHET-NpoBaijepa B JApyroM ropoge. Kakyro KomaHAy MOKHO
UCIIOJIb30BaTh IS ONPEeAEICHUs KOHKPETHOTO MapLIpyTH3aTopa, B KOTOPOM MIPOU301ILIA TOTEPs WK
3a/IepKKa MaKETOB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kaxoii cranaapt oGecrnieunBaeT HanOOIbIIYI0 0OPAaTHYI0 COBMECTUMOCTD C IPEABLIYIIUMHI
CTaHJapTaMH, HO MPHU 3TOM JIEMOHCTPUPYET OONBIIYIO TPOU3BOAUTENLHOCT?

802.11a

802.11b

802,119

802.11n

2. Kakue nmapametps! onpezenens! cranaapramu WAN?

TUI UHKATNCYJISIUU

yIpaBIEHUE IOTOKOM

IP-anpecamms

MIOCTABILUK

MIPOTOKOJI MapLIPyTHU3ALIUH.

(dusnueckas agpecanus

3. Kakue ypoau momenu OSI ommuceiBaroT crangaptel WAN?

TpaHCIIOPTHBIN YPOBEHb

CeaHCOBBIN YPOBEHb

CereBoil ypoBEHb

KananbHblll ypOBEHb
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DuU3nYECKUil ypOBEHD

[IpuxnagHoit ypoBeHb

4. Kakue mpuIoKeHHs WU CITyKObl TIO3BOJIIOT XOCTaM JICHCTBOBATh KaK KIMEHT U CEpBEp
OJHOBPEMEHHO?

KIIMEHT/CEepBEPHBIE MPUIIOKEHUS

MIPUIIOKEHNUS SJIEKTPOHHOU MOYTHI

P2P npunoxxenus

CITY>KOBI ayTeHTU(DUKAITUN

5. B kakux ciy4asx HEOOXOOUMO YIPABIATh MAapIIPYTHU3aTOPOM IO CETH C IOMOIIBIO
MIPOTOKOJIOB?

KOI'Jla MHTEpHET-NpOoBaiiiep MOoJIy4aeT AOCTYNl K MapUIpyTH3aTOpy IIOJb30BaTeNsl JUis
KOHTPOJISI HOpMaJIbHOM paboThI

MOJYYUTh JOCTYI M HACTPOUTH MapIIPYTU3aTOP Mepe]l HadyalioM paboThl B CETH

UCIPAaBUThH OIMUOKY, MIPUBOJUBIIYIO K OTKJIFOUEHUIO CETEBBIX HHTEP(EHCOB Ha poyTepe

B ClTyyae HEKOPPEKTHBIX HACTpoeK KoHpuryparmu Tpancasanun NAT

TSl pE3ePBHOTO KOITUPOBAHUS TeKyIel KoH(purypamnuu Ha tftp-cepsep

6. Kakue npenmyiecta nucnons3zoBanuss VLAN nonydaer opranuzanus?

OpraHu3alys nojydaer ruOKocTh O1aroiapsi BO3MOKHOCTH TPYIIIUPOBATH MOJIb30BaTENIeH He
10 (PU3NYECKOMY MECTOIOIOKEHHUIO, a M0 (PYHKIHIM.

IEepCOHANI OTJeNia U CETEBbIE PECYpPChl MOTYT IEHTPAIU30BAHO OOBEIUHATHCS HAa OJHOM
(¢u3nIecKOM ydacTKe.

KOJIMYECTBO IIMPOKOBEIIATENIbHBIX JJOMEHOB B KOPIIOPATUBHOM CETH YMEHBILIAETCA.

OpraHu3alys MoJy4aeT BO3MOYKHOCTb JIOTHYECKHA OTACIIMTH FOJIOCOBOM M APYroMl Ba)KHBIN
TpauK OT BCEX OCTAIbHBIX BUJIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YIPABJICHHUE CETHIO 33 CUET 3aMEHbI OOJIBIIOrO KOJINYECTBA YCTPONUCTB
2-T0 ypOBHS HEOOJIBIIUM KOJIMYECTBOM YCTPOMCTB 3-T0 YPOBHSL.

yCTpaHseT HEOOXOJUMOCTh MapIIPyTH3AIUU TpaduKa B OOJIBIINX CETSX.

Tema 4

1. Yro Takoe CSMA/CA?

METOJI J0CcTyna, ucnosbzyemblid TexHonorueit IEEE 802.11 ¢ npenoTBpaiiieHueM KOJIITU3UH

METO/] 10CTyNa, ucrosb3yeMblil TexHosorueit IEEE 802.11, uro0s1 n3dexaTh 1yOaupoBaHus
SSID

METOJ JIOCTYyTa, UCIOJIB3yeMblil TexHonorueil nposogHoro Ethernet mis npenorBpameHus
KOJUIM3UI

METOJ JOCTYIa, UCIIOJIb3YyEeMBbIH 10001 TEXHOIOTHEH, KOTOpasi UMEET Upe3MEepHBIE KOJTU3UU

2. B kaxoii obmacti ceTw TpaduK OT APYTHX Y3JI0OB MOXKET IMPHBECTH K TOMY, YTO
NEPEJAOLIUI y3€] OCTAaHOBHUT MEpeNady MAAHHBIX, IOCIE YEro MNepearolIvil y3ed BBDKHAAET
CIy4JailHOe BpeMs Mepe] MOBTOPHOM nepeaadyeit JTaHHbIX?

YPOBEHB pacIpeneIcHUs

PO CETH

YPOBEHB JI0CTYIIa

LIIMPOKOBEIIATEIbHBINA JOMEH

JIOMEH KOJUIU3UU

OJIHOPAHTOBasl CETh

3. Kak cBeTOAMOAHBIN HHANKATOP YKa3bIBAET HA TO, YTO Yepe3 MOpT nepenaercs Tpaduk?

MIOCTOSIHHO TOPUT >KEITHIM

MHUTAET

ITOCTOSIHHO TOPHUT 3€JIEHBIM

HAaXOJUTCSI B BBIKIIFOUEHHOM COCTOSIHUU

4. Jlns yero HeoOxoaumo HasHaudaTh IP-ampec unrepdeiicy VLANI Ha kommyTtaTope Cisco?

YTOOBI KOMMYTATOP MOT BBITIOJHSTH MAPIIPYTH3AIUIO MEXKTY CETIMHU

YTOOBI MOJYYUTh yJIAJICHHBII TOCTYIl K KOMMYTATOpY JJIs1 HACTPOUKH U KOH(OUTYpUPOBaHUS

YTOOBI KOMMYTATOp MOT TiepechliaTh |P-makers

co3/7aTh TOJICETh ¢ HOBBIM |P-anpecom Ha KoMMyTaTOpe
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cpene?

5. Kakoit yposens monenu TCP/IP uHKancymupyeT nakeTsl Ui Nepefadd B Nepearoneit

TpaHcnopTHBIN

Hutepnera

[Ipunoxxenunii

Hoctyna k cetn

6. Kakoii mpomecc obOecriedmBaeT pas/elieHHE NaHHBIX Ha Oojee Melkue OJOKH s

MOCJICTYIONIEH TIepeIaun.

JEKOMIIO3HIIHSI
MYJIbTHITICKCHPOBAHUE

NEeMYJIbTUIUICKCHPOBAHHE

CerMEeHTaIUs

Oydepuzanus

VHKATICYJISIUS

7. Kakoii mporiecc mo3BoJsieT HeCKOJIbKUM IpoTrpaMMaM HCIOIb30BaTh CETh OJTHOBPEMEHHO.
JICKOMITO3HIIHS

MYJIBTUTIIICKCUPOBAHNE

JIeMYJIbTUTUICKCUPOBAHHUE

CErMEHTaIUs

Oydepuzarus

WHKATICYJISIIHS

KOMMYTaIlust

8. Kakast komanza (ipu e€ NpUMEHEHHH Ha MapIIPyTU3aTOPE) IOMOXKET CBECTH K MUHUMYMY

PHCK B3JIOMa MapoJjieil Ha MapIIpyTU3aTOpe METOI0OM Ipy0oii cribl?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

Tema 5

1. KakoB MAC-anpec HazHaueHnus kaapa Ethernet mmpokoBemarenbHON pacChUTKH?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

2. Kakue naHHBIE MOKHO TOJYYHTh C MOMOIIBIO KomaHnbl show mac-address-table Ha

kommyTtarope Cisco?

IP-anpeca HampsiMy10 MOJKITIOUEHHBIX CETEBBIX y3JI0B

MAC-anpeca nopToB KOMMyTaTopa

comnocraBienne MAC-aapecos u |IP-agpecoB ais ceTeBBIX y37I0B

MOPT, UCTIOIB3YEMBI KOMMYTATOPOM IS IEPECHIIKH KaJIPOB y3ITy

3. Ykaxute MHoroaapecuslii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananbHbIi ypOBeHb pa3/ielieH Ha JBa oAy poBHs. O0o3HaubTe pyHKumu noxyposus LLC.
ConepxuT B Kajape MHGOPMAIMIO, yYKa3bIBAIOIIYIO, JAHHBIE KaKOTO MPOTOKOJIA CETEBOTO

YPOBHSI HHKATICYJTUPOBAHBI B TaHHBIA Kaap. JTa nHGOpMAIKS TO3BOJSET Pa3IUYHBIM MIPOTOKOIAM
CeTeBOro ypoBHA, TakuM Kak IPv4 u IPv6, coBMECTHO MCMOJIb30BaTh OJWH M TOT K€ CETEBOM
uHTEpdeic U MOAKIIOYCHHUS.

JloGaBsieT ynpaBIsiony0 HHPOPMAIUIO AJIs JOCTABKU MAKeTa y3/1y Ha3HAUCHHUS.
BrInonHseT MHKANICYIISAIUIO JTaHHBIX.

OTtBeuaer 3a pa3MelieHne KaJIpoB B cpejie epelaun U y1ajJeHue KaJlpoB U3 Hee.

5. MeToibl KOMMYTaIIUH KaJipoB Ha kKomMMmyTaTtopax CiSCO. YKaXuTe MPU3HAKU KOMMYTAIUU

C TIPOMEXKYTOYHBIM XpaHECHHUEM. HEOoOXOoAuM I aHanmm3a KadectBa oOcmyxkuBaHusi (QO0S) B
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KOHBEPIreHTHBIX CETSAX, rie TpeOyercs kinaccudukanusi KaapoB I HAa3HAYCHHS] TMPHOPHUTETOB
MPOXO/ISIIero Tpaduka.

KoMMyTaTop Oydepusyer TOJIbKO 4YacTh Kajapa, HeoOxomumyto miusi urenuss MAC-anpeca
Ha3Ha4YeHHsI, YTOOBI OH MOT OIPEJIEIUTh, HAa KaKOH MOPT MepechuiaTh JaHHbIE

KOMMYTATOP MOJy4YaeT KaJp ICTUKOM U BBIYMCISACT HUKInUeckuii n3opirounsiii ko1 (CRC)

KOMMYyTaTop oOpabaThIBaeT KaJapbl 0 MEpe UX MOCTYIJICHUS, JaKe eclii Mepeaaya eile He
3aBepleHa

MO3BOJIIET YMEHBIIUTD IPOITYCKHYIO CIIOCOOHOCTh, 3aHUMAaEMYI0 MOBPEKICHHBIMU JAHHBIMU

6. Kakue QyHKIIUH BBITOIHIET KOMMYTAaTOp?

(dbopmMupyet TabIUIly MaplIpyTU3alluK Ha OCHOBE mepBoro |P-agpeca B 3aronoBkax KaapoB

ucnons3dyer MAC-agpeca UCTOYHHKA B KaJipax Ui CO3IAHUS U MOJEPKAHHUS B aKTyaIbHOM
coctossHuM Tabauiel MAC-anpecos

nepechlIaeT Kaapel ¢ HeU3BeCTHBIMU |P-agpecamMu Ha3HAUEHHS IUTIO3Y IO YMOJYAHHUIO

ucrnosib3yet Tadmuiy MAC-aapecoB st mepechbulku KaapoB B coorBercTBuu ¢ MAC-
a/IpecoM Ha3HAYCHUs

nzydaeT MAC-anpeca Ha3HauYCHHUS U CO3/1a€T HAa UX OCHOBE HOBBIE 3anucH B Tabymie MAC-
aZpecoB

7. HazoBuTe XapakTepuCTUKH, MPUMEHUMBIE K moaypoBHio MAC?

B3anmopneiictByeTr ¢ o0opynoBaHHMEM Ui YAOBJIETBOPEHHUS TPeOOBaHUI K IPOITYCKHOM
CIIOCOOHOCTH U MPOBEPsET HAIMYKME OMIMOOK B OTIIPABJICHHBIX U MOJYyYEHHBIX OUTaX.

B3anmMoneicTByeT ¢ BEpXHUMH YPOBHSIMHU JJIsl 100ABJICHUS NPUKIAIHOW WHPOPMALIUU /IS
JIOCTAaBKH JIAHHBIX K IPOTOKOJIaM 0oJiee BHICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIHHO HE3aBUCUMBIM OT (PU3UYECKOT0 000PYAOBAHHUSL.

KouTponupyer npoctym Kk cpene mepenadyd ¢ MNOMOUIIbIO TpeOOBaHUI K cTaHaapTam
CUTHAJIN3ALUHU U (PU3NIECKUM HOCUTEIISIM.

VYrpasmuser ceTeBoi HHTEPPEHCHON KapTOM ¢ MTOMOIIBIO TPOTrPAMMHBIX JPAUBEPOB.

[MonnepxuBaet TexHonoruto Ethernet ¢ ucnonszopanuem CSMA/CD wmn CSMA/CA.

8. Kakoii meTon MOXXHO HCHONB30BaTh [UIsl HAcTpoilku kommyTtaropa Cisco mnepen
npumenenueM [P-agpeca k untepdeiicy ynpaiaeHus?

ITporpammuoe obecnieuenue CiscoView, ncronp3yromee Vian 1

Wnrepdeiic komananoii crpoku Cisco 10S ¢ ucnonszoBanuem Vlan 1

Cisco Device Manager ¢ ucronbp30BaHHEM KOHCOJIBHOT'O IOpTa

Wurepdeiic komananoii ctpoku Cisco 10S ¢ ncrnonp3oBaHnEM KOHCOJIBHOTO MOPTA

Tema 6

1. Kakume ytBepxkaeHUs oONUChBatOT Tabmuiyy ARP wu  Tabmumy wmapripyTu3anun
MapuipyTusaropa?

Tabnuia MapIpyTH3aIUH COACPKUT UHHOPMAIIHIO O CETSIX U 00 OTACNIBHBIX y3/Iax.

Ta6muma ARP conepxut nndopmaiuio 00 OTAEIBHBIX y371aX, a HE O CETAX.

Tabnuia MapIpyTH3aIUu COACPKUT UH(DOPMAIIHIO O CETSIX, a He 00 OT/IENBHBIX y3Tax.

Tabmuna ARP conepxut nHpOpMaIUIo 0 CETAX, a He 00 OTAENBHBIX y3JIax.

Tabnuia MappyTH3aud COACPKUT UHHOPMALIUIO 00 OTAETHHBIX Y3IIaX, a HE O CETsIX.

Ta6muia ARP copepxut nndopmaruio o ceTsix 1 00 OTACIBHBIX YCTPONCTBAX.

2. CnenmanucT Ciy>XObl TEXHHYECKOH IMOAMEPKKH MOA03peBaeT MpoOieMy Ha CETEBOM
ypoBHe mozenu OSI. Kakue Bonpocsl AOKEH 3a7aTh CHEUAINCT, YTOObI 0OHAPYKUThH NMPOOIeMy
Ha CETEBOM ypoBHE?

Bam xoMnbIoTep HaCTPOEH Ha HCITOJIb30BaHKe IpoTokoia DHCP?

MookeTe 1 BbI 3aiiT Ha WWW.mospolytech.com?

TTonxiroyeH nu Balr ceTeBoi Kadenn?

Ycnemsslil 11 3X0-3anpoc, OTHPABICHHBIN Ha [IUTH03 IO YMOJYaHUIO?

Buaute 11 BBl MHIUKATOP COCAMHEHUS HA CETEBOU IIaTe?

3. ¥3en A mnactpoen c IP-agpecom 192.168.39.43, a y3en B nactpoen c IP-agpecom
192.168.39.49. O6a y31a UCTIOJIB3YIOT OJIHY U Ty K€ MacKy mojceTu 255.255.255.240, Ho HE MOTYT
OTIIPABIIATH 3X0-3aMPOCHI ApYyT Ipyry. Kakoe cereBoe ycTpoicTBO TpeOyeTcs sl CBSA3M 3THX IBYX
y3JI0B?
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KOMMYTaTOp

KOHIIEHTPATOp

cepsep

MapIpyTHU3aTop

4. Kakue yTBepKIICHHsI OMICHIBAIOT pe3yJIbTaT BhIMoiHeHUs: koman sl iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapupytuzarope?

Ecnu MapuipyT k ceTu Ha3HauY€HUsI HEU3BECTEH, MAKET OTIpaBisieTcs B ceTh 192.168.1.1.

Hoctyn k ynanenHoi cetu 192.168.1.0 Bo3MoxkeH depes mt000i nHTepdeiic.

Mapuipytuzarop He MoKeT 1ocThub ceTh 192.168.1.0.

Bce nmakeTsl, mojiydeHHbIE MAPLIPYyTU3ATOPOM, OTIPABIIAIOTCA Ha aapec 192.168.1.1.

B Tabauiy MapmpyTu3anuy 100aBIseTCsl CTAaTHYECKUI MapIIpyT M0 YMOTYAHHIO.

5. Kakue w™eroapl uCHONB3YIOTCA [UIsl A00aBICHUS YIAJICHHBIX ceTedl B TaOIHIly
MapupyTu3auun’?

akcopTupyroTcs u3 tadnuisl MAC-aapecos

BBOJIATCS] aIMUHHCTPATOPOM

UMIIOPTUPYETCS U3 (QUIeHI-MIaMsITH poyTepa

N00aBIISIOTCS Yepe3 MPOTOKOI MAPIIPYTH3ALUN

NOOABJSAIOTCS MyTeM ILIMPOKOBEUIATENFHOM TMepefauyd HUX CEeTEeBOro ajpeca CeTeBOM
UHTEpQEICHOI MIaToM

N00ABJISIOTCS C IIOMOILBIO TPe0oOpa30BaHUs aJ[PeCcoB

6. Kax mapmpyTtuzatop moiy4yaer MH(GOPMAIUIO O HAWIYYIIEM MaplIpyTe HpU OTIpPaBKe
MaKeTa Ha yJaJeHHbIN y3en?

13 KOHPUTYpaIMOHHOTO (aiiyia, XpaHs;IIEerocs B OIepaTUBHOMN MaMsATH

ot 10S, xpa"smumMucs Bo GJdII-MaMsITH TaHHBIMA

u3 nepenanHoro |P-nakera

U3 TaOJIUIBI MapIIPYTU3ALIUU, XPAHSIICHCS B ONIEpaTUBHOM MaMATH

7. Ha mapmpyTtuzaTtope HEOOXOIUMO HAaCTPOHMTH HOBYIO ceTh. Kakue 3amaum HE0OX0AUMO
BBITIOJHUTD ISl peau3aliy JUHAMUYEeCKONH MapIIpyTU3alluu JJisi HOBOU CeTH?

Hasnauuts unrepeiicy IP-anpec u macky nojceru.

Oo6HOBHUTH HH(OpMAIHIO 0 KoH(puUryparuu iphost, ykazas uMs yctpoiictsa u |P-agpec HoBoro
uHTEepdeiica.

HacTtpouTs mpoTOKON MapuIpyTH3allld, UCHOJIb3YEMBIH Ha BCEX APYTUX KOPIOPATHBHBIX
MapuIpyTu3aropax, ¢ uHpopmalmen 0 HOBOU CeTH.

BriOpate HacTpanBaeMblil MPOTOKOJI MapIIPYTU3ALIUH.

Hactpouts npoTtokos Mmapuipytusanuu ¢ IP-anpecom u Mackoii mojicetu HoBoro uHTepdeiica.

Hactpouts npoTokon Mapmipytusaiuu ¢ |P-angpecom HOBOM ceTH.

8. CeTeBoii crienagicT HaCTpauBaeT HOBBIM MapuipyTusatop. MHTepdencsl HaCTpOEHbI, HO
MPOTOKOJIBI MapIIPyTH3AIMN WM CTATUYECKHE MapIIPYTHI elie He HacTpoeHbl. Kakue MapmpyTsl
y’K€ IPUCYTCTBYIOT B TaOJIMIE MAPIIPYTU3ALH?

MapIIpyTHl OTCYTCTBYIOT, TAOJIUIA MAaPIIPYTH3AINHA ITyCTa.

NpsIMble COETUHEHUS

MapIIPyTHI 0 YMOJTYaHUIO

MapLIpyThl IIMPOKOBELIATEIbHOMN pacChUIKU

9. Kakue 3a1a4u pemaroT MPOTOKOIBI MAPIIPY TU3AIIH?

MH(GOPMHUPOBAHUE Y3JIOB JOKAJIBHON CETH O HOBBIX aJ[pecax MUTI030B M0 YMOIYAHUIO

M3yYeHHUEe JOCTYIMHBIX MapIIPYTOB KO BCEM ITyHKTaM Ha3HAUCHHUSI

yJaJeHne MapIIpyTOB U3 TaOIMIIbI MApIIPYTH3AIUU TIOCIIEe UCTEUSHUS CPOKA IEHCTBHS

o0ecrnieyeHne CXeMbl aJipecaliu Jisi UISHTU(PUKALUU CeTel

pa3MelleHre HaWTydliero MapuipyTa B TabJIuie MapIipyTH3AIIH

TPAHCTIOPTUPOBKA MOJIb30BATENILCKUX JAHHBIX B CETh HA3HAUCHUS

10. KakoBo Hanity4Iiee CyMMHPOBAHHE MapUIPyTOB JJIs CICAYIOIIETO CIIUCKA COSAMHEHH?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20
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209.48.201.0/21

11. Kakue npenMyImiecTBa CTaTUYECKON MapUIPYTHU3AIUU 10 CPABHEHUIO C TUHAMHYECKOU
MapLpyTu3anuen?

0oJjee HaJeKHA, TOCKOJIBKY MapUIPyTH3aTOPBI HE OOBABISAIOT MapUIPYTHI.

MpoIIe aIMUHUCTPUPOBATH KOH(DUTYPAITUIO CETH.

obecrieunBaeT MacIITabuPyeMOCTh CETH.

MEHBIIIE IMOABEPKEHA OIIHOKAM.

MeHbIe 3arpy3ka [I1.

12. Kakoli TpOTOKON OTBEYAET TOJBKO 3a CTPYKTYpYy, aAPECalyio M MapIIpyTHU3AIUIO
MAaKeTOB, HO HE ONpE/ENsIeT, KaK OHU JIOCTABIISIOTCS WU MEPEat0TCs 10 CETH.

TCP/IP

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 1o ymon4aHuio Macka mojcetu s aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakast Macka mojceTu yka3aHna B ceTeBoM aapece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Eciii ceTeBoit aqMUHUCTpaTOp MPUMEHSIET MacKy mojceTu 255.255.255.248, ckonbko IP-
aJpecoB MOXHO HAa3HAYUTh y3Jam?

6

30

126

254

510

1022

4. K xakoii cetn mpuHAIEKUT xocT ¢ [P-agpecom 172.32.65.13 u Mackoil mojaceTu mo
YMOJTYaHHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kaxoit u3 IP-anpecoB siBisiercs agpecoM MOJCETH, €ClU Ui pa3lesieHus Ha IOJCETH
UCTIONB30BaIach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. Jly1st uero Hy»Ha MacKH IOJICETH?
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Macka moJiceT! HCIoib3yeTcs Ui ONpeesieHus ceTeBoii yactu IP-aapeca.

Macka mojaceTn McCHoJib3yeTcst s pasouenus 48-OutHoro aapeca Ha OUl m cepuifHbIN
HOMEP TPOU3BOAUTETIS.

Macka mojceTs TpeOyeTcsi, eCId LT3 TI0 YMOJTYaHUIO HE YKa3aH.

Macka nojiceTu TpedyeTcst TOJIBKO MPU 3aMMCTBOBAaHUY OUTOB B CETH

7. Ykaxxute MHOTOaipecHbIe |P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxute MHoroaapecHsie |IP-anpeca B mokaiapHOM ceTr?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. YVkaxwute obmienoctynHsie (myoanyunbie) u yacTHbie IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

€ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Vkaxwurte loopback IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. VkaxwuTe nokanbubie |P-agpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255
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¢ 240.0.0.0 mo 255.255.255.254

12. Vxaxwute IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxute s3KcriepuMeHTanbHbie |P-ampeca, 3ape3epBUpOBaHHBIC JIJIsI UCIIOJIB30BAHUS B
Oyymem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoit aapec kinacca C MOXKHO pa3esuTh Ha 8 mojcereil. Mcnonap3yst MacKy moJiceTH
nepemeHHoro pasmepa (VLSM), kaxxayro U3 3TUX MOACETeH MOXKHO pa3/ieNiuTh Ha 8 0oJiee MEJIKUX
nojacerei. Kakyro Macky mojaceTn He0OXOIMMO HMCTOIB30BaTh IS MOJIYYSHUST 8 MPUTOIHBIX IS
WCIIOJIb30BAHUS aJIPECOB Y3JIOB?

/26

127

128

129

/30

/31

2. Kakue 3 aznpecoB SIBISIOTCS ajpecamu MmojceTH, eciau 172.25.15.0/24 nomomHUTEIBHO
pa30UT Ha MOJICETH MyTEM 3aUMCTBOBAHHUS IOTIOJTHUTENBHBIX Y€THIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CornacHo cxeme, 1t HOBOTO KaHasa Ethernet tpeGyercst momoHUTEIbHAS TTOCETH MEXTY
Mapuipytuzaropom 1 u maprpytuzatopom 2. Kakue agpeca mojaceTu HOJDKHBI ObITh HACTPOCHBI B
9TOM ceTH, 4TOOBI 00ECNeYynuTh MAaKCUMYM 14 HMCTOIB3yEeMBIX aIpecoB /I JAHHOTO KaHaja TpH
OTepe MUHUMAaJIbHOE KOJUYECTBO aIpECOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJBKO aJpecoB y3JI0B MOKHO Ha3HA4YMTh B ceTH 192.168.15.192 ¢ mpedukcom /26

254

126
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62

30

256

128

64

32

5. Kak Oymer BHIIISACTP MaKCUMaNBbHO Ckartoe TmpencraBienue |Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 BSF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

6. YuuteiBas npeduxc riobdampbHON Mapuipytuzanuu /48 u mpedukc /64, KakoBa 4YacTh
nozcetu cieaytoiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

9555

7. Uto MoxeT cuenaTh amiMUHHCTpaTop ¢ momombio VLSM (ceTeBbiX Macok mepemMeHHOM
JUTUHBI)?

ucnons3oBaTh RIPV1 B kauecTBe mpoToKoIa MapmipyTU3auu BO BCEl aBTOHOMHON CUCTEME

UCIIOJIb30BaTh HECKOJIBKO MIPOTOKOJIOB MAPIIPYTH3AIMK B aBTOHOMHOU CHCTEME

UCIIOJIb30BaTh HECKOJILKO MACOK MOJICETH B OJIHOM MpocTpaHcTBe IP-anpecos

UCIIOJIB30BAaTh €JUHYI0 MACKy ITOACETH BO BCE aBTOHOMHOMN CHUCTEME.

Tema 9

1. Kakue mpOTOKOJNBI TPHUKIATHOTO YPOBHSA UCHIONB3YIOT B KadecTBE IPOTOKOJA
TpaHcnoptHoro yposas UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cermenrt, aapecoBanHbli TCP-mopry 21, moctymaer Ha cepBep. Kakas ciyx6a
NPUKIIAJHOTO YPOBHSI SBIISIETCS MOTydaTeNIeM dTOTO CerMeHTa?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jlns 4gero HeoOXOAMMO, YTOOBI Y37bl MCTOYHWUK M Ha3HAYCHUS CHHXPOHH3HPOBAIU
HOPSIIKOBBIE HOMEpA BO BpeMs TpexdTanHoro pykomnoxarus TCP?

YTOOBI CO3AATh APy COKETOB ISl COEAMHEHUS MEXKIY Y3JIaMu

YTOOBI Y3€J1 MOT OIPEIENIUTh, KAKOE MPUIIOKEHUE SIBIISICTCSI HA3HAYEHUEM CEIMEHTOB

YTOOBI MPEAOCTAaBUTH MH(POPMAIUIO O y3JIe Ha3HAUEHUS IS CETEBBIX y3JI0B, Yepe3 KOTOphIe
MPOXOIUT MAPIIPYT

4yTOOBI 002 y371a MOTJIM OTCJIEKUBATH OTIIPABJICHHBIE U MTOATBEPKICHHbBIE CETMEHTHI

4TOOBI YKa3aTh BpeMs npeodpazoBanus [P-anpeca y3na

JUISL UACHTU(PUKAIMY TOTEPSIHHBIX CETMEHTOB, KOTOPbIE HEOOXO0MMO MepelaTh TOBTOPHO
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4. ITouemy VolP u Bugeotpadpuk ucnonb3yror nporokoa UDP?

TpeOyeTcst TOCTaBKa BCEX CErMEHTOB, HE3aBUCUMO OT 3a/I€PHKKH.

rapaHTHUPYeT TOCTABKY M MOJATBEPXKICHUE MOTyUYEHHs CEerMEHTa JaHHBIX,

MO3BOJISIET M30€XKaTh 3aJIepP’KeK, BbI3BAHHBIX MOBTOPHOM Mepeaayded, 4ToObl rapaHTHPOBATh
JIOCTaBKy CErMEHTa

TPEXCTOPOHHEE KBUTHpPOBaHHUE, ucnoib3dyemoe B UDP, yckopsier mepenady rojocoBbIX U
BUICO/IaHHBIX

5. KakoBs1 aBe obmnue xapakrepuctuku TCP u UDP?

pa3Mep OKHa IO YMOIYaHUIO

0€e3 yCTaHOBJICHUSI COCTUHEHUS

HyMepanus HopToB

3-3TanHoe PyKOMOKaTUe

BO3MOXHOCTb IIE€PeaBaTh rojioc

UCIIOJIb30BaHNE KOHTPOJILHOM CyMMBI

6. [Ipunoxxenus, ncnoib3yronue npotokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

7. Ilpunosxxenus, ucnonb3yromue mporoxon UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

8. Ompenenurte NPOTOKOJ, HCIOJB3YIONIMNA IMEPEYUCICHHbIE OCHOBHBIE OIEpaluy s
o0ecrieueHnsT Ha/ICXKHOH Mepelavun JaHHBIX 110 CETH:

noBTOpHYI0 nepeaayy PDU TpaHciopTHOTO ypOBHS ¢ HENOATBEPKICHHBIMHU JAHHBIMU I1OCIIE
3aJJaHHOTO BPEMEHH OKUIaHUS;

oTciexuBaHue konudecTBa PDU TpaHCIOPTHOTO ypOBHS, OTIIPABICHHBIX HAa TOT WIM MHOH
y3eJ]1 TeM WM UHBIM MPUIOKEHUEM, U MOATBEpKAeHHE MmosydeHHbIX PDU;

KOHTPOJIb pa3mepa U ckopocTd oOMeHa PDU TpaHCIIOPTHOTO ypOBHS MEXy KIMEHTCKUMHU
ycrpoiictBamu U cepBepamu. TCP/IP

IP

TCP

UDP

EIGRP

9. [Tonp30BaTenb OTKPHIBACT TP Opay3epa Ha OHOM KOMIIbIOTEpE, YTOOBI IEPEUTH Ha CalT
www.mospolytech.ru u HaiiTn uHGOpPMAIHIO O paclHCaHUU K3aMeHOB. BeO-cepBep oTmpaBiseT
OTBeT Ha 3anpoc. Kakyto uHpopMaIuio UCroib3yeT cTek npotokosioB TCP/IP kommnbioTepa, 4TOOBI
OTIpeIeNIuTh, KaKoil U3 Tpex BeO-Opay3epoB JOKEH MOTyUYUTh OTBET?

HOMEp MopTa HCTOYHUKA

IP-anpec momyuaTens
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HOMEp MOopTa Ha3HAYCHUS

IP-anpec ncrounnka

10. Kakast koMaH]1a MOXET UCIIOJIb30BAThCS IS OTpeiesieH s Toro, kakue 1T CP-coennueHus
OTKPBITHl U aKTUBHBI HA CETEBOM Y3J1€, U JJIl IPOBEPKU COCTOSIHUS 3TUX COEAMHEHUN.

Nslookup

Netstat

Ping

Traceroute

11. KakoB nuana3oH o0men3BecTHbIX moptoB TCP u UDP?

ot 0 mo 255

ot 0 1o 1023

ot 256 1o 1023

ot 1024 no 49151

12. Kakoii hakTop onpenenser pazmep okHa TCP?

00BEM TepeIaBaeMbIX JTAHHBIX

KOJIMYECTBO YCIIYT, BKIIFOUCHHBIX B cerMeHT | CP

00bEM JaHHBIX, KOTOPBIE ITYHKT Ha3HAYCHHUS MOXKET 00pabaThIBaTh 3a OJMH pa3

00BEM JTaHHBIX, KOTOPbIE UICTOYHHUK CIIOCOOEH OTIPABIATH OJHOBPEMEHHO

Tema 10

1. Kakue pyHKITMHN BBIMOJHSACT YPOBEHD MPECTABICHUS?

dopmaTHpOBaHUE WM MPEACTABICHUE IaHHBIX W3 HCXOJHOTO YCTpoWcTBa B (opme,
MOJXOSIICH ISl TOy4YeHUs YCTPOMCTBOM Ha3HAYEHUS

CxaTue JaHHBIX TakKuM 00pa3oM, 4TOOBI MX MOXHO OBLIO paclakoBaTh HA yCTPOWMCTBE
Ha3HAYCHUS

udpoBanre qaHHBIX IS IEpeAadd U TSP POBAHUE TIPU TTOTYyUYECHUN

OOMeH TaHHBIMU MEXy IporpaMmmMamMu

YcTaHOBIIEHUE COSIMHECHHUS C TIOITBEPKICHUEM OTITPABIICHHBIX JTAHHBIX

[Tonck HamTydIIero MyTu AOCTaBKU JaHHBIX

ITpoBepka MAC-anpeca UCTOYHHKA ¥ HA3HAYCHUS

2. Kakue 3asBnenus onuceBatoT cooomenne DHCP Discover?

Ucxonnsrit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkra Ha3HaueHus 255.255.255.255

Coo01ienne UCXOAUT OT cepBepa, npeaiaras |P-agpec

Coo01eHre UCXOIMT OT KiueHTa, uiryiero |P-aapec

Bce xocThl nomyuarot coobienue, Ho Toibko cepsep DHCP orBeuaer

CooOmienwue mosryuaet Toiibko cepsep DHCP

3. Kakue aBa mpoToKojIa MOTYT HUCIIOJIb30BAaThCS YCTPOMCTBAMH B MIPOIECCE TIOA4H 3asIBKH,
OTHPABIAIONIEN AIEKTPOHHYIO TTOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. BecnpoBOJHOMY KJIHMEHTY HEOOXOAMMO OTMPABUTH AJIEKTPOHHYIO MOYTY HA IMOYTOBBIN
ceprep. Kakoit mpoTokos OyeT UCTIoIB30BaThCs IPH OTITPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP
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5. B MOMeHT moaxiIioueHHs TOYTOBBIA KIHEHT 3arpy’kaeT BCe COOOLICHHS Ha CBOE
YCTPOICTBO, a 3aTEM yAaJseT UX C MOYTOBOTO cepBepa. Kakoil Tun moakiItoueHus: KIMEeHTa JiejaeT
3TO IO YMOJTYAaHUIO?

SMTP

IMAP

POP3

POP1

6. Kakue mpoToKoJIbl ONpeeNsoT, KaK MOYTOBBINA KJIMEHT MOJIy4YaeT MoUTy ¢ cepepa’?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. BeiOepuTe MpOTOKOJIBI, OTHOCSIIUECS K TMPUKIATHOMY YpoBHIO Moaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. VYkaxuTe NpOTOKOJI, 00ECIEeYUBAIOIIUN PACHIMPEHHYIO 3alIUTy JAHHBIX Ha OCHOBE
mmdpoBaHus MPH Nepeade JaHHBIX ceaHca 1o JuHuu VTY:

VPN

SSH

Telnet

VLAN

7.8.Ilpumep u3 Tecta B cucreme JIMC.
becnipoBolHOMY KJIMEHTY HEOOXOIUMO OTIIPABUTH HJIEKTPOHHYIO MOYTY Ha IOYTOBBIN
ceprep. Kakoit mpoTokos OyeT UCTIoIB30BaThCs IPH OTITPaBKe?

«FTP
« HTTP
* DHCP
* POP3
* SNMP
* SMTP

7.9.11lpumep odopMiieHHs IK3aMEeHANUOHHOTO OUJIeTa

MUWHUCTEPCTBO HAYKU U BBICIIIET'O OBPA30BAHUSI POCCUIICKOM
®EJIEPALTIH
OEJIEPAJIBHOE 'OCYIAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIBHOE YUPEX/IEHME BBICHIEI'O OBPA3OBAHUA

«MOCKOBCKHH NMOJUTEXHUYECCKUI YHHBEPCUTET»
(MOCKOBCKHAU ITOJINTEX)

DK3AMEHAIIMOHHBIN BUJIET Nel
0 IUCIMIUINHE
«CeTH U CHCTEeMBI TIepe1aun HH(OPMALIUI»
Hanpasienue nmoarorosku 09.03.03
«[IpuknanHas nHGOPMATHKAY

BOIIPOCHI:
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1. Meron noctyna CSMA/CA.
2. MeToapl KOMMyTalUK KaJpoB Ha kommyTatopax Cisco.

3. Ri#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Yro Oyner B pe3yibTaTe BBOJA 3TOH KOH(UrypauueH, eciu B CIEAYIOUIMNA pa3 ceTeBOi
aJIMMHHUCTPATOP MOAKIIOUUT KOHCOJBbHBIM Kabeslb K MaplIpyTU3aTOpy M HE BBEIET HUKAKUX
JIOTIOJIHATEIIbHBIX KOMaH[?

AnmMuHHCTpaTOpy HY)HO Oynet BBectu Cisco123

AnMmuHHCTpaTOpy HYX)HO Oyaer BBectr Cisco234

AnmMuHHCTpaTOpy HY)HO Oynet BBectu Cisco789

AJIMMHHCTPATOp YBUAUT MpUTJalieHhe KOMaHHOU cTpoku R1>

Y TBepKIEHO: / [« » 20 r.
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