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1. Ilenu, 32124 U MUIAHUPYeEMble Pe3yJIbTAThl 00yUeHHsl N0 AUCHUILITUHE

Iesbo ocBOeHUS JUCHUIUIMHBIL «CeTH U TeIeKOMMYHHUKALUU» sIBJIAeTCs (OPMUPOBAHUE
y 0OydJaroumxcsi NPAaKTHYECKUX HABBIKOB pPAa0OTBI B CETAX, M3YYCHHE HX YCTpPOWCTBa,
ApXUTEKTYpPBhI, TONOJIOTUH, CTAHJAPTOB, ITOJIy4EHHUE OIbITA IPOEKTUPOBAHUS U HAJAJKU CETEH U
TEJICKOMMYHUKALIWA.

K ocHOBHBIM 3agayaM OTHOCATCA: (POPMUPOBAHME NPEACTABICHUS O COBPEMEHHOM
COCTOSHMM M  TEHIACHUMUAX  Ppa3BUTUSA  CETEBBIX  TEXHOJOTWM, HCIOJB3YEMBIX B
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX, U3y4eHHE PUHLUIIOB OPraHU3alMy U (PYHKIIMOHUPOBAHUS
BBIYUCIUTENBHBIX CETEeH, UX KOMIIOHEHTOB, XapaKTEPUCTUK, apXUTEKTYpP, BO3ZMOXKHBIX 001acTeit
IPUMEHEHHS, OCBOEHUE OCHOBHBIX IIPOTOKOJIOB PA0OTHI CETEH U TEIEKOMMYHHKALIUN; TOJTy4eHHUE
HaBBIKOB TPOCKTHPOBAHUS JIOKAIBHBIX BBIYMCIUTEIBHBIX CeTe ¢ BBIOOpOM Hambolee
HNOIXOAALIEH /U1 KOHKPETHOTO CiIy4as TEXHOJOTMH (DYHKIIMOHUPOBAHUS, BKIIOUYasi IPOBOAHBIE U
0ecIIpOBOIHBIE METO/IbI JOCTYIIA.

[Tony4yeHHble 3HaHUS MOTYT OBITH BOCTPEOOBaHBI B NMPO()ECCHOHAIBHONW AEATEIbHOCTU
IIPU HACTPOMKE CETEBBIX CEPBUCOB IEPCOHATIBHOIO KOMIIBIOTEPA AJIS JOCTYIIA B II100AJIBHYIO CETh,
Ui OOBEIMHEHMsI pa3IMYHBIX KOMMYHHUKAIIMOHHBIX YCTPOWCTB B €IUHYI0 3(PPEKTUBHO
(YHKIIMOHUPYIOILYIO CETh BHYTPU JJOMAa WJIM MPEATIPUATHS.

OO6yuenue no aucuuruinHe «CeTH U TeJIEKOMMYHHKAIUN HAMPaBiIeHO Ha POpMUpPOBaHUE
y 00YYaromuXCs CIESAYIOIMNUX KOMIETSHIIUN]:
Kox n HaumeHoBaHue Nuaukatopel JOCTHKEHUS KOMITETCHIIUN
KOMIIETEHIINI

NOIIK-2.1. 3HaeT coBpeMeHHBIEHH()OPMAITHOHHBIE TEXHOJIOTHH H
nporpaMMHbIC CPCACTBA, OCHOBHBIC BU/Ibl U ITPUHIMUIIBI pa6OTbl
WHPOPMALMOHHBIX CUCTEM U MH(POPMAIIOHHBIX TEXHOJIOTH;
CHOCOOBI BHEAPEHHS U MHTETPALUN COBPEMEHHBIX

OIIK-2. Cnnocoben
MOHUMATb MTPUHIIUITBI
paboThl COBPEMEHHBIX
UH(OPMaIMOHHBIX
TEXHOJIOTHH 1
MPOTPaMMHBIX CPEJICTB,
B TOMYHCJIE

“H(OPMAITMOHHBIX CUCTEM,CIIOCOOBI OIIEHKU HEOOXOIUMOCTH
HCIOJIb30BAaHUATIPOIPAMMHBIX CPEJICTB

NOIIK-2.2. ymeeT ucnoabp30BaTh COBPEMEHHBIENH(POPMALITOHHBIE
TEXHOJIOTMH U TIPOTPAMMHBIE CPEJICTBA, KaK B paMKax OTAEIHLHOTO
MPEONpHUTHS, TAaK U B PAMKaX KOPIIOPALHiA, TOCY1apCTBEHHBIX
CHCTEM; BHEJPATh U HACTPaUBaTh COBPEMEHHbBIE
WH(POPMALIMOHHBIE CHCTEMBI, IPOBOJANTH HHTETPALINIO PA3IMYHBIX

OTCICCTBCHHOT'O HH()OPMALIMOHHBIX CUCTEM U ITPOTPAMMHBIXCPEICTB, OILIEHUBATH
IIPpOXU3BOJICTBA, U HEOOXO0IMMOCTBUCIIONB30BAHMUS TPOTPAMMHOTO CPEJICTBA IS
MCII0JIb30BaTh UX MPU peleHus 3a1a4

peuenun 3axaq NOIIK-2.3. Bnaseer HaBbIKAMU TPUMEHEHUS] COBPEMEHHBIX
po(heCCHOHATBHON HMH()OPMAIMOHHBIX TEXHOJIOTHI M MIPOTPAMMHBIX CPEIICTB, IPH
JIEATENBHOCTH pELIeHUH 33/1a4 B Pa3IMYHBIX OTPACIISIX, BHEPEHUS U HACTPOUKH

COBPEMEHHBIX MH(GOPMAITMOHHBIX CUCTEM, OIIEHKITHEOOXOTUMOCTH
HCIIOJIb30BAHUS MPOTPAMMHBIX CPEICTB U HHPOPMAIIMOHHBIX

CUCTEM AJIs
pewenus 3anad
OIIK-7. Cocoben HOIIK-7.1. 3HaeT oCHOBHBIE TIIAT()OPMBI, TEXHOJIOTUH U
OCYILICCTBIISITH BBI60p UHCTPYMCECHTAJIBHBIC IIPOrpaMMHO- allllapaTHBIC CPEACTBA 1A
matdopM u peanu3anuy HHQOPMAIIMOHHBIX CUCTEM
MHCTPYMEHTAIbHbIX NOIIK-7.2. YMeeT NpUMeHSTh COBPEMEHHBIE TEXHOJIOTHH JUIS
MPOTPAMMHO- peanu3anuy HHQOPMAIIMOHHBIX CUCTEM

HOIIK-7.3. Umeer HABBIKK BIAJCHUS TCXHOIOTHAMH,
MPUMEHEHUSI HHCTPYMEHTAIBHBIX MTPOTPAMMHO-
anmapaTHBIX CPEJCTB peann3aui HHPOPMAITHOHHBIX
CHCTEM

annapaTHbIX CPE/CTB
JUISL peai3annu
UH(POPMALIMOHHBIX
CHCTEM




2. MecTo 1MCUMIJIMHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbl

JucuumnimHa OTHOCUTCS K  MOZYJIIO
obsi3arenbHOM uwactu brnoka 1. JlucumminHb

OakanaBpuara.

«bazoBbie MH(POPMAIMOHHBIC TEXHOJIOTHUN)
(Mogynu) y4eOHOTO TIUTaHA MPOTPAMMBI

JucuurinHa B3auMOCBsI3aHa JIOTHYECKH M COJIEP)KaTeIbHO-METOAMYECKHU CO CIASAYIOIIMMHI
nucuurmHaMu U npaktukamu OIOIT:

- OHCpaHI/IOHHHC CHUCTCMbI

— bBasel manHbix

— VYipasieHue nporpaMMHBIMU IPOEKTAMHU
— CucremMHO€ aAMUHUCTPUPOBAHUE

— Ilpou3BoacTBeHHas MpakTUKa (IPEIAUILIIOMHAsT)

3. CTpyKTypa H coiepKaHue TUCIHIIMHBI

[TpoextupoBanue nuTepdeiicoB nHGHOPMAMOHHBIX CUCTEM
AnmnapatHoe obecrieueHue HHPOPMAIIIOHHBIX CUCTEM
CucreMsl ynpapieHus: pa3paboTKoN TPOrpaMMHOT0 00ecTieyeHus

HudopmanirnonHasi 6e30macHOCTh U 3auTa HHGOpMAIUU

[TpousBoacTBEHHAs MpaKTHUKa (IPOEKTHO-TEXHOJIOTNYECKas)

BrimonHenue u 3anmra BBITYCKHON KBATM()UKAITUOHHONW PaOOTHI

OO0111ast TPYI0€MKOCTh JUCIMIUIMHBI cOCTaBIisAeT 4 3aueTHbie enuHuIbl (144 yaca).

3.1. Bwuabl yueOHO# padoThl M TPYA0EMKOCTH
(mo popmam o0yueHuUs1)
3.1.1. OuHas dpopma 0OyueHus
Ne N Koamuecrso | CemecTpsl
Bup yueOHoit padoThI
n/n 4acoB 5
1 AyIHMTOPHBIC 3AHATHS 72 72
B ToM uucne:
1.1 Jlexun 18 18
1.2 | CemuHapcKue/MpakTUIECKUE 3aHITHS
1.3 | JJaGopaTopHbIe 3aHATHS 54 54
2 CamocrosiTesibHasi padoTa 72 72
B Tom uncie:
2.1 | [ToaroToBka U BBIOJHEHUE TAOOPATOPHBIX padoT 72 72
3 IIpomexyTouHast aTTECTAHSA
3auet/aud.3auer/sK3aMeH IK3aMeH 9K3aMEH
Hroro: 144 144
3.1.2. 3aounas ¢popma oOyueHus
Ne Bu yuebHoii paGoThI KoimuecrBo | CemecTpbl
n/n 4acoB 7
1 AyIMTOpHBIE 3aHATHS 12 12
B ToM ynce:
1.1 Jlexknnu 4 4
1.2 | CemuHapckue/mpakTUUECKUE 3aHIATUS




1.3 | JJabopaTopHbIe 3aHATHS 8 8
2 CamocrosiTeibHas padoTa 132 132
B Tom unce:
2.1 | [loaroToBka U BBHIOJHEHKE TAOOPATOPHBIX padoT 132 132
3 IIpoMeskyTOUHasI aTTeCTALUSA
3advet/nmud.3auer/7K3aMeH JIK3aMeH 3K3aMEH
Hroro: 144 144

3.2. TemaTuyecKHil IJIaH U3YYEeHUS TUCUUTLTHHBI
(mo ¢popmam o0yueHms1)

3.2.1. Ounas dpopma oOydeHUs

Tpynoemkoctb, yac
Ne Pa3nennbi/Tembl AyautopHasi pabora
n/n AU CHUIINHBI [Ipak- |[Camoc-
Cemu-
JIabo- [tuyec-| TON-
Hapckue/
Bceero | Jlek- parop- | Kas | TeJdb-
MPaKTH-
1005040 HBIC 3a- | TIOZ- HadA pa-
YECKUC
HATHS [TOTOB-| OoTa
3aHATHUA
Ka
11 Knaccudukanus ceteit. OHOpPaHTOBBIE, 16 2 6
) KIIMEHT-CEpPBEPHBIEC ¥ THOPHUIHBIE CETH
JlokanbHbIE BBIYHACIUTENBHBIC CETH U
1.2 | cTpykrypa ceTH nepenauu JaHHBIX. 16 2 6
ApPXHUTEKTYpa BEIYUCIUTEIbHBIX CETEH
Crioco0bI 1 METO/IBI IIepeiady JaHHBIX.
13 AL Mepezati X 16 | 2 6 8
Crnoco6bI KOMMYTaIu|
KanaJbl nepenauu JaHHBIX 110 KOMITBIOTEPHBIM 8
14 16 2 6
cersim. KaOenbHble CHCTEMBI
VYcrpoiictBa kommyTanuu. KoMmyHnkarum Ha 8
15 | 16 | 2 6
a3e MOJIEMOB
OTanoHHas MOJIENIb B3aUMOCBSI3H OTKPBITHIX 8
16 cucrem (OSI). Anpecanus B UutepHer 16 2 6
TexHonoruu GpyHKIIMOHUPOBAHUS 8
17 BeruncCIuTENbHBIX ceTeil. Ceru Ethernet 16 2 6
1.8 Mapkepnsliii MeToa goctyna. TexHonorus 16 2 6 8
) PON/GPON
TexHOJIOrHH Nepeiadn JAaHHBIX 110 8
1.9 | snexrpocerssm PLC, HomePlug AV. 16 2 6
TexHosornn GecrpoBOHOM CBSI3H
Hroro 144 18 54 72

3.2.2. 3aounas ¢popma oOyueHus

Ne

Pa3genbl/TeMbl

TpyaoemkocTsb, yac

AynuTopHas padora




n/n MCIATITAHBI [Ipak- |[Camoc-
et Cemu- P
HADCKILE/ JlaGo- [tuyec-| TosA-
Bcero | Jlek- P patop- | Kas | TeJb-
IPAKTH-
105051 HBIC 3a- | I0J1- [Had pa-
YECKUe
HATUS [TOTOB-| 0o0Ta
3aHATHUA
Ka
Knaccudukanus cereit. OJJHOpaHIOBbIE,
11 KIIMCHT-CEpPBEPHBIC M THOPUAHEIC CETH 14,7 0.2 0,5 14
JlokanpHbIE BEIUUCTUTEIBHBIE CETH U 14
1.2 | cTpykTypa ceTu mepenaun NaHHBIX. 14,8 0,3 0,5
ApXUTEKTypa BBIUHUCIUTEIBHBIX CeTel
Cr1oco0b1 ¥ METOTBI TIepeIadl JaHHBIX. 14
13 Crioco0bI KOMMYyTaIHU 15,5 0,5 1
Kananel nepenaun JaHHBIX 10 KOMITBIOTEPHBIM 14
14 15,5 0,5 1
cersiM. KabGenbHbIEe CHCTEMBI
VYerpoiictBa komMmyTanui. KoMMyHHKaIuy Ha 14
15 6 15,5 0,5 1
a3e MOJIEMOB
DTaNoHHAs MOJIENb B3aUMOCBSA3H OTKPBITHIX 14
16 cucrem (OSI). Anpecarnus B UutepHeT 155 0.5 1
Texuonoruu GyHKIHOHUPOBAHUS 16
17 BeruHCIUTENbHBIX ceTeil. Ceru Ethernet 17,5 0.5 1
Mapxkepnblii MeToa goctyna. TexHonorus 16
1.8 PON/GPON 17,5 0,5 1
TexHonOrUK Nepejauu JTaHHBIX IO 16
1.9 | snexrpoceram PLC, HomePlug AV. 17,5 0,5 1
TexHonoruu 6ecpoOBOIHOM CBSI3U
Hroro 144 4 8 132
3.3. Conepxanue TUCHHUILINHBI
— Knaccudukanus cereit
— OpnHOpaHrOBBIC, KIIMEHT-CEPBEPHBIC U THOPUIHBIE CETH
— JlokaJibHBIE BEIYMCIUTENBHBIE CETH U CTPYKTYpA CETH NEPENAUYM JaHHBIX
—  ApXHUTEKTypa BEIUUCIUTEIbHBIX CeTeH
— Cmoco0Obl U METO/IBI epeaayuu JaHHbIX
— Cnoco0bl KOMMYTaIUU
— Kanaisr nepeaaun JaHHbIX IO KOMIIBIOTCPHBIM CECTAM
— KabenbHBIE CUCTEMBI
— VYcrpoiicTBa KOMMYTAIIMU
— KOMMYHI/IKaI_[I/II/I Ha 0aze MOAEMOB
— DTamonHas MOACIb B3aUMOCBA3HU OTKPBIThIX CUCTEM (O8]
p
— Anpecanus B UaTepret
— TexHomorun pyHKIIMOHUPOBAHUS BHIYUCITUTEIIBHBIX CETEH
— Cern Ethernet
— MapkepHslil METOI AOCTyNa
— Texuomoruss PON/GPON
— TexuHomoruu nepegaun gaHHbIx 1o diexkrpocersM PLC, HomePlug AV
1Y p g
— Texnonoruu 6ecripoBOHOMN CBA3H
3.4. TemaTuKa ceMHMHAPCKUX/MPAKTHYECKHUX U J1a00PATOPHBIX 3aHATHI
3.4.1. CemuHapCKHe/MPAKTUICCKUEC 3aHITHUS

CeMuHapckue U IPaKTUYECKHUE 3aHATHS HE IPEAYCMOTPEHBI.




3.4.2. JlaGopaTopHbIe 3aHATHS

JlabopaTopnass padora Ne 1. «Pa3pa0oTka KJIMEHT-CepBepPHOr0 NPWJIOKEHHS Ha
coxerax TCP».

B pabore HeoOXoaMMoO peanu30BaTh KOHCOJBHBI BAapHAHT KIMEHT-CEPBEPHOTO
B3aHMOHeﬁCTBHH Ha OCHOBC€ COKE€TOB C HCIIOJIB30BAHHMEM IIPHUBCACHHOI'O KOOA. Bxirouuts B
OTYET oOmnHucaHue padoThl KIMEHTa, cepBepa W CKPUHIIOTHL. MoOIuUIMPOBATh MPOEKT
KOHCOJIBHOTO IIPHIIOKEeHUS B npuiiokenne Windows Forms: 1o6aButh B uHTEpdEc mporpaMmmMbl
(GopMbI, BO3MOKHOE MEHIO M BBIBOJI COOOIIEHWH B OKHA HAa OCHOBE YK€ OTJIAQKCHHBIX B
KOHCOJIBHOM IPUIIOKCHHUHU aJI'OPUTMOB M METOAOB KIHMCHT-CECPBEPHOI'O BBaHMOﬂeﬁCTBHH C
HUCIIOJIBL30BAaHUEM COKETOB. BKIIOYUTH B OTYEeT OIINCaHUueC pa60TbI IIPHUIIOKCHUA Ha
ocrose Windows Forms.

JlabopaTopnass paGora Ne 2. «Co3naHue NpOEKTa CeTH WU CHUMYJSILHUS CeTH B
nporpamme Cisco Packet Tracer».

B pabore Heob6xoaumMo pa3paboTaTth MPOEKT HOBOM CETh B COOTBETCTBUHU C BapHAHTOM.
N3yunts paboTy B pexxum cumyisiiuu cetd. OTQuibTpoBaTh nakeTsl ¢ nporokonom ICMP mis
UCKJTFOUEHHS CIy4aifHOTO Tpaduka Mexay y3namu. C OIHOTO W3 Y3JI0B MPOMUHIOBATH JPYrou
y3eI (BbIOpaTh J1aJIeKo PacrloI0KEHHBIE y3JIbl, YTOOBI HATTIATHEH YBUIETh, KaK OyIyT IPOXOIUTh
MakeTsl MO CeTU B pexume cumyisiinuu). CoXpaHUTh JTUAJIOTOBOE OKHO C TMOJIPOOHOM
uH(popManmelt o kaxaom nakre. [Ipocneants HHKaNCysAu0 qaHHbIX o Moaenu OSI. Omnucatp
HEe MeHee 3X pa3HbIX MaKeTOB BHECTU B OTYET. [IpocieuTh NpoxoxaeHus aKkeTa Ha KaxX/I0M U3
9TAloB Iepelayd JaHHBIX C MOCJIEIYIOIEeM COXpPaHEHHEM pe3yJlbTaTOB paboOThl B OTYETE.
3amenuThb KoHIeHTparopsl (HUD) Ha kommyTaTops! 2-ro ypoBHs (Switch) u cHoBa cMonenupoBarth
paboty cetu. Crenarb BHIBOJBI.

JlabopaTopnasi padora Ne 3. «KomaHabl ynipaBJIeHUsI CeThIO H 000PyA0BaHHEM».

B pabore HeoOXxomuMo H3y4uTh OCHOBHble KoMmaHabl Windows st paGoTel ¢
CeThbI0; HM3YYHTh BO3MOXKHOCTH CETEBBIX YTWJIMT OH-JAaiH; W3Y4YUTh KOMAaHIBI YIPABICHHS
CEeTEeBbIMM yCTpoicTBaMM Ha npumepe komans 10S.

JlabopaTopnasi pabora Ne 4. «Hacrtpoiika mapmpyrusanuu B Cisco Packet Tracer».
B pabote HeoOxoaumo n00aBuTh Ha pabodee mose nporpamMmbl Packet Tracer tpu
kommyTaropa Switch 2950-24 (SwitchO — Switch2), tpu poyrepa Generic Router-PT-Empty
(Router0 — Router2), miects crarponapubix koMbsioTepoB (PC1 — PC6). J106aBUTh B KasKIblid
poytep o pu Gigabit Ethernet-monyns PT-ROUTERNM-1CGE u co3maTh ceTh B COOTBETCTBUU
c BapuaHTtoM. Ha3HaunTh BceM y3iam cratudeckue |IP azpeca B COOTBETCTBHU C 3aaHHBIM
BapuantoM. J[ist cereit Tuna A, b, B ucnons3oBath ceTeByro macky 255.255.255.0, a s cereit
I, 1, E—255.255.255.252. [ToaroToBUTH H300paskeHUE TOMIOJIOTHH CETH, U300paKEHNE KOMaH IbI
ipconfig KaXxa0ro OKOHEYHOro y3ia, M300pakeHHWe KoMaHbl tracert, nuzoOpaxkeHHe OKHA
Inspect/Routing Table myis kaxmoro poyrepa, n3oopaxenue okxa Simulation Panel, nzoopaxenune
KoMaH1bI tracert, nzoopaxenue okHa Inspect/Routing Table ans kaxmnoro poyrepa u Hamucath B
oT4YeT 00IIre BEIBOBI IO padoTe.

JlabopaTopnas pabora Ne 5. «HacTpoiika ceTeBbIX CEPBHCOB M I'eHepanus CeTeBoOro
Tpaduxka B Cisco Packet Tracer».

B pabGore HeoOXOaMMO cO3/1aTh CETb B COOTBETCTBMM C TOIMOJIOTHEH MO BapHAHTY.
Ha3znaunth okoHeuHbIM Yy37aMm craTtuueckue IP aznpeca B COOTBETCTBUM €  3a/laHHBIM
BapuanToM. MHTepdeiicy poyrepa Ha3HaUMTh MEPBBINA JOCTYIMHBIN aapec B ceTH. MHTepdeiicy
cepBepa Ha3HAYUTh BTOpPOM aocTymHbl anpec B cetu. Kommnbiorepy PCO HazHauuTh TpeTuit
noctynHblid aapec B cetu. Kommbiorepy PCl HasHauuTh 4YeTBEpTHI AOCTYHHBIH ajapec B
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cetu. Komnberorepy PC2 Ha3zHauuTh NSTHIA TOCTYHHBIM ajpec B ceTh. HacTpouTh Ha cepBepe
ServerO cepsuc DHCP. B pexxume cumynsuuu HacTpouTh HOYTOyK LaptopO Ha nuHamuueckoe
nonydenue IP aapeca. Ilpocnenuts nmwxkeHue maketoB mo mnporokony DHCP. Hacrpowuts
OCTaJIbHble HOYTOYKH B CETHM Ha JUHaMu4eckoe noiydenue IP aapeca. [IpoBeputh HacTpoiku
KOMITbIOTEPOB ¢ momoinbio koMauael ipconfig /all. TIpoBeputh paboTOCHOCOOHOCTH CETH —
IPOMHMHIOBATH C MEPBOTO CTAI[IOHAPHOTO KOMIIBbIOTEPA BCE y3Ibl. [[0ATOTOBUTH OTUET.

JlaGopaTopHas pa6ora Ne 6. «Co3nanue u cuMyJisinus 0eClIPOBOIHOM ceTH».

B pabore HE0OXOAMMO MOCTPOUTH OECHPOBOAHYIO CETh C KOJHMUYECTBOM YCTPOUCTB
yKa3aHHbIX B BapuaHTe. VIMs ¥ apoJib ceTH HaCTPOUTS 110 BapuaHTy. «beunslit» IP-anpec poyrepa
OT IpOBaiJepa HaCTPOUTH 110 BapuaHTy. J(nama3on pasnauu IP-agpecoB B cetu — 110 BapuaHTy.
Bce mpoBoaumble nEHCTBHS, CXeMy CETH M pe3yiabTaTbl paboThl CeTH 3a(UKCUpPOBaTh B
oTyeTe. 3alyCTUTh PEKUM CUMYJISLUUU CETHM M MPOJENaTh pa3Hble MaHUIYJISALUU B CETH,
3a()UKCHpOBaTh Pe3yibTaThl CUMYIALMU B oT4eT. K OoTueTy mpuiioxuTh MOJIydeHHbIH (aiin
npoekTa *.pkt.

3.5. TemaTuka KypcOBbIX NPOEKTOB (KypPCOBbIX padoT)
KypcoBoii IpoeKT TUCIUILIMHO He MPeyCMOTPEH.

4. YuyeOHO-MeTOoAMYecKOe U HHPOPMALIMOHHOE o0ecneuyeHne

4.1. Hopmatusnsblie 1okyMeHTbl 1 [OCThI
1. ®enepanbHblii 3akoH oT 29 aekadps 2012 roma No 273-O3 «O6 o6pa3zoBaHuHU B
Poccuiickoit deneparum» (C ”3BMEHEHUSIMU U JOTIOTHEHUSIMU );

2. ®enepanbHblii TOCYAapCTBEHHBIM 00pa30BaTeNIbHBINA CTAHAAPT BhICIIET0 00pa30BaHUs
- OakanaBpuart 1o HarpasieHuio moarotoBku 09.03.02 MupopmamoHHbIE CUCTEMBI U
TEXHOJIOTUH, yTBepKAeHHbIH [Ipukazom Munuctepcrsa oOpa3oBanus u Hayku PO ot 19
ceHTs10ps 2017 r. N 929 "O06 yrBepxaenun denepansHoro... Pegakius ¢ nsmenenusimu N 1456
ot 26.11.2020;

3. [Ipuka3 MunucrepcrBa o6pazoBanus u Hayku P® ot 05 anpesns 2017 r. No 301 «O6
yrBepkaeHnH [Topsiaka opraHn3anuy U OCyIECTBICHUS 00pa30BaTeIbHOM NesTeIbHOCTH 10
0o0pa3oBaTebHBIM NIPOTrpaMMaM BBICIIETO0 00pa30BaHus — MporpaMMamM OakajgaBpuara,
IporpaMMam CHEeHUAIUTETA, TPOrpaMMaM MarucTpaTypsl.

4.2.  OcHoBHasi TUTEpaTypa

1. Hpo3nosa, E. H. Cetu u TenekomMmmyHukarmu : yueoHoe nocodue / E. H. [lposoga.
— Camnkr-IlerepOypr : Cankr-IlerepOyprckuii rocy1apcTBEHHbINH YHUBEPCUTET MPOMBIIIIICHHbBIX
TeXHOJOTUH U qu3aiiHa, 2019. — 128 ¢. — Texkcrt : anekrponHslii // L{udpoBoit 06pazoBaTenbHbIH

pecypc IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/102468.html (mara
obpamenus: 23.03.2024).
2. CeTH U TeJIEKOMMYHUKAIIMY | yueOHOe mocodue uis OakanaBpoB / coctaButenu 1.

B. BunokypoB. — Mocksa : At [Iu Ap Menua, 2022. — 105 ¢. — ISBN 978-5-4497-1418-3. —
Tekcr : anextponnsiit // Lludposoit obpazoBarenbusiii pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/115699.html (nata oopamenus: 23.03.2024).

3. becripoBoansie cetu Wi-Fi : yueOHoe mocobue / A. B. Ilponerapckuii, 1. B.
backakos, JI. H. Yupkos [u ap.]. — 3-e uza. — Mocksa, CaparoB : HTepHET-YHUBEPCUTET
Nudopmanmonnsix Texnomoruit (MHTYUT), Aii [Tu Ap Menua, 2020. — 284 ¢. — ISBN 978-
5-4497-0305-7. — Texkcr : anextponnslii // Ludposoit obpazosarenshblil pecypc IPR SMART :
[caiiT]. — URL: https://www.iprbookshop.ru/89422.html (nara o6pamenus: 23.03.2024).

4. Yapis3 P. CeBepanc. Kak paboTaroT KOMITBIOTEPHBIE CETH U UHTEPHET / TIep. C aHII.
I1. M. BombGaxkoBoit — M.: JIMK IIpecc, 2022. URL.: https://studylib.net/doc/25859147/severans-
ch.---kak-rabotayut-komp._yuternye-seti-i-internet--... (nata oopamenus 23.03.2024)

9


http://www.iprbookshop.ru/102468.html
http://www.iprbookshop.ru/102468.html
http://www.iprbookshop.ru/115699.html
http://www.iprbookshop.ru/89422.html
https://studylib.net/doc/25859147/severans-ch.---kak-rabotayut-komp._yuternye-seti-i-internet--
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5. Andrew S. Tanenbaum, David J. Wetherall Computer Networks, 6th Edition Pear
son, 2021 URL: https://handoutset.com/wp-content/uploads/2022/02/Computer-Networks-
Global-Edition-by-Andrew-Tanenbaum-Nick-Feamster-David-Wetherall.pdf (mara oGpamicHust
23.03.2024)

6. JleBuikmii H./[. CripaBoYHUK CUCTEMHOT0 aiMUHUCTpaTopa. [loiHOe pyKOBOACTBO
no ympasineHuro Windows-cetbto — CI16: Hayka u texnuka, 2020 URL: https://vk.com/wall-
159224823 97639 (nata obpammenus 23.03.2024)

1. Kosran, H. M. Kommnbtotepusie cetu : yaeOHnoe nocoobue / H. M. KoBran. — MuHck
: PecnyOnukanckuii MHCTUTYT TipodeccruonanbHoro oopazosanus (PUII0), 2019. — 179 ¢. —
ISBN 978-985-503-947-2. — Texkcr : anexkrponHslit // Lludposoii oOpazoBatensHbIi pecypc IPR
SMART : [caiit]. — URL: https://www.iprbookshop.ru/93384.html (matra oGpamieHus:
23.03.2024).

4.3. JlomoaHHUTEJbHAs JIUTEPATYypa

1. Yekmapes, 0. B. BorunciuresabHbie CHCTEMBI, ceTH | TeslekommyHuKarmu / 10. B.
YexmapeB. — 2-e u3n. — Caparos : [Ipodobpazosanue, 2019. — 184 ¢. — ISBN 978-5-4488-
0071-9. — Tekcr : anextponnbii // Ludposoit obpazosatensubiii pecype IPR SMART : [caiiT].
— URL.: https://www.iprbookshop.ru/87989.html (nara o6pamenwus: 23.03.2024).

2. Aptromenko, B. B. KommbproTepHble cetn W TeleKOMMYHHKAIMH | Y4eOHO-
meroauueckoe nmocodue / B. B. Apriorienko, A. B. Hukynun. — HoBocubupck : HoBocubupckwii
rOCyJapCTBEHHBIN TeXHW4YecKuid yHuBepcutet, 2020. — 72 ¢. — ISBN 978-5-7782-4104-6. —
Tekcrt : anekrponnsiii // Lludbposoit oOpazoBarensHbiil pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/99345.html (nata o6parenus: 23.03.2024).

3. benenskuit, B. I'. becipoBoaHbIe ceTr nepeadn TaHHBIX : yueOHOe mocobue / B.
I'. benenpkuii, A. B. JlomxkapeB. — HoBocubupck : CuOupckuii rocy1apcTBEHHbIN YHUBEPCUTET
TenekoMMmyHukauud U uHopmaruku, 2020. — 99 c. — Texkcrt : snexTponHslii // [udbpoBoit
00pazoBaTenbHbIN pecypce IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/117126.html (nara oopamenus: 23.03.2024).

4, Brenenue B CETEeBbIC TEXHOJIOTHH: [DnexTpoHHbI pecypc]
/I Cisco Networking Academy. URL.: https://netacad.sadlab.su/legacy/CCNA/ITN/6.0/ru/#0 (dar
a ooparenus: 23.03.2024).

5. Yapib3 P. CeBepanc. Kak paboTaroT KOMIBIOTEPHBIE CETH U HHTEPHET / TIep. C aHTL.
I1. M. Bom6akoBoit — M.: JIMK Ipecc, 2022. URL: https://net-
intro.com/book/translations/Russian/2021-07-11-book.pdf (/lara o6pamienus: 23.03.2024).

6. Munua B. E., Usmaiinos K.®. Cisco Packet Tracer : YuebHo-mMeTOIMUECKOE
rmocooue / B.E MunuH, K.®. H3maiinos — Tomenms. URL:

http://elib.bsut.by/bitstream/handle/123456789/932/cisco_packet_tracer_network
simulator_-_2016.pdf?sequence=1&isAllowed=y (/latra obpamienus: 23.03.2024).

7. Buneoypoku Cisco Packet Tracer. Kypc momooro 6oiinia [ DmeKTpoHHBIH pecypc]
Il URL.: https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxROxYyQijlLa94T9 (
Hara obparenus: 23.03.2024).

8. I'macman K. @., [Tokonmesa M. H., JlyOpoBuna A. A. CeTu u cucTeMbl niepeadn
JMaHHbIX . yueOHoe mocobme / K. @. TI'macman, M. H. IlokommeBa, A. A. JlyOpoBuHa —
MunucrepctBo KynbTypsl Poccuiickoit denepanmu, Cankr-IletepOyprekuii rocynapcTBeHHBIN
WHCTUTYT KHHO )51 TEJIEBUICHUS. — CankrtllerepOypr : CII6I' MKuT,
2020. URL.: https://books.gikit.ru/pdf/2020/Uchebnaja%?20literatura/Glasman_Seti_i_sistemy pe
redachi_dannyh UP_2020.pdf (/lata oopamenus: 23.03.2024)

4.4, JneKkTpoHHBbIE 00pa3oBaTe/ibHbIE Pecypchl
O0P B cucreme C/1O «Cetn 1 TeIEKOMMYHUKAITHI: _
https://online.mospolytech.ru/course/view.php?id=10552
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4.5. JluueH3uOHHOE M CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoOe
ob0ecrneyeHue

Microsoft Windows;

Microsoft Office.

3. Cisco Packet Tracer

N

4.6. CoBpemeHHbIe NPo(eccHOHATbHbIE 0a3bl JAHHBIX U HH(POPMALIMOHHBbIE
CIIPABOYHbIE CHCTEMbI

1. OII "FOpait" https://urait.ru/

2. IPR Smart https://www.iprbookshop.ru/

3. OBC "Jlanp" https://e.lanbook.com/

5. MarepuaJIbHO-TEXHHYECKOe o0ecredeHne

KoMIbIoTepHbIE KIACChl CO CIIEAYIOMIENH OCHAIIEHHOCTHIO: CTOJBI, CTYJbs, AyJAUTOpHAs
JIOCKa, HCIIOJIb30BAHUE MEPEHOCHOTO MYJIbTUMEIMIHOIO KOMIUIEKCA (IIEPEHOCHOM MPOEKTOP,
HEPCOHANBHBIN HOYTOYK). IlepcoHanbHBIE KOMITBIOTEPHI, MOHHUTOPBI, MBIIIKH, KIABHATYPHI.
PaGouee MeCTO TperoaBaTeist: CTOJ, CTYJL.

JIuuensuonHoe nporpammHoe odecriedenue: Microsoft Windows 11, Microsoft Office (o
nporpamme OecrutatHoro  gocryma  Microsoft  Imagine). CoGoaHo pacmpocTpaHseMoe
nporpammuoe obecnieuenue: Cisco Packet Tracer.

6. MeToanuyeckue peKOMeHIalun

6.1. MeToauueckne peKOMeHAAIMH JJIsI MPenoaaBaTeisi M0 OPraHu3anun
00y4eHus

MeTtoauka npenoaaBaHus TUCIUILUIUHBI «CeTH U TEIEeKOMMYHHUKAITUN TPeTyCMaTPUBACT
UCIIOIh30BaHKE OHJIAMH-Kypca B CUCTEME JIUCTAHIIMOHHOTO O0OyUIeHHS Y HUBEPCHUTETA, TPYIIIIOBBIX
U WHJIUBUIYalIbHBIX KOHCYIbTAlMH OOYYarOMIMXCS, AayAUTOPHBIX 3aHATUH B COYETAHUU C
BHEAYJIUTOPHON paboTOil ¢ 1enbio (GOPMHUPOBAHUS M Pa3BUTHS MPO(PECCHOHATBLHBIX HABHIKOB
oOyJaromuxcs.

JlaGopaTtopHbie paboThl Mo auctuInHe «CeTH U TeJICKOMMYHUKAIIHIY OCYIIECTBIISIOTCS
B (¢dopMe CaMOCTOSTENbHON MpPOpadOTKU TEOPETHUECKOro MaTepuana o00ydaroIuMuUCs;
BBITIOJIHEHHS TIPAKTUYECKOTO 3aJIaHUs; 3alIUThI TIPETO/IaBaTeN o JJa00paTOpHOMl paboThI (3HaHUE
TEOPETUYECKOr0 MaTepuaia M BHINOJHEHHE MPAKTHYECKOTro 3aJaHus MO TeMe JabopaTopHOit
paboTsl).

6.2. Mertoanueckue yKazaHus 1JIs1 00y4AKOLIUXCS 110 OCBOCHUIO
AUCHUTTHHBI

I/I3y‘-ICHI/IC AUCHUIIIIMHBI OCYIICCTBIIACTCA B COOTBETCTBUU C y‘-Ie6HBIM IIJTaHOM.

Ha 3anstusax OCYHICCTBIIACTCA 3aKPCIJICHUC IMOJTYYCHHBIX, B TOM YHUCJIC U B MPOLCCCE
CaMOCTOSTEIbHOM pa6OTLI, 3Hanuii. Ocoboe BHUMaHUE 06pamaeTc51 Ha YMCHHC IIPUMCHATH
MOJIYYCHHBIC 3HAHHA Ha MMPAKTUKEC, B TOM YHCJIC IIPU PCHICHUN PCAJIbHBIX 3a/ad, OTINYAOIIUXCA
OT MpopabOTaHHBIX.

B npomuecce camocroaTenbHON pabOThI CTYAEHTHI 3aKPEIUIIOT U YriyOJsitoT 3HaHUS,
MOJIYYCHHBIC BO BpCMA ayJAUTOPHBIX 3aHﬂTPII>i, CaMOCTOATCIIBHO 3HAKOMATCA C TCOPCTUYCCKUM
MaTepuaioM, BBIMOJHAIOT JIabopaTOpHbIE pabOThl, TOTOBATCA K TEKYIIEMY KOHTPOJIO H
HpOMC)KyTO‘-IHOfI aTTeCraluu.

TGKYHH/Iﬁ KOHTPOJIb OCYHICCTBIIACTCA Ha ayJUTOPHBIX 3aHATHAX B BHJAC 3alllUThI
n1abopaTopHbIX paboT. KputepusiMu OlieHKH pe3yIbTaToB SBISIOTCS:

- YPOBCHBb OCBOCHUA TCOPCTUICCKOTO MaTCpUalia,

- YPOBEHb BJIQJICHHS MPAKTHYECKUMU HABBIKAMH (B BHJIE BOIIPOCOB IO IMPOIECCY
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BBITIOJTHEHUS TAOOPATOPHBIX padoT);

- YMEHHUsI 00yYaroIerocsi UCIoJib30BaTh TEOPETHUSCKUE 3HAHUS TIPU BBHITIOJTHCHUN
MPAKTUYECKHX 3a71a4 (B BUJIC JOTOJHUTEIBHBIX 3a/IaHUN );

- c(OPMHPOBAHHOCTH KOMITCTCHIINH;

- oopmieHHEe MaTeprana B COOTBETCTBUH C TPEOOBAHHSIMH.

[TpoMeKyTOUHBI KOHTPOJb OCYIIECTBIISICTCS HA JK3aMeHE B (hOpMe TECTHPOBAHUS B
CUCTEME JIMCTAaHIIMOHHOTO OOyuYeHUsl YHUBEPCHTETa, BKIIOYAIONIETO BOMPOCH HA 3HAHUE
npakTryeckoit yactu Excel.

7. ®OHJ OLIEHOYHBIX CPEICTB

7.1. MeToabl KOHTPOJISI U OLIEHUBAHUS Pe3yJIbTATOB 00Y4YeHHsI

B mpouiecce oOyueHust HCIONIB3YIOTCS CIEAYIOIINE OIICHOYHbIE (POPMbI CAMOCTOSTEILHOM
paboThI CTYAEHTOB, OLIEHOYHBIE CPEJICTBA TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTecTaluii: JabopaTopHbie padoThl, JK3aMeH.

7.2. Ikana u KpUTEePUH OleHNBAHNSI Pe3yJbTAaTOB 00y4eHMsI

K mpoMexxyTouHOM aTTeCcTaluu JOMyCKAFTCS TOJIBKO CTYACHTHI, BHITIOJTHUBIIIHE BCE BH/IbI
y4eOHO# paboThl, TPEIYCMOTPEHHBbIC pabouell nporpamMmoit mo auciuiuinHe «CeTtd U
TEJICKOMMYHUKAIIAN.

7.2.1. Kpurepuu OLICHKH OTBETa HA K3aMCHE

(popmupoBanue kommereniuii — OITK-2, OITK-7)

«OTauYHO»:

BeimonHensl Bce BuAbl yuyeOHOM paboOThl, NpPeAyCMOTPEHHbIE Y4YEOHBIM ILJIAHOM.
OOyuarouiuiics BBITOJHWI U 3aIUTHII JIAOOpATOpHbIE pabOThI cO CpeAHUM OamioM ot 4,5 110 5.
Htorosoe TectupoBanue BbINMOIHEHO HAa 85 — 100%. OOyuaromuiics 1€MOHCTPUPYET NPOYHBIE
TEOpeTUYEeCKHE  3HAHMs,  IPaKTHUYECKWEe  HaBBIKM,  BIAJeeT  TEPMHUHAMH,  JIeJaeT
apryMEHTHPOBAaHHBIC BBIBOABI i 0000IICHNS, IPUBOIUT MPUMEPHI, ONIEPUPYET MPHOOPETCHHBIMA
3HAHUSIMH, YMEHUSMH, HaBbIKAMU, IPUMEHSIET UX B CUTYAIUsX MOBBIIMIEHHON ClIOKHOCTH. [IpH
ATOM MOTYT OBITH JOIyIIEHBl HE3HAUNTEIbHBIE OMMOKH, HETOYHOCTH, KOTOPhIE 00YYaroNIHiAcs
MOYET UCIPABUTh CAMOCTOSITEIBHO.

«Xopoio»:

Boimonnensl Bce BUABI y4eOHOM pabOTHI, NPEIyCMOTPEHHbIE YUYEOHBIM IJIAHOM.
OOyuaromiuiics BBIOJHUI U 3aIIUTHII JJabOpaTopHble paboThl co cpeaHUM OaoM ot 4 1o 4,5.
HtoroBoe TtectupoBanue BeimonHeHO Ha 70 — 84%. OOyuarommiics JeMOHCTPHUPYET
JIOCTaTOYHbIE TEOPETHYECKUE 3HAHHUS, MPAKTUYECKHE HaBBIKM, BIIAJEET TEPMUHAMHM, JeIaeT
apryMEHTHPOBAaHHBIC BBIBOBI 1 0000IIECHHS, IPUBOIUT MIPUMEPHI, OTIEPHPYET MPHOOPETCHHBIMH
3HAHUSIMH, YMEHUSIMH, HaBbIKaMH. [Ipy 3TOM MOTYT OBIThH TOMYIIEHBl HE3HAYUTENIbHbIE OINOKHY,
HETOYHOCTH, 3aTPYAHEHUS NPH aHATUTHYECKUX OMNEpaIusax, MepeHoce 3HaAaHWW M YMEHWH Ha
HOBbIE, HECTaHJApPTHbIE CHUTYallUM, KOTOpble OOYyYaroIIMHCS MOXXET MCIPAaBUTh TMPH
HE3HAYNTEIbHOW KOPPEKIIMH MPETOIaBaTEeIIEM.

«Y10BJIETBOPHUTETbHO»:

BoimonHensl Bce BHUIBI yueOHOM paboOThl, NPEAYCMOTPEHHBIE YYEOHBIM ILIAHOM.
OOyuaromuiicss BBITTOTHII U 3aIIUTHII JIAOOpATOpHBIE pabOThI CO cpeaHUM OamuioMm HuUxe 4.
HToroBoe TecTupoBaHUe BBINOJHEHO Ha 55 — 69%. OOyyaromuiicss JeMOHCTPUPYET HETIOIHOE
COOTBETCTBUE TEOPETUYECKUX 3HAHWM, MPAKTHYECKHX HABBIKOB, BIA/EET TCPMHHAMH, IETacT
apryMEHTHPOBAaHHBIE BBIBOBI M 0000IIECHHSI, TPUBOIUT MPUMEPHI, ONIEPUPYET MPHOOPETCHHBIMU
3HAaHUSIMH, YMEHUSMH, HaBBIKaMH. [Ipy 3TOM MOTYT OBITH IOMYIIEHBI OMIMOKH, HETOYHOCTH,
3aTpyAHEHUS TPU AHAIUTUYECKUX OIEepalusaX, MepeHoce 3HAHMH U yMEHHl Ha HOBBIE,
HECTaHJAPTHBIE CHTYallid, KOTOpbhIe OOYYAIOMIMKCS MOXET WCIPABUTh MPH KOPPEKITUH
IPEroIaBaTeNeM.

«HeynoBJ1IeTBOPUTEIBHO»:
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He BeimosiHeH oauH wim 0osiee BHIOB y4eOHOH PabOThI, MPEeayCMOTPEHHBIX Y4eOHBIM
wranoM. O0yJaronuiicst He BBITOIHUI OJTHO WM O0Jiee 3aJaHuil TEKYIIEro U MPOMEXYTOUYHOTO
KoHTpoutsi. ITtoroBoe tectupoBanue BbinosHeHO Ha 0 — 54%. OOyuaromuiicss AeMOHCTpUPYET
HE3HAHHUE TEOPETUUYECKUX OCHOB MPEIMETa, OTCYTCTBHE MPAKTUYECKUX HABBIKOB, HE YMEET JeJaTh
apryMEHTHPOBAHHbIE BBIBOJABI U MPUBOAWTH NPUMEPHI, HE BIAJEET TEPMHHAMHU, IMPOSBISIET
OTCYTCTBHE JIOTHYHOCTHU Y MTOCIIEA0BATEIHHOCTH H3JI0KECHHUS, IeTaeT OIIHMOKH, KOTOPHIC HE MOXKET
UCIIPABUTH JAXKe MIPHU KOPPEKIIMH MIPernojaBaTesieM, OTKa3bIBA€TCs OTBEUATh Ha IOMOJHUTENbHBIC
BOTIPOCHI, JIOMYCKAeT 3HAYUTEIbHBIC OIIMOKH, WCIBITHIBACT 3HAYUTENIBbHBIC 3aTPyIHEHUS TPU
OTEpUPOBAHUH 3HAHUSMU U YMEHUSIMU TPU UX [IEPEHOCE HA HOBBIE CUTYAIUU.

7.2.2. Kpurepuu oueHKH paboThl 00yJaromerocs Ha JabopaTOpHBIX 3aHATUSAX:

(popmupoBanue komnereniuii — OITK-2, OIIK-7)

«5» (OTIIMYHO): BBHINOJHEHBI BCE TPAKTHYECKUE 3aJaHUs, IPEIyCMOTPEHHBIC
7a0opaTOpHBIMH paboTaMH, 00yUYarOIIUNACS YETKO M 0e3 OIMMOOK OTBETUII Ha BCE KOHTPOJIbHBIC
BOIIPOCHI, MPOSIBHJ TBOPYECKUH IIOAXOA MpPU BBINOJIHEHHHM 33JaHUM, CMOT BBIIIOJHHUTH
JIOTIOJTHUTEIILHBIC 3a/IaHHs.

«4» (XOpoImo): BBIIOJHEHBl BCE TNPAKTHYECKHE 3aJaHHs, IPEIyCMOTPEHHBIC
71a00paTOpHBIMU pabOTaMU, 00yHarOIIMICS C KOPPEKTUPYIOLIMMU 3aMEUaHUSIMU [IPENoJaBaTelis
OTBETWJI Ha BCE KOHTPOJILHBIE BOIPOCHI, IPOSIBUJI TBOPYECKUH MOIXOI ITPU BHITTIOIHCHUH 33aHUMH,
CMOT YaCTUYHO BBITIOJIHUTD JIOTIOJTHUTEIBHBIC 3aIaHHs.

«3» (yIOBIETBOPUTEIHHO): BBIIIOJHEHBI BCE MPAKTUYECKUE 3aJaHUs, IPEIYCMOTPCHHBIC
1abopaTOpHBIMU pabOTaMH, C 3aMEYaHHMSIMHU TMPENojaBaTess; OOYyYarOIIMICS OTBETHJI Ha BCE
KOHTPOJILHBIE BOIPOCHI C 3aMEUaHHsIMH, JTOTIOTHUTEIILHBIC 33/1aHUS BHIITOJHEHBI C 3aMEYaHHUSIMU.

«2» (HeyAOBJIETBOPUTENIBHO): 00YUYaAIOIIUNACSA HE BBITOJHWII WIH BBIIOJIHUI HENIPABUIBLHO
NPaKTUYECKHE 3a/1aHMs, IPETYCMOTPEHHBIE Ta00paTOPHBEIMUA paboTaMu, 00yUJaIOMIUNACS OTBETHI
Ha KOHTPOJIbHBIE BOIPOCHI C OIIMOKAaMM WJIM HE OTBETHJ Ha KOHTPOJIbHBIE BOIPOCHI,
JIOTIOTHUTEIIbHBIE 3aJJaHHsI BHIITOJIHEHBI HEBEPHO WJIM HE BHITIOJHEHBI.

7.3. OueHo4HbIE CpeCTBA

7.3.1. Texyumii KOHTPOIb

Texymuii KOHTPOJb OCYIIECTBISAECTCS HAa AayIUTOPHBIX 3aHATHUAX B BHUJAE 3aIIUTHI
nabopaTopHbIX paboT. JlaboparopHast paboTa — CpPEACTBO KOHTPOJS YCBOCHHS Yy4eOHOTO
MaTepuaia TeMBbI, pa3jiena HIn pa3esioB AUCIUILTUHBI, OpTaHN30BaHHOE KaK yuyeOHOe 3aHsATHE B
BHUJIE JIEMOHCTPAIIMH ITOJTyY€HHBIX HABBIKOB TP PEIICHNUN TTOCTABIICHHBIX MMPAKTUICCKHUX 3a71ad.

[Tpumepsl BOMIPOCOB K 3allluTe JT1a0OpaTOPHBIX PabOT (OIEHHBaeMble KOMIETCHIIMH —
OIIK-2, OTIK-7).

1. Kak peanu3oBaTb KOHCOJBbHBIM BapHaHT KJIMEHT-CEPBEPHOTO B3aUMOJICHCTBUS Ha
OCHOBE COKETOB?

2. Kak nmobGaBute B wmHTEep(deic TporpaMMbl (GOPMBI, BO3MOXKHOE MEHIO WM BBIBOJ

COOOIIEHHH B OKHAa Ha OCHOBE YK€ OTJIXECHHBIX B KOHCOJIBHOM IPHIOKECHHH

QITOPUTMOB M METOJIOB KJIMEHT-CEPBEPHOIO B3aUMOJCHCTBHS C HCIIOJIb30BAHUEM

COKETOB.

Omnurmnte rpaduyeckuit natepdeiic mporpammbl Cisco Packet Tracer?

Kaxk BBectn obopynoBanue u tuHun cBsi3u B Cisco Packet Tracer?

Kak Hactpouts Mapuipyrusaropsi (Routers) ?

Kak HacTpouts koMmmyTaTopsl (Switches) ?

Kak HacTpouth koHIIEHTpaTops! (HUbDS) ?

Kaxk HacTpouts GecripoBoanbie ycrporictea (Wireless Devices) ?

Kak nacrpouts uuuu cBszu (Connections) ?

10 Kak no6aButh koHeuHbIe ycTporicTBa (End Devices) ?

CoN Ok~ W
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11.
12.
13.
14.
15.
16.
17.

18.
19.
20.
21.

22.
23.
24,

25.

26.
27.
28.

29.

30.
31.

32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.

Kak oprannsoBana 6e3omacHocTh (Security) ?

Kak npousBonutcs smynsius Uarepuera (WAN Emulation) ?

Kak nacrpouts monb3oBatensckue yerpoiictsa (Custom Made Devices) ?
[TpuBeauTe mpUMep CO31aHM TPOEKTA MPOCTON CeTH?

Kaxk pa6ortaet Pexum cumynsmnuu cetu?

[Tepeuncnute Bce BO3MOKHBIE PEXKUMBI paboThI mporpammsel Cisco Packet Tracer?
[Tepeuncnute Bce TUIBI CBsA3el, ncnonb3yeMbix B Cisco Packet Tracer, u ykakute ux
Ha3HAYEHUE.

Kak noGasinstores miaTel pacmupenus B kommyraTopsl B Cisco Packet Tracer?

Jl11 4ero ucnosib3yeTcsl pexuM CUMYJISLUNA?

Kaxk mpocMoTpeTh npoxokaeHne nakera 1o ypoBHsm moaenu OSI?

MOXHO 71 ONPeeTUuTh MPUINHY TOTO, YTO TOCIAHHBIA B PEKUME CHMYJIALIUU TTaKeT
HE JIOIIEN JI0 aapecaTa U Ha KakoM JTare mpousoieln cooi paboTel ceTu?

VYkaxure B coctaBe makera I[P aapeca oTripaBuTeNs U IOTYYaTEIs.

Kak n3MeHuTh QUIbTPHI CIIMCKa COOBITHIA?

Kak B pexuMe CUMYISIIIMKA ONPEACTUTh, KaKHe MPOTOKOJIbI ObLTH 33/ICHCTBOBAHBI B
pabote cetu?

Kak B pexume CHMYJISAIIMU TPOCIEAUTh U3MEHEHHE COJICPKUMOrO IMakeTa Mpu
IIPOXO’KIEHUU €0 MO CEeTH?

[lepeunciute OCHOBHBIC BO3MOYKHOCTH PEXKUMA CUMYJISIIHH.

OcHoBable KOMaHI6I Windows /jist pabOTHI ¢ CEThIO?

OCHOBHBIC BO3MOYKHOCTH CETEBBIX YTHUJIUT OH-JIAHH?

[lepeuncnure KOMaH/bl YIPaBJIEHUSI CETEBBIMH YCTPOMCTBAMHU Ha IMpUMEpPE KOMaH]
10S?

Kakas komana BbaeT Tabuuiy coorsercTBus IP-anpecoB u mac-aapecon?
Kak MOJTyYUTh MOJIHYIO UHpOpMaLIHIO 0 CEeTEBBIX napameTpax
KOMIIbIOTepa/ycTpoiicTBa?

Kak mocMoTpeTh ciicok KOMIBIOTEPOB TEKYILETO JOMEHA WIIN CETH?

Kak y3HaTh, Kakue ceTeBbl€ IUCKH MTOAKIIOUEHBI K KOMIIBIOTEPY?

Kaxoii koMaH70l MOKHO MTOCJIATh COOOIIEHUE B CETH?

Kak y3Hats nomennoe ums u IP-agpec xocra?

Kak npoBepuTh AOCTYIHOCTH y371a ¢ yKa3aHHBIM UMeHeM uiu 1o IP-agpecy?
Kak mocMoTpeTs Tabauily MapipyTu3anun’?

Kak npoBeputh MapuipyT K yKka3aHHOMY KOMITBIOTEPY U BPEMsI JOCTyNa K HEMY?
Kak y3HaTh HHpOpMaLKIO O BiIaJeNblie MOJICETH WIN JoMeHa?

Kak npoBepuTh, OTKPBIT WM 3aKPBIT OPT yIATEHHOTO X0cTa?

Kak y3HaTh Kakue cepBUCH pabOTalOT Ha YAaJIE€HHOM X0ocTe?

Kaxkoit koMaH10¥1 MOYKHO IMTOCMOTPETh TEKYIIIME HACTPOUKHU poyTepa?

Kakumu KoMaHaMu HacTpauBaeTcs CeTeBOi nHTepdeiic poyrepa.

Kak npocMoTpeTs KOHGUTYpallOHHBIE HACTPOUKH KOMMYyTaTopa?

Kak onpenenuts pacnpenenenre VLAN no nopram kommyraropa?
[lepeuncnure OCHOBHBIE PEKUMbI KOHPUTypalluu MpU HACTPOIlke KOMMYTaTOpa.
[Tepeunciure OCHOBHBIE PEKUMBI KOH(PHUTYpAITUK TIPU HACTPOIKE poyTepa.

Kak mocMoTpeTh Tabiuily MapipyTu3anuy Ha poyrepe?

Kakune komaH161 popMUPYIOT TAOIUITY MapIIPyTHU3AIUU poyTepa?

Kakumu komangamu HactpauBarotcst VLAN Ha kommyTaTope?

Kaknmu komangamMu HacTpanBaeTcs B3aumoeicTeie Mexy VLAN?

7.3.2. IIpomexxyTouHas aTTecTalus

[IpomexxyTouHast arrectanus oOydaromuxcs B (hopMe SK3aMEHa OCYIIECTBISAETCS IO
pe3ysbTaTaM BBIIIOJHEHUSI BCEX BUJOB yuyeOHOM paboThl, MPeyCMOTPEHHBIX YYEOHBIM IAHOM
0 JTAHHOH AWCIUIUIMHE, IPU 3TOM YYHUTBIBAIOTCS PE3yIbTaThl TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH
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B T€YEHHUE ceMecTpa. DK3aMeH NMPOBOAUTCS B (pOpPME TECTUPOBAHUS B CUCTEME TUCTAHIIMOHHOTO
o0yuyeHHsT YHHBEPCUTETA, BKJIIOYAIOIIEH BONPOCH HA 3HAaHUE TEOPETUYECKOM M MPaKTUUYECKOM
yactu y4yeOHOW aucuuiuivHbl. Ilo WTOraM mnpoMeKyTO4yHOM arTecTalud 10 JUCLMILIMHE
BBICTAaBJISICTCS OLEHKA «OTIMYHOY, «XOPOILIO», «YIOBICTBOPUTEILHO» WIIU
«HEYJIOBJIECTBOPUTEIILHOY.

[IpuMeps! TECTOBBIX 3a/laHUM MTPOMEKYTOUHOT'O KOHTPOJISI (OLICHUBAEMbIE KOMIIETECHIIUU

— OIIK-2, OIIK-3, OIIK-5).

::Q01::Cuctema, cocrosmias n3 00beKTOB (IIYHKTOB WM Y3JIOB CETH) U IMHUH Tepeaadn (CBszeH,

KOMMYHUKAaIIU{, COeTMHEHUH ) HA3bIBaeTCS CETHIO ... {

KOMMYHHKalIMOHHOU

KOMMYTaLMOHHON

HH()OPMAITHOHHOH

OecripoBogHAS

BEIICCTBCHHAS

¥

::Q02::BemecTBeHHbIe ceTH: ... {

TpaHCTIOPTHAs

BOJIOTIPOBOTHAS

MIPOU3BOICTBEHHAS

KOMMYHHUKAIIMOHHAA

UH(pOPMAIMOHHAS

}

::Q03::Ha sTane GyHKIIMOHATHHOTO IPOSKTHPOBAHUS CETEH PEIIAIOTCS 3a4a4H: ... {
CHHTE3a TOTIOJIOTUHU
pacrpeneneHus IPOIyKTa 10 y3JIaM CeTH
pa3MeleHre MyHKTOB B IPOCTPAHCTBE
TPacCUpPOBKa COCTUHEHUHN
}
::Q04::CootsercrBre HazHaueHus JIBC onpenesnenuto: {
Y cTaHOBUTE COOTBETCTBHE
HNH}pOopMamoHHO-COBETYOLIHE 00palaThIBalOIINE TEKYIIYIO0 TEXHUYECKYIO 1
TEXHOJIOTHYECKYI0 HHQOPMAIINIO U BEIpabaTHIBAIOIINE
PE3YJIBTUPYIONIYIO HHpOPMAIHIO, Ha 0a3¢ KOTOPOH
AaBTOMATHYECKH BbIPA0ATHIBAIOTCS BO3JICHCTBUS Ha
YIPaBISIEMYIO CHCTEMY
WHopMalimoHHO-YIpaBISIONIKEe  BBIMOJHSIONUE HH)OPMAIIMOHHOE 00CITYKUBAHHE
[0JIb30BaTENEH
WNudopmannoHHble 00pabaThIBalOLINE TEKYIIYIO OpPraHHU3alOHHYIO,
TEXHUYECKYIO U TEXHOJIIOTUUECKYI0 HHPOPMAIHIO H
BbIpabaTHIBAIOIINE PE3YIBTUPYIOILYIO HHPOPMALIUIO JJIs
MOJIEPKKH TIPUHSTHS TT0JIL30BATEIeM PABUIILHBIX

peuieHuit

::Q05::B JIBC ¢ neneHTpan30BaHHBIM YIPaBICHUEM OCHOBHBIE (QYHKIIMH PACIPEICICHbI MEKAY:
neHTpabHO OBM
Mainframe
KITUEHTOM
CepBEPOM
::Q06::CooTBeTcTBHE {
VY CTaHOBUTB COOTBETCTBHE

DNS-cepsep [To3BonseT 3arpykaTh, CKa4MBaTh U U3MEHATh XpaHALIMECS Ha

cepBepe Qaitis
IIpokcu-cepsep IIpeobpasyeT nMeHa CaiTOB B X agpeca
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®ailnoBsIil cepBep Hcnonb3yercs ans oTnpaBKu COOOLICHUI OT OTHOTO KOMIBIOTEPA K

apyromy
ITouToBBIi CCPBCP BI)ICTyrIaCT B pOJIM NIOCPCAHNKA MCIKAY CEPBEPOM U KIIMCHTOM

}

::Q07::TexHoDOTHSI COENMHEHHSI CETEH, MO3BOISAIONIA OOBEMHUTD YCTPONUCTBA B IOKATBHYIO CETh
Yyepe3 00BIYHYIO AIEKTPONPOBOAKY ... {

HomePlug

PON

Ethernet

FDDI

::Q08:: Amanrrepsr HomePlug: ... {

3¢ peKTHBHO pabOTAOT Uepe3 ceTeBbIie QUIBTPHI

3¢ pekTUBHO pabOTAIOT Yepe3 HCTOUHUKU OecriepeOOMHOTO MUTaHUs
TpeOYIOT BKIIIOUCHHUS HETTOCPECTBEHHO B PO3ETKY AIIEKTPOCETH

HC MOFyT 6])ITI) IIOAKJIKOYECHBI K MapnlpyTI/I?,aTopy

}

::Q09::IIpeumymiectBa ceteit HomePlug AV: ... {

MPOCTOTA YCTAHOBKH

COCJIMHEHHE TIPOUCXOIUT C MUHUMAITLHBIMU 3aJIePKKAMU
BO3MOXHOCTB OBICTPOTO PaCIIMPEHUS

MCIIOJIb30BaHKE B KAUECTBE TIePEIAIOIIeii Cpe/ibl OTITOBOIOKHA

3¢ (EKTHBHOE HUCTIONIB30BAHUE MTOJIOCH TIPOITYCKAHUS ONITHYECKOTO BOJOKHA

}

::Q10::becipoBoHAs ceTh, MOCTPOCHHAS «BOKPYT» YEIIOBEKA ... {
WPAN

LAN

WAN

MAN

}
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